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1. About Us

The CBDC TT is a group of bankers, researchers, academics, members
of international financial institutions (IFIs) and non-government
organizations (NGOs) interested in (and, dare we say, passionate
about) the future of digital currencies and payments. https://cbdctt.
com”
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1

1. Introduction
Central banks are increasingly pondering whether to issue their own digital currencies to the general
public, so-called retail central bank digital currency (CBDC).1 The majority of IMF member countries are
actively evaluating CBDCs, with only a few having issued CBDCs or undertaken extensive pilots or tests.2
This paper shines the spotlight on the handful of countries at the frontier in the hope of identifying
and sharing insights, lessons, and open questions for the benefit of the many countries following in their
footsteps. Clearly, what can be gleaned from these experiences does not necessarily apply elsewhere. The
sample of countries remains small and country circumstances differ widely. However, the insights in this
paper may inspire further investigation and allow countries to gain time by building on the experience of
others. Importantly, the purpose of this paper is not to evaluate the courses taken by different jurisdictions,
but to study and discuss their key experiences and lessons.
The paper studies six advanced CBDC projects, drawing on collaboration and exchanges with the respective central banks to get insights beyond what has previously been published. Unless a specific published
source is cited, all information stems from interviews and workshops with members of CBDC project teams
in each jurisdiction.3
The chosen CBDC projects fulfill at least one of the following criteria:
a. A CBDC is already issued. Selected project: Central Bank of The Bahamas (CBOB).
b. A pilot CBDC has been or is being tested involving actual households and firms. Selected projects:
People’s Bank of China (PBOC), Eastern Caribbean Central Bank (ECCB),4 and Banco Central de
Uruguay (BCDU).
c. A CBDC project has been brought onto the country’s political agenda and is being analyzed by government or parliamentary bodies outside of the central bank. Selected project: Sveriges Riksbank.
d. The central bank has carried out a CBDC project and decided against issuing a CBDC for the time being.
Selected project: Bank of Canada (BOC).
Importantly, these countries have different national contexts and their CBDC projects are at different
stages of development (see Box 1 for a quick overview). Thus, the information that central banks can provide
differs. Whether or when these projects, except for that of the Bahamas, eventually evolve into an officially
launched CBDC offered to the general public remains to be seen.
The structure of this paper is based on the primary considerations for a CBDC project and is summarized
graphically in Figure 1. Importantly, all these considerations should be viewed as being carried out with
sound processes for risk identification and mitigation.5
This paper first explores the policy goals of the different jurisdictions. It then reviews the operational
models for CBDC, that is, who issues and distributes CBDC and the respective roles of the central bank
and the private sector. The paper then turns to the design features of CBDC, which range from ways to
1

CBDC is digital money issued by a central bank and is conceivable in both retail and wholesale form. Retail CBDC, or
sometimes general purpose CBDC, refers to CBDC that can be held and used by individuals, whereas wholesale CBDCs
are available only to a selected set of financial institutions. For more on these different types, see BIS (2018).

2

For a recent survey of CBDC projects around the world, see Boar and Wehrli (2021). For online resources that are updated
continuously, see Atlantic Council (2021) and Kiff (2021).

3

These central banks have also been given the opportunity to read and comment on the text before publication. Any errors
remain the responsibility of the author.

4

The ECCB is the monetary authority in the Eastern Caribbean Currency Union (ECCU), which is a monetary union consisting
of Anguilla, Antigua and Barbuda, Dominica, Grenada, Montserrat, St. Kitts and Nevis, Saint Lucia, and St. Vincent and
the Grenadines.

5

For a discussion of different risks that a central bank needs to consider in a CBDC project, see Kiff and others (2020) and
Khan and Malaika (2021).
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BOX 1. Current Status of CBDC Projects
y CBOB, Sand Dollar: The Sand Dollar was officially launched in October 2020. In late 2021, there
were around 20,000 active Sand Dollar wallets in a population of about 400,000, and functions
are continuously being developed.
y BOC: The BOC has not found a pressing case for a digital currency given the present state of
the Canadian payments system. However, it continues to build the technical capacity to issue a
CBDC, and monitor developments that could increase its urgency.
y PBOC, e-CNY: No formal decision has been taken to launch the e-CNY. The PBOC runs a pilot
in parallel in different regions. By October 2021, there were over 123 million e-CNY wallets
registered with individuals and about 9.2 million wallets held by firms—a rapid increase from
approximately six million active e-CNY wallets in April 2021. In a population of nearly one and a
half billion, the share of e-CNY users is now approaching 10 percent.
y ECCB, DCash: No decision has been made to formally issue DCash. In March 2021, the ECCB
launched a pilot program to successively extend DCash throughout the countries of the Eastern
Caribbean Currency Union (ECCU) and run the program for 12 months. Given its rapid adoption,
ECCB is now considering transitioning to an official CBDC launch.
y Sveriges Riksbank, e-krona: No decision has been made to issue the e-krona. The Riksbank has
developed a proof of concept and is exploring technological and policy angles of CBDC. A
government inquiry is investigating the role of the state in the digital payments system, including
the potential role of a CBDC.
y BCDU, e-peso: After ending a pilot in 2018, the BCDU has changed leadership and has opted
to not pursue a second pilot due to other priorities and a lack of resources. Potentially, a second
pilot will be launched in the future.

Figure 1. The Main Choices and Considerations for a Central Bank Digital
Currency Project
Technology

Project
Implementation

Operating
Model

Policy Goals

Legal
Foundations

Source: IMF staﬀ.

Design
Features
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mitigate risks to uses in cross-border payments. Next , the paper considers options available to jurisdictions
on specific technologies and moves to the legal foundations of CBDC. The last section examines the process
of exploring and testing CBDC, such as organizational choices and staffing. It also includes insights identified as particularly important by the jurisdictions themselves on the way forward.
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2. Policy Goals of CBDC Projects
Policy goals for CBDC naturally guide the ensuing exploration and work. These goals also help establish
guidelines to make design and technology choices.
The goals differ across jurisdictions, reflecting factors like the characteristics of the payment systems and
various perceived domestic challenges. Mandates may also be a consideration. Central bank laws often
establish the function of promoting efficient, safe, and secure payment systems, or set efficient and effective
monetary policy, both of which may be relevant to CBDC.
However, the themes of modernizing and/or future-proofing countries’ payment systems ran across
the various goals stated by the central banks reviewed in this paper. Modernizing is about improving the
payment system through increasing digitalization. And future-proofing refers to updating a payment system
that is already extensively digitalized to counter potential future risks associated with continuous innovation.
This section discusses the different policy goals that each jurisdiction identified as crucial. Other goals
may also exist and be important, but of lesser priority.

A. Financial Inclusion
Financial inclusion is a common policy goal for CBDC projects. Financial inclusion entails access to appropriate and affordable financial services and is associated with poverty reduction worldwide.6 But despite
significant progress, large parts of the world’s population remain financially underserved. Increasing
financial inclusion has many challenges, including access to digital technology. CBDC could potentially
facilitate financial inclusion by increasing access to digital payments and thus serving as a gateway to wider
access to financial services.
Most of the six jurisdictions in this survey identify financial inclusion as a top policy goal. In the Bahamas,
pockets of the population are excluded from financial services because they live in regions where it is not
profitable for commercial actors to operate. Approximately 20 percent of the adult population is estimated
to have no bank account.7 Geography exacerbates the problem since the Bahamas consists of many islands,
which are costly to serve.
Likewise, the ECCU consists of island nations where it has been difficult for financial institutions to develop
economies of scale and find profitable channels of expansion. Foreign banks have increasingly withdrawn
from the region, citing low profitability. The result is lower financial inclusion.
Uruguay has also seen a sluggish development of financial services for a significant part of the population. The government has actively sought to stimulate its development, including by making a digital option
mandatory for essential payments.8
While China has made rapid progress in financial inclusion and digitalization, the population in remote
regions remain underbanked and underserviced by mobile payment operators. The PBOC has sought to
promote digital payments and financial inclusion for two decades, but estimates that around 10 percent of
the Chinese population still lack access to basic financial services.9 Meanwhile, some financial institutions
that focus on local business have difficulties in digitalizing due to their technological capabilities. PBOC now
sees extending financial inclusion to this part of the population as a key policy goal for the e-CNY.

6

For an overview of financial inclusion, see World Bank (2021), Ozili (2020), and Dev (2006).

7

IMF (2019), p.13.

8

The Financial Inclusion Law was enacted in 2014.

9

For more on financial inclusion in China, see World Bank and PBOC (2018).
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B. Access to Payments
Helping facilitate payments among the population is an important objective for central banks in most
countries.10 Access to payments is associated with, but not identical to, financial inclusion. Even countries
with high levels of financial inclusion, such as Sweden, can still face access to payments challenges. Some
central banks are concerned that private payment service providers might not find extending services to all
parts of the population sufficiently profitable, and that a declining use of cash will exacerbate the problem.
Some jurisdictions are therefore exploring if a CBDC could help achieve or safeguard universal access to
payments.
Access to payments may encounter multiple hurdles, including shortage of cash, firms’ refusal to accept
cash, and lack of or recurring disturbances of digital infrastructure. In the Bahamas, for example, the island
geography creates difficulties in both distributing cash and extending digital infrastructure. This is why
the CBOB has listed access to payments—regardless of age, social status, or location—as one of its most
important goals.11
In countries in which cash usage is dwindling, access to payment is also a key concern. Some segments
of the population still rely on, or prefer, making cash payments, but may run into limitations. One of the
Riksbank’s top priority goals for the e-krona project is to ensure broad access to payments in the years
ahead.12 In particular, the Riksbank has identified the elderly and groups with certain disabilities as potentially adversely affected in a cashless society. While the Riksbank is committed to ensuring that cash will still
be available and possible to use in the future,13 it is also exploring how CBDC could facilitate the creation of
digital payments especially suitable for these groups as a complement to cash.
The BOC also emphasizes access to payments as a key policy goal despite near-universal financial
inclusion. If cash availability falls beneath a certain level, some groups might experience difficulties in
making payments. These groups include individuals in remote areas where private firms find it unprofitable
to operate, with low income, and with different forms of impairments.14 A potential CBDC could hence be
designed with universal access in mind.15

C. Making Payments More Efficient
In countries where cash and check use is high, operational costs are elevated. And in some countries,
existing digital payments are also relatively expensive. CBDC is therefore a potential policy tool to offer
digital forms of payments that are cheaper to operate. The non-profit nature of central banks means that
they could potentially offer low-cost payments as a public good, potentially subject to the need to eventually
recover costs.
The Bahamas and the ECCU are high-cost jurisdictions for both physical and existing digital payments.
In the Bahamas, an important additional consideration has been the high cost for government agencies to
make cash-based payments to citizens who lack bank accounts. There are plans to integrate government
agencies in the Sand Dollar network to support digital government payments to individuals to lower this
cost.16
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For a discussion on the general role of central banks in payments, see BIS (2003).

11

CBOB (2019).

12

Sveriges Riksbank (2018).

13

The Riksbank is also analyzing legal forms to strengthen cash. See Sveriges Riksbank (2021a).
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BOC (2020), p.7.

15

Miedema and others (2020).

16

CBOB (2019).
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While the Chinese payments market in urban areas is already highly digitalized, the PBOC has expressed
a desire to improve its payment services. It sees this as part of an ongoing international effort by central
banks to improve their services to the public, comparable to the roll-out of instant payments platforms.

D. Ensuring Resilience of Payments
Ensuring the ability to pay and extending government transfers to individuals under severe circumstances
is important for all jurisdictions, but the urgency of this policy goal is especially high in disaster-prone
nations. For the Bahamas and the ECCU, resilience is thus considered a key policy goal. Both consist of
islands in a region where natural disasters are frequent. Destruction of physical, financial infrastructure and
impediments to shipping cash are immediate concerns. In the Bahamas, a hurricane in 2019 precipitated the
start of the Sand Dollar pilot in the same year to facilitate assistance payments to and within afflicted areas.
Likewise, the ECCB accelerated the expansion of its DCash pilot to areas affected by a volcano eruption
in St. Vincent and the Grenadines in 2021.
Countries with a highly digitalized payment sector are concerned about disruption to digital services and
concentration risks where there are only a few large operators. In China, for example, the mobile payment
market is dominated by two firms, AliPay and TenPay/WeChat Pay. The PBOC has expressed concern that
the failure of such firms could have serious consequences to the Chinese payments system. One of the
crucial policy goals expressed by the PBOC is for the e-CNY to function as a backup to existing digital
payment solutions.
Similarly, the Riksbank has identified single points of failure among a few dominant actors as a potential
risk that would be exacerbated in a society in which cash is no longer available as a backup or “redundancy”
system. The resilience of payments has also become an important part of the country’s ongoing modernization of civil defense.17 While the Riksbank advocates the continued existence of cash, the e-krona could
potentially serve as an additional backup to existing forms of digital payments.
The BOC has also noted that cash can function as a backup when digital payments are unfunctional, and
that falling cash usage might thus mean impaired payments resilience. CBDC could therefore potentially
play a role as an additional backup.18

E. Reducing Illicit Use of Money
Some features of cash, including anonymity and the lack of an audit trail,19 make it attractive for illicit
transactions (for example, tax evasion, money laundering, and terrorist financing). CBDC could potentially
reduce this problem.
At this point, however, only the Bahamas has reduction of the illicit use of money as a top policy objective
for its CBDC. The background to this objective is an ongoing campaign to strengthen the Anti-Money
Laundering / Combating Financing of Terrorism (AML/CTF). The Bahamas was put on the Financial Action
Task Force (FATF) grey list in 2018 due to strategic deficiencies in its AML/CFT framework, which resulted
in increased monitoring. The Bahamian authorities subsequently implemented an action plan aimed at
addressing the identified deficiencies, and as a result, the Bahamas was de-listed in December 2020.20

17

Utredningen om civilt försvar (2021).

18

BOC (2020), Miedema and others (2020).

19

FATF (2015).

20

FATF (2020).
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F. Monetary Sovereignty
While currency substitution has long been a risk facing countries, it is possible that new forms of digital
currency might have a competitive advantage relative to older forms of currencies. If a sufficiently large
portion of a country’s population adopts a foreign digital currency or a global stablecoin, the ability of the
country to carry out several crucial central bank functions might be impaired, such as monetary policy and
lender of last resort.21
The BOC has stated that serious consideration of a CBDC might be triggered if monetary sovereignty
were to become an issue—say if Canadians began adopting a non-Canadian digital currency or stablecoin.22
Likewise, the PBOC has said that one motivation for investigating CBDC was to secure monetary sovereignty
in a digital future.23

G. Competition
CBDC could potentially increase competition in a country’s payments sector in two ways: directly, by
competing with existing forms of payments; and indirectly, should the CBDC be designed as a platform
open to private payment service providers (see the following section, Operating Model). The latter would
ensure low barriers of entry for new firms seeking to offer new payment services.
The Riksbank, in particular, sees competition as a potentially important contribution by the e-krona.
The payments market, according to Riksbank analysis, displays clear network effects that tend to favor the
concentration of a few large actors. This may lead to high fees or stagnating innovation in the future. The
e-krona could be a way to ensure more competition and enhance market efficiency.24
The BOC has also said that the high concentration of service providers in the Canadian financial system
may be contributing to the high costs of payments. If cash were to decline significantly, competition in the
Canadian payments market would decline even more. This is among the reasons why the BOC is monitoring
cash usage and building capacity to launch a potential CBDC.

H. Summary of Policy Goals
The different policy goals of the jurisdictions in this survey are summarized in Table 1.

Table 1. Jurisdictions’ Stated Policy Goals of Central Bank Digital Currency
Country
Bahamas

Financial
Inclusion

Access

✓

✓

China

✓

✓

ECCU

✓

Canada

✓

✓

Sweden
Uruguay

Efficiency

✓
✓

✓

Resilience

Sovereignty

Competition

✓
✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

Sources: Central banks.
Note: ECCU = Eastern Caribbean Currency Union.
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Illicit Use
of Money

For example, IMF (2020a) and BIS and others (2021).

22

BOC (2020).

23

For example, Mu (2021).

24

Sveriges Riksbank (2017, 2018); Soderberg (2019).
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3. Operating Model
A crucial choice is how CBDC will be issued and circulated, and what the role of the central bank and the
private sector will be. We refer to this overarching structure as the operating model.25 Different names and
classifications are used in other literature and there is no established standard for the typology of different
operating models.26
In the first model, which we call unilateral CBDC, the central bank carries out all functions in the payments
system, from issuing the CBDC to distributing it, and interacting with end-users.
The second model entails issuance by the central bank, but includes a role for private sector firms to
interact with the end-user. We refer to these agents as intermediaries and the model in which they operate
intermediated CBDC. The intermediary role can be filled by financial firms, but also other types of companies
such as payment service providers and mobile phone operators. Most would likely be privately-owned and
for-profit firms, but state-owned intermediaries and cooperatives may also be involved.27 This second model
would require the central bank to regulate and/or oversee other actors, which adds an extra layer of legal
and operational complexity.28
In the third model, digital currency is issued not by the central bank but by private firms that back the
issuance by holding central bank liabilties. Hence, the third model is not a CBDC, but rather a stablecoin, or
a special type of e-money, as it is not issued by a central bank and may be referred to as synthetic CBDC or
sCBDC. But as it is backed one-to-one by central bank-issued assets, it may be considered by some central
banks as an alternative to CBDC, and is therefore included in this paper.
These conceptual models should not be seen as mutually exclusive. Some central banks are considering
the intermediated model as their main operating model, but also offering basic payment services through a
unilateral model to ensure universal access and resilience. Likewise, an sCBDC is not necessarily a replacement for CBDC and could, for instance, be issued by private firms alongside, or even backed by, CBDC.29
These three conceptual models are depicted in Figure 2.
These conceptual operating models are useful starting points for discussions on CBDC design. So far,
there is a convergence on the intermediated model. No central bank in this survey has explored the unilateral or synthetic CBDC models and the rest of this section will focus on the intermediated model.30

25

This follows the concept used in Kiff and others (2020).

26

For example, see Armelius and others (2020), BOE (2020), and Auer and Böhme (2020).

27

For a discussion on how state-owned enterprises have developed in the recent decades, see Bruton and others (2014).

28

For a discussion, see Kiff and others (2020).

29
30

See Adrian and Mancini-Griffoli (2019, 2021), Auer and Böhme (2020), and Auer and others (2021).
Recently, however, the Hong Kong Monetary Authority issued a whitepaper outlining an approach similar to sCBDC.
Cash in Hong Kong SAR is currently also mainly issued by private institutes rather than the monetary authority. For more
on this, see HKMA (2021).
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Figure 2. Three Conceptual CBDC Operating Models

Unilateral CBDC
Central bank issues money and
performs all functions, including
direct interaction with end users

Intermediated CBDC
Central bank issues money, but
delegates functions to non-central
bank intermediaries who interact with
end users

Synthetic CBDC
Non-central bank actors issue money
that is backed by central bank assets
that they acquire from the central
bank (dashed line)

Source: IMF staﬀ.
Note: CBDC = central bank digital currency.

A. Central Bank and Private Sector Functions
The intermediated model can take different forms depending on how functions are distributed between
the central bank and private intermediaries, as illustrated in Figure 3.
When discussing the distribution of functions between actors, it is useful to distinguish between the
owner of the technical system necessary to carry out a specific function and the executor of the function
itself. These are not always the same; indeed the system might be owned by the central bank while the

Figure 3. Functions to Be Carried Out in a CBDC Environment
Issuing

Ledger Update

Validation

User Interface

KYC-AML/CFT

Customer Service

User Data

Source: IMF staﬀ.
Note: AML/CFT = anti–money laundering/combating the financing of terrorism; KYC = know your customer.
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function is carried out by a private company.31 For instance, the IT system that intermediaries use to monitor
users of the Sand Dollar relating to AML/CFT is owned by the CBOB, which ensures a standardized approach.
As mentioned above, delegating functions to private actors still requires regulation and monitoring.
Issuing is obviously a crucial function of all types of money. As discussed above, all central banks in
the study currently explore models in which the CBDC are their own liability, just like cash. It is possible,
though, for central banks to let a private company own the technical systems that enable CBDC issuance.
For instance, in the Uruguay e-peso pilot, a private vendor owned and operated a technical system that
converted pesos created by the central bank into e-pesos, effectively making the issuance of e-peso into a
two-stage process.32
Validation refers to validating a transaction. The concept is often associated with the validation that takes
place in a distributed ledger technology (DLT) network but can also refer to more traditional processes
including checking the user’s identity, the authenticity of money, and the availability of funds.33 In some
cases, these functions are divided between the central bank and private entities. For instance, in the e-krona
proof of concept, the central bank owns and operates a notary node that ensures money has not been spent
before, while private intermediaries carry out remaining validations, such as checking the authenticity of
e-kronas.
Each transaction entails a ledger update when users transfer holdings of CBDC between each other. A
ledger is a database of records of monetary holdings but can be either centralized or distributed across a
network. Updating the ledger means updating the records of CBDC balances after payments have been
made. The centralized ledger, owned and updated by a single entity, is still the standard approach among
central banks, whereas DLT is a potential new approach.
In the case of DLT, at least three alternatives exist. First, the central bank owns the infrastructure of the
entire ledger and updates it (for example, the Bahamas Sand Dollar). Second, the central bank owns the
ledger, but private intermediaries update it. And third, a private intermediary owns part of the ledger and
updates that same part of the ledger, conditional on the central bank’s approval (in the Swedish e-krona
proof of concept, the intermediary can update the ledger after the central bank’s notary node has checked
that no double spending has taken place).
The remaining functions of Figure 3 concern the interaction with the end-users. KYC-AML/CFT refers to
the process of implementing Know Your Customer (KYC) and AML/CFT requirements (for example customer
due diligence measures) aimed at combating illicit flows. User interface denotes the means through which
users can interact with and/or pay with their CBDC holdings, such as through applications on mobile phones.
User data refers to the function of handling the personal data of users, and customer service captures the
process of helping users connect to the CBDC, handling errors, and solving other issues.
Table 2 summarizes how functions are allocated between central banks and private sector actors in the
six CBDC projects.34 In some cases the distribution of functions may change when the project progresses
from pilot to formal launch. For instance, the ECCB currently offers private intermediaries a ready-made
application for users to interact with DCash wallets, but states that after a formal launch, intermediaries
would develop their own user interfaces.
31

32

Importantly, systems ownership does not preclude outsourcing of certain aspects but it entails responsibility for the
overall development, maintenance, and functionality of the system, including outsourced services. For a definition of
system owner, see NIST (2021).
For more on potential operational risks of outsourcing central bank activities, see Kiff and others (2020)

33

For an overview of DLT in payments, see BIS (2017) and Shabsigh and others (2020). DLT can be permissionless, meaning
that anyone can join the network and partake in performing crucial functions, or permissioned, meaning there are strict
requirements to joining the network. All central banks that are currently exploring DLT are focusing on the permissioned
variant. For more on this, see Natarajan and others (2017).

34

Private sector here includes state-owned enterprises and cooperatives. See Bruton and others (2014) for a discussion.
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Table 2. The Distribution of CBDC Functions Between the Central Bank and the Private Sector
Issuing
Owner

Executor

Validation
Owner

Executor

Ledger Update

KYC-AML/CFT

User Interface

Owner

Owner

Owner

Executor

Executor

Executor

User Data1
Owner

Executor

Customer Service
Owner

Executor

Bahamas
Canada
China
ECCU
Sweden
Uruguay
Central Bank
Both
Private
Still Exploring
Color scheme:
Source: Central banks and IMF staff.
Note: AML/CFT = anti–money laundering/combating the financing of terrorism; KYC = know your customer.
1One option is to grant central banks access to data stored by intermediaries. This is the practice in China.

B. The Business Model of CBDC
The business model of CBDC is a key concern for both private firms and the central bank. If private
firms are expected to carry out a function in the CBDC ecosystem, they will have to make a profit at least in
the medium term. Similarly, though central banks are not-for-profit organizations, they will need to decide
whether to seek cost-recovery for their expenditures of building the CBDC system. Central banks may also
decide to subsidize the use of CBDC to increase adoption if supported by a particular policy goal.
Among the CBDC projects reviewed in this paper, there is almost universal consensus that the main
business model for private intermediaries is fees on payments. The role of the central bank is seen as
providing a free or low-cost platform on which private intermediaries can operate. None of the central
banks favor allowing private intermediaries to gather payments data, which could be used for commercial
purposes. The PBOC notes it does not charge intermediaries or users, and intermediaries cannot charge
individual users in the e-CNY project. However, intermediaries have the choice of charging merchants. The
PBOC views this as a substantial incentive for firms to enter the market, and keeping fees in check.
The BOC states the choice of business model is complex. One possibility is for the central bank itself to
provide a basic CBDC payment function to the public, possibly but not necessarily charging a fee for using
it. The Riksbank is also considering this approach.
The question of whether a central bank should charge intermediaries for using the CBDC system is also
connected to the question of whether it anticipates recovering its development costs. There is a risk that
if central banks collect fees, intermediaries will in turn pass the cost downstream and raise the price of
payments, which may counter initial policy goals. The question of whether and how to cover costs remains
an open question, and the BOC states this as one of its most important areas of research.
Staff at the Riksbank also state that charging intermediaries fees is difficult because of the current regulatory framework. Another issue is that charging fees would possibly contradict its commitment to offering
payments as a public good. Revenues for the central bank would likely solely be in the form of seignorage.
While subsidizing the adoption of CBDC is currently not seen as a viable path, the Riksbank is discussing if
it might subsidize the cost of developing certain functions that the private sector would not find profitable.
Examples of this include increasing payments resilience and developing payment solutions for minorities.
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4. Design Features
CBDCs can be designed in different ways with different characteristics and functions. We refer to these
characteristics and functions as design features. Design features are more specific than the operating
model, and CBDCs with the same operating model can still differ in their design features. CBDC designs are
generally intended to support policy goals or mitigate risks that could arise from issuing CBDC. This section
is divided by topic and ends by summing up design features of individual projects in Table 3.

A. Restrictions Aimed at Ensuring Financial Stability
Central banks engaged in CBDC projects have committed to not jeopardizing financial stability and
avoiding any sudden shifts to the structure of the financial system.35 The literature discusses the potential
risk that the introduction of CBDC could create, including crowding out banks and facilitating bank runs.36
In addition, the literature discusses different ways to mitigate these risks by either restricting CBDC balances
or taxing the use or balances of CBDC above a threshold.37
All CBDCs that are currently circulating, either as official currency or through a pilot, are designed with
restrictions that limit the competitiveness of CBDC versus bank deposits. At the time of writing, however,
only three of the six central banks in this study—the central banks of the Bahamas, China, and the Eastern
Caribbean—have circulating CBDC. Other central banks are still analyzing these questions conceptually.
Limits on CBDC fall under two main categories: restrictions on remuneration of CBDC and quantitative
restrictions on holdings and transactions of CBDC.
Restrictions on the Remuneration of CBDC
The Bahamas, China, and the ECCU currently do not pay interest on CBDC holdings. In all three cases, the
reason is to limit CBDC competition with bank deposits. If there is no interest, CBDC can still be attractive
as a means of payment, even while its attractiveness as a store of value (savings instrument) diminishes.38
There is a potential policy trade-off between limiting competition with bank deposits and ensuring an
effective transmission mechanism of monetary policy. Staff at the Riksbank, reflecting the past Swedish
experience of low interest rates, point out that a zero percent interest rate on CBDC could limit the ability to
carry out a negative interest rate monetary policy.39 Also, the attractiveness of bank deposits versus CBDC
would shrink with lower policy rates. A possible solution is a CBDC with an interest rate that is consistently
lower than the policy rate. The Riksbank is investigating the legal issues related to paying interest rates
(whether positive or negative) on CBDC.40
An alternative discussed in the literature is to impose fees on transactions above a certain threshold, but
so far none of the CBDC projects have tried this.
Quantitative Restrictions
All three active CBDC projects were designed with quantitative restrictions. The goal is to explicitly limit
competition with bank deposits but also to foster financial inclusion. To lower the threshold to onboard new

35

Central Banks and BIS (2020), G7 (2021).

36

For example, see Kumhof and Noone (2018), Juks (2018), and Bindseil (2019).

37

In particular, see Bindseil (2020).

38

For more on this, see Agur and others (2022).

39

For example, see Armelius and others (2018) and Armelius and others (2020).

40

For a legal discussion on interest rates and CBDC, see Bossu and others (2020).
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users, small CBDC holdings are allowed without the need for identification or other KYC procedures (see
more in the section on Anonymity).
Without special arrangements, it is not possible to send money to a wallet that has reached its specified
limit, and the sender will typically receive an error message when trying to do so. CBDC holdings may also
be connected to a bank account to which excess holdings of CBDC may automatically be transferred. Such
a function is currently under development in the Bahamas Sand Dollar.
Limits to CBDC balances may also help limit pilot programs. Uruguay limited both the number of users
and the amount of total e-pesos each user could hold. This made the pilot more manageable, but also
lowered risks of disruptions and to the reputation of the central bank (were something to go wrong).
The ECCB DCash pilot also plans to limit the total amount of DCash that can be created. For now, however,
DCash is offered to meet demand. No decision has been made on when to set the limit or how high it should
be, in part to meet unexpectedly high demand due to the COVID-19 pandemic and support the economic
recovery.
The Riksbank is exploring different technological options that could allow quantitative restrictions, and
has tested a payments card which carries a limited amount of e-krona.

B. Anonymity
Anonymity is one of the key traits of cash, and the rise of digital payments threatens the lawful or legitimate preference for anonymity by certain segments of the public or for certain purposes—such as buying
a present for one’s spouse. Anonymity is also connected to financial inclusion: non-anonymous payment
services often require forms of identifications that can be difficult or costly to obtain.
However, anonymity can also be used for illicit purposes and can undermine AML/CFT measures.
Anonymity, therefore, poses a policy trade-off—the more anonymity, the larger the risk for illicit use.
All three active CBDC projects have chosen the same way to handle the policy trade-off between anonymity/
financial inclusion and AML/CFT compliance. Their approach has been to provide a tiered selection of
wallets with different levels of thresholds. Those with lower thresholds allow for greater anonymity. As a
result, CBDC can more easily be rolled out into rural or disadvantaged areas where virtual identification can
be difficult.
The use of tiered CBDC wallets thus gives rise to “policy synergies” between anonymity, risk-reduction (of
bank runs), and financial inclusion.

C. Off-Line Capacity
The ability to pay when not connected to main telecommunication systems is important to increase resilience in crisis situations, such as during natural disasters and armed conflicts. Off-line capacity is hence
linked to the policy goal of resilience and is especially important in disaster-prone or geopolitically tense
areas. The PBOC also emphasizes that off-line functionality is important in areas with patchy telecom access,
which also often correspond to areas of low financial inclusion.
In practice, off-line functionality has turned out to be complicated technologically.41 Further, the exact
definition of off-line transactions differs. Often the term refers to being off-line from the Internet but still
reliant on a local network, such as Bluetooth. But some events such as prolonged black-outs or electromagnetic disturbances might affect local networks as well.
The Bahamas considers off-line functionality to be vitally important but has encountered difficulties in
achieving it. The pilot revealed that the planned solution of local off-line networks—built on introducing
local redundancies to the main telecommunication system—did not fully achieve the policy goal. The
41

For a discussion, see Chohan (2021), Armelius and others (2021), and ECB (2020).
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telecommunication towers required in the solution are vulnerable to the same weather conditions as the
main telecommunication system. Also, the geographical reach of the local networks is limited, which makes
it difficult to make payments between islands. Presently, the CBOB is working with its main contractor to
identify alternative solutions. Staff at the CBOB state that the decision to explore alternative off-line solutions
was the most significant change that resulted from the practical experience of the pilot.42
The PBOC has tested different solutions, and reports that sufficiently safe and efficient off-line payments
are now in place. These include hardware-based e-CNY wallets placed inside mobile phones, or held as
cards that can make payments to another mobile phone wallet in physical proximity without Internet access.
To reduce the effects of illicit tampering with the devices, which could lead to double spending and counterfeiting, each user can only perform a limited number of off-line payments before needing to go back online
to access the main ledger. In addition, offline payments in e-CNY involve a variety of technologies, including
digital signature and encrypted storage to further reduce risks.
The team working on the Swedish e-krona proof of concept has identified a number of potential solutions
to establish offline functionality and is proceeding to test these. Participants have identified several challenges, such as how to prevent double spending and ensure the authenticity of e-kronas while off-line.43

D. Cross-Border Payments Using CBDC
Central banks and international organizations are increasingly evaluating the use of CBDCs to enhance
the efficiency of cross-border payments, which is generally considered costly and inefficient.44 The G20
has instigated an ongoing collaboration between international organizations and national central banks to
explore ways to further this goal, including through CBDCs.45
Retail CBDC projects are carried out primarily with domestic purposes in mind, at least so far. Nonetheless,
discussions on how CBDC could potentially be used in cross-border payments are ongoing. And technical
experiments on wholesale CBDC for cross-border usage have been conducted for several years.46 Adverse
macroeconomic implications, such as increased currency substitution and vulnerability to financial shocks,
are possible as retail CBDC become available across borders.47 These potential risks, and means of mitigating them, are being discussed in the context of the G20 roadmap to enhance cross-border payments.
The six jurisdictions in this study are exploring cross-border issues carefully but largely on the side of their
domestic considerations. Canada, China, and Sweden are represented in the Future of Payments Working
Group, which stems from the G20 roadmap. In addition, the PBOC is also exploring how a retail CBDC, such
as the e-CNY, can be used for cross-border payments, and has partnered with the BIS Innovation Hub and
other national central banks in the multi-CBDC Bridge project—an experimental CBDC arrangement leveraging DLT to facilitate cross-border payments.48
The PBOC states three principles for their ongoing work on cross-border payments for CBDC. The first
is the principle of “no disruption,” which in practice means to avoid negative spillovers on the Chinese
economy and that of other nations, such as significant currency substitution. The second rule is that any
CBDC cross-border payments system must be compliant with the rules and regulations of all connected
countries, including capital flow management measures. In addition, according to the PBOC, information
42
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The tested solution relied on smaller local networks that were meant to act as backups to the main telecommunication
system rather than independently of telecommunications.
See also Sveriges Riksbank (2021b).
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BIS and others (2021).
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FSB (2020).

46

For example, see BOC and others (2018) and BOT and HKMA (2020).

47

For more on potential macrofinancial implications of cross-border use of CBDC, see IMF (2020a) and BIS and others (2021).

48

BISIH and others (2021).
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flows between countries should be improved to help authorities counter illicit use of money, including tax
evasion. According to the third rule, cross-border payments should involve interoperability across domestic
CBDCs or between domestic CBCDs and incumbent payment systems rather than a single CBDC used
for transactions on both sides of the border. The PBOC thus prefers a system where domestic CBDCs are
converted to other currencies as payments cross borders.
The Bahamas does not currently allow the Sand Dollar to be used outside its borders. It has stated that
the Sand Dollar is exclusively intended for domestic purposes and that cross-border payments must take
place through commercial banks in traditional non-CBDC Bahamian dollars. However, foreigners can own
and pay with Sand Dollars when visiting the Bahamas after registering for an account with a low limit on both
balances and monthly transactions.49 Nevertheless, the central bank is planning to explore cross-border
functionality for the Sand Dollar within the next three years.
Staff at the ECCB look favorably to using CBDC for cross-border payments, given the importance of
trade and overseas remittances for the countries in the ECCU. The ECCB has begun discussions with other
regional central banks regarding the interoperability with legacy payment systems and platforms to enable
remittances and trade in the region. At present, however, the main priority is ensuring that DCash works for
domestic purposes. That being said, as the ECCU consists of eight different nations, the DCash technically
represents the first trial of a single CBDC used for cross-border payments, although within a monetary union
and with the same central bank.
Staff at the six central banks have raised the following main hurdles to using CBDC across borders:
y Technical interoperability: The lack of coordination on technology and messaging standards in initial
stages of development could imply that retrofitting CBDC for cross-border use will be costly and complex.
Collaboration on the G20 roadmap may help, while decentralized forms of compatibility between different
DLT systems may also be promising.50
y Legal and regulatory harmonization: At present, all the jurisdictions have carried out their legal investigations based on their domestic legal systems. However, some harmonization may be needed regarding
the treatment of data and privacy, tax and payments laws, and capital flow management measures.

E. Summary of Design Features
Table 3 summarizes the design features under consideration or deployed by the six central banks.

Table 3. Design Features of CBDC Projects
Carry Interest or Not

Quantitative
Restrictions

Anonymity

Offline

Cross-Border Payments

Bahamas

No

Yes

For lower tier

Yes/exploring

Future project

Canada

Undecided

Undecided

Undecided

Exploring

International collaboration

China

No

Yes

For lower tier

Yes

Experimenting/international
collaboration

ECCU

No

Yes

For lower tier

No

Future project

Sweden

Undecided

Exploring

Undecided

Exploring

International collaboration

Uruguay

No

Yes

Yes, but
traceble

No

Possible future project

Source: Central bank staff and published sources.
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5. Technology
CBDCs rely on technology, which must be appropriately selected to operationalize the policy goals
discussed earlier. Even in an intermediated CBDC model, the central bank must build a core system for
issuing CBDC and processing transactions. One of the great difficulties is making decisions while much
of the technology is still developing and remains relatively untested. Central banks must decide where to
acquire technology, if they do not build it in-house, and which technology best suits their purposes.

A. Technology Suppliers
A central bank typically needs to acquire technology from or partner with external vendors to develop
proprietary solutions. So far, there are two main approaches to the technology supply question. The first is
to choose a main contractor that supplies the technology and collaborates with the central bank to develop
the CBDC. This “CBDC package solution” was chosen by the Bahamas (NZIA), the ECCB (Bitt), Sweden
(Accenture), and Uruguay (Roberto Giori). In the case of Sweden and Uruguay, however, contractors were
used to deliver a specific test solution and thus would not necessarily be relied upon to further develop, and
potentially launch, CBDC.
In the second approach, the central bank relies to a greater extent on internal resources and has different
contractors for different areas as necessary. This approach tends to be more onerous for the central bank
in terms of internal capacity and resources, but also offers more control over the development process.
Canada and China have chosen this path. The BCDU indicates that a second Uruguay CBDC pilot may likely
be based on this approach to avoid relying on a single vendor.
Intermediaries can also be selected as development partners. The PBOC, for instance, has partnered
with specific e-CNY intermediaries to develop payments solutions and functions that have been added to
the e-CNY ecosystem.

B. Distributed Ledger Technology vs Centralized Technology
Distributed ledger technology (DLT), the best known of which is blockchain, has in recent years emerged
as a promising alternative to technologies that are based on centralized ledgers. Central bankers are
therefore faced with another technology choice.51 The choice is particularly difficult as DLT is still developing, and its capacity and suitability are being explored. Some pilots and proofs of concept are therefore
testing DLT without necessarily expecting to select it for further development.
The experiences so far suggest that there is no universal case for DLT as the primary engine of CBDC,
and jurisdictions have different views on the potential merits of the technology. The Bahamas and the ECCB
have DLT-based systems, and staff from both central banks cite the security of the technology as valuable
for their needs.
The PBOC, on the other hand, has tested DLT during its pilots and decided that its capacity to process
transactions and store data does not meet its requirements. It is particularly concerned about e-CNY’s
ability to handle days with very high levels of transactions, such as the “Singles Day” (November 11, China’s
equivalent to Black Friday in the United States).
However, the PBOC has committed to what it refers to as a “hybrid architecture.” Thus, DLT is being used
in the e-CNY system but only in limited areas where it is deemed to have an advantage over other technologies. Intermediaries can also base their activities on any technology, including DLT, and still function in
the e-CNY ecosystem.This openness to different technologies is part of what the PBOC calls a “Long Term
51
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Evolution System,” through which new features of technology can continue to be added to the e-CNY even
though its core is a centralized ledger.
The e-peso did not rely on DLT, but BCDU staff acknowledge that a potential second e-peso pilot might
test the appropriateness of DLT, or a hybrid system that incorporates DLT for particular purposes.
The BOC has not decided on technology but is carrying out multiple technological workstreams,
including DLT. Its staff has expressed some skepticism about the suitability of DLT for central bank purposes
but acknowledges that DLT can support some important functions. One possibility would be to combine
different technologies to achieve different purposes.52
The Riksbank is currently exploring a DLT-based proof of concept, but its staff stress that a potential future
e-krona does not necessarily have to be built on DLT. A second e-krona proof of concept or pilot could thus
be based on a different technology.

C. Summary of Technology Choices
Table 4 sums up the technology choices described above.
Table 4. Summary of Technology Choices
Main Tech Contractor

DLT

Bahamas

NZIA

Yes

Canada

—

—

China

—

Hybrid

ECCU

Bitt

Yes

Sweden

Accenture

Testing

Uruguay

Roberto Giori

No

Source: Central banks and published sources.
Note: DLT = distributed ledger technology; ECCU = Eastern Caribbean Currency Union.
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6. Legal Foundations for CBDC
CBDC53 requires a legal framework that clarifies whether the central bank has the mandate to issue CBDC
and what status it would have legally.54 Existing legal frameworks were typically enacted in a pre-digital age,
and investigating CBDC therefore also entails ascertaining whether law reform is necessary to ensure that a
CBDC can be issued by the central bank.
The status of the six surveyed jurisdictions is summarized in Figure 4.

Figure 4. Status of Law Reforms in the Six Jurisdictions
No Law Reform
Envisaged at this Stage

Law Reform Under
Preparation

Law Reform Enacted

Uruguay

Sweden

Bahamas

Canada

China
ECCU

Sources: Central banks and IMF staﬀ.
Note: ECCU = Eastern Caribbean Currency Union.

To issue the Sand Dollar, The Bahamas enacted a revised legal framework, the Central Bank of Bahamas
Act, in 2020. The currency issuance function is broadly worded, and the definition of “currency” explicitly
includes not only banknotes and coins but also “electronic money” issued by the Central Bank.55 Moreover,
the Act specifically grants the Central Bank the power to issue currency in the form of “electronic money.”56
To support this, the Act also grants the Central Bank regulatory powers to prescribe “the framework under
which electronic money issued by the Central Bank…may be held or used by the public.”57
Among the countries that have not yet formally issued a CBDC law, reform is still being investigated and
prepared. For example, China is preparing for a general revision on People’s Bank of China Law (draft), which
suggests that Chinese currency includes both physical and digital forms (e-CNY) and thus confirm the legal
tender status of e-CNY.58 The draft law provides the central bank with the broad power to plan, organize,
and supervise the payment system and financial infrastructures. The Central Bank will have responsibility
to coordinate the work on national financial security, with the goal of developing a cyber-resilient CBDC.
In addition, the draft law explicitly prohibits and imposes fines on the production, sale, and circulation of
“illegal CBDC.”
The ECCB has prepared a draft amendment to its central bank act. The draft amendment would establish
the legal foundation of CBDC by extending the definition of “currency” to “digital currency.”59 Further, it
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Central Bank Act of The Bahamas (2020). Section 15.
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explicitly attributes legal tender status to digital currency and clarifies the central bank’s sole right to issue
digital currency.60
In Sweden, the legal questions are currently being investigated in a government inquiry launched after
a petition was sent to Parliament by the Riksbank in 2019.61 In parallel, the central bank is actively analyzing
whether existing means of payment and legal mechanisms in Sweden would be fit for e-krona operations or
whether new types of assets or legal mechanisms should be created by law.
Since it has decided not to issue a CBDC at this time, Canada is not currently looking into law reform.
When Uruguay completed its six months e-Peso pilot in 2018, the legal framework was considered sufficient
at the time for the central bank to carry out the testing without the need for legal amendments. Such amendments, however, would be necessary for an official roll-out of the e-peso, according to the central bank.
Surveyed central banks flagged several legal challenges (in addition to the challenge of legal harmonization mentioned in the section on cross-border payments) to issuing CBDC, as well as lessons that could be
drawn from that process.
“Law follows technology”: In many cases, the operating and even legal design of CBDC was initially driven
by technological developments, often under the advice of consulting firms. Central banks are therefore
recommended to initiate legal reflections very early in the process. This should go hand in hand with building
sufficient internal legal capacity in central banks’ legal departments.
Understanding the legal nature of CBDC: In many countries, this new form of money poses significant
legal challenges under public and private law. In some countries, some fundamental issues still need to be
decided, such as the legal nature and ramifications of issuing digital currency (for instance, rights of holders
subsequent to the insolvency of authorized providers). Given the many legal complexities, several central
banks relied on external counsel to develop the legal-regulatory framework for CBDC. Central banks should
consider combining the abovementioned internal capacity building with a needs assessment for external
counsel. This could go hand in hand with a close dialogue with financial intermediaries, in particular, to gain
insights into for instance how they see CBDC impacting their business models.
Legal tender status: While central banks acknowledge that the technical means to receive CBDC in
payment (such as devices or internet access) is not universal in their countries, most of the surveyed central
banks nevertheless advocate granting legal tender status to CBDC. This approach could be possible under
a fairly “relaxed” legal conception of legal tender status, with ample space for contractual derogations.
That said, it is also acknowledged that without wide acceptance and circulation of CBDC, the reputation of
the issuing central bank would be at risk. Against this background, a few jurisdictions have started a fundamental debate on the role of legal tender currency.
Flexibility and law reform in preparatory phase vs. final phase: Several central banks indicated that they
saw no need for law reform in the pilot phase, but that law reform would be necessary for the final phase
(roll-out). Maintaining this type of flexibility during the pilot phase may be useful for other central banks, in
particular at a stage where CBDC is not yet issued as an actual liability of the central bank, and central banks
may alter fundamental design features subsequent to the pilot.
Specific vs. general law reform: Modifying the central bank law and other laws only to strengthen the
legal basis for CBDC issuance may be the fastest route. However, a few central banks chose to anchor these
amendments into a broader reform of the central bank’s charter to address other legal issues. This was the
case in the Bahamas. Whilst such an approach may somewhat slow down the law reform process, it yields the
benefit that other aspects of the central bank’s legal framework can be strengthened in conjunction. Going
forward, countries should assess whether CBDC-related law reform could be an opportunity to introduce
other legal amendments.
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7. Project Implementation
CBDC projects are generally large undertakings for central banks and need to be organized, staffed, and
financed. The availability of resources differs across central bank, as does the importance of CBDC projects
relative to other undertakings. Carrying out a pilot further requires planning and execution, supportive
institutional structures, and investment in staff education, skills, and retention. A key part of a CBDC project
is also to ensure that there is enough staff to identify and monitor operational risks.62
This section investigates the different organizational paths taken by this paper’s six central banks, the
learning curve of staff engaged in CBDC, and the main challenges they have faced.

A. Organizational Changes at the Central Bank
Central banks investigating CBDC must decide whether to make formal organizational changes, or work
with existing structures. Some have created new committees, divisions, or research centers.63 Others have
instead reprioritized the work of staff in existing divisions.
At one end of the spectrum, and reflecting the size of its undertaking, the PBOC first set up a specialized
work team in 2014, but two years later created a new specialized institute, the Digital Currency Institute of
the People’s Bank of China (PBCDCI). The PBCDCI has set up subsidiaries across geographical areas to help
organize the e-CNY pilots.
Similarly, the CBOB created a new unit devoted to developing the Sand Dollar but under the supervision
of a policy steering committee made up of representatives from the different departments of the bank.
The decision to make formal organizational changes can also arise as work on CBDC advances. The
BOC carried out a substantial part of its CBDC analysis by drawing on the resources of two departments—
coordinated by a fintech senior officer—neither of which were exclusively devoted to CBDC. Then, in 2020,
after presenting its official position on CBDC (see Box 1), the BOC formed a research team to investigate
technology that would help build capacity for a successful CBDC launch; the team was also tasked with
monitoring conditions that could trigger the need to proceed.
Likewise, the Riksbank started its e-krona project with a project team consisting of members from different
departments. However, a new division was created in 2019 devoted specifically to developing its e-krona
proof of concept. CBDC policy analysis, however, remains part of the payments department’s general policy
work. The two divisions work closely together.
In contrast, the ECCB has not initiated any changes in its organizational structure and instead draws
personnel from across different departments at the central bank to form an internal working group. Similarly,
the BCDU did not initiate any organizational changes while conducting the e-peso pilot.

B. Internal Staffing
The number of staff at central banks involved in CBDC projects varies mainly with the degree of
outsourcing to private vendors. Another important factor is the size of the pilots undertaken by the central
banks. For instance, the staff working on the Chinese e-CNY project grew from around 40 to around 300.
Importantly, this number does not include private-sector employees that have been working in collaboration with the PBOC.
For the CBOB and the ECCB, both operating in smaller countries and teaming up with a main contractor,
the numbers involved are considerably smaller. At its peak during the launch, the Sand Dollar employed 35
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people at varying levels of time commitment. Currently, 15 people work full-time on the Sand Dollar. The
ECCB is currently managing its DCash project with 12 people, all of whom in addition have other duties.
This has been possible thanks to considerable technical expertise from outside. The Uruguay e-peso pilot
similarly employed five full-time and five part-time employees. Again, these numbers refer only to central
bank staff, and the full amount of personnel involved on the private sector side is likely considerably larger.

Table 5. Number of Central Bank Staff Engaged in CBDC
Projects in Late 2021
Central Bank

Number of Staff

CBOB, Sand Dollar

15

BOC

50

PBOC, e-CNY

300

ECCB, DCash

12

Riksbank, e-krona

20

BCDU, ePeso

0 (10 during pilot)

Source: Central banks.
Note: This table does not include private sector personnel. Further, it does not
distinguish between those working full time or part time on the CBDC project. The
reason is the difficulty in comparing the time spent by part-time employees who, in some
phases of the project, may work more than full time. Part-time employed, therefore, often
means that they have other tasks besides CBDC. BCDU = Banco Central de Uruguay;
BOC = Bank of Canada; CBDC = central bank digital currency; CBOB = Central Bank of
Bahamas; ECCB = Eastern Caribbean Central Bank; PBOC = People's Bank of China.

C. Organization and Design of Pilots
This section focuses on the organization and execution of pilots. Canada and Sweden have not launched
pilots, so are not discussed in this section. The three main aspects of a pilot are its general organization, how
users are recruited and what results they yield, and how those results are incorporated.
General Organization of Pilots
The first main pilot design factor is how limited it will be. Pilots can be limited in time by having a clear
termination date communicated in advance. But they can also be limited in scope in terms of how many
users can participate or how much money will be issued.
The second main pilot design factor is its goals and the ability to revisit these as the pilot progresses. For
instance, central banks may choose to develop and test new functions after the initial launch. Pilots are also
sometimes directly used to further specific policy goals, for instance, by being extended to certain areas to
support economic development or recovery after a natural disaster.
The four pilots studied in this paper are described below in the order they were first launched.
Planning for the Uruguay e-peso began in 2016 and the pilot ran from November 2017 to April 2018.
Compared to the other pilots in this study, this effort was more contained in time and scope. It was clear
from the outset that the pilot would end after six months, and all e-pesos owned by test users at the end of
the pilot would be cashed in and destroyed. Total issuance was set at 20 million e-pesos, and no more than
10,000 end-users could take part by downloading an app on their cell phones. The pilot was also contained
in terms of functional involvement of the private sector: from the outset, the different functions of the pilot
were distributed among, as well as funded and developed by, a group of firms that were primarily interested
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in testing aspects of their respective technologies. Thus, the e-peso was not an open platform, and commercial banks were not involved.
The CBOB launched the Sand Dollar pilot in December 2019 after more than three years of research into
CBDC and planning the pilot. When considering suitable test areas, the bank opted to first roll out the pilot
in the Exuma District in the South East Bahamas. Usage of mobile phones is high in Exuma, and testing the
pilot there was ideal to ensure as many test users as possible. To create a baseline for measuring progress,
the CBOB conducted a survey of the level of financial inclusion and willingness of the population to adopt
digital payments.64
The pilot was rolled out to a second test area, the Abaco Islands, in February 2020. The Abacos infrastructure was severely damaged by a hurricane in September 2019, and the area was still recovering economically.
The Sand Dollar pilot in this area, therefore, served a double purpose—to test off-line payments solutions as
well as a means to support relief efforts and economic recovery.
In total, the Sand Dollar pilot included around 2,000 wallets, and around 35 persons at the central bank
were involved in its launch. The COVID-19 pandemic made the execution of the Abacos tests more difficult
but did not change the pilot plans.
The scale of the Chinese e-CNY pilot is unique. By October 8, 2021, over 123 million e-CNY wallets were
held by individuals and around 9.2 million wallets were held by firms. To help organize such a large trial in
different areas in China, the Digital Currency Institute of the People’s Bank of China (PBCDCI) created several
subsidiaries in Shenzhen, Suzhou, and Shanghai, and is considering creating more in other areas.
The PBCDCI has the main responsibility for planning and executing the e-CNY trials, but collaborates with
local authorities, private intermediaries, and technology firms. So far, trials have been conducted in more
than 10 cities and regions. The scale of the trials has allowed the PBCDCI to test both core technologies for
raw payment processing but also for ancillary and add-on features such as identification, off-line payments,
and programmability. Trials have increasingly been conducted in rural areas, following regional economic
development goals.
The ECCB rolled out the DCash pilot to four countries in the ECCU in March 2021: Antigua and Barbuda,
Grenada, Saint Kitts and Nevis and Saint Lucia. The pilot is scheduled to run for 12 months, after which all
DCash are to be cashed in and destroyed. DCash has been issued on demand as the number of users grew,
but the central bank announced that there would be a total limit on how much would be issued. The central
bank initially stated that the pilot will be successful when DCash reaches 4,000 end-users and 35 merchants
per country in the ECCU. But with experience, the ECCB has adjusted these goals to reflect differences
between countries.
The ECCB altered the plan for its pilot because of two external events. First, the COVID-19 pandemic
led to an unanticipated increase in demand for both DCash and online shopping. In response, the ECCB
decided to expand the pilot to include online purchases using a web browser. Second, a volcano eruption in
St. Vincent and the Grenadines also prompted the ECCB to accelerate the pilot in the affected area to help
it recover by increasing access to payments.
In sum, the pilots of several jurisdictions were modified to address external events, thus highlighting the
importance of a flexible approach.
Recruitment of Users for the Pilots
A CBDC pilot requires users willing to learn to use a new payments solution and trust it with their money.
All central banks with pilots stressed the importance of information campaigns to recruit test users. In
addition, financial incentives can be used. In the e-peso pilot, the BCDU’s technology partner Roberto Giori
paid for the information campaign to recruit test users and funded financial incentives: the first 1,000 users
64
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received 1,000 e-pesos (approximately $23) for free, and 20 awards of 1,000 e-pesos were granted to the
most active users for each month of the pilot.
The PBOC similarly launched a series of lotteries in collaboration with local authorities offering free
e-CNY, which could be spent at merchants also joining the pilot. The local authorities provided the funding
for these lotteries.
In the Bahamas and the ECCU, central banks have relied to a great extent on public information campaigns
that stress the convenience and safety of paying with CBDC compared to physical means of payment.
Recently, however, the ECCB added the incentive to get a percentage of expenses rebated in DCash at the
end of the day for payments made in DCash at registered merchants.
Results of Pilots
Pilots can identify which areas need more testing, potentially through new pilots or extensions of pilots.
The BCDU concluded that a potential second Uruguay CBDC pilot would need to be based on different
principles compared to the first, including multiple vendors, and the participation of commercial banks.
Results of a pilot can also be used to improve the pilot or an officially launched CBDC. Staff at the CBOB
stress that the most important gain from the Sand Dollar pilot was to better understand the motivations for
potential users to adopt CBDC and for firms to join the CBDC network as intermediaries. This motivated
the central bank to step up its communication and educational efforts on the local level. Further, the pilot
showed the importance of increasing interoperability with the retail banking system to make it easier for
users to convert bank deposits to Sand Dollars. As mentioned earlier, the pilot revealed that the planned
off-line payment solution did not work as intended, and was the one major revision of the pilot in the officially
launched Sand Dollar.
The ECCB’s pilot is still in its early stages, so results are considered preliminary. However, demand has
been sufficiently strong that ECCB now believes that ending the pilot after the planned 12 months might
impair the payments system. Therefore, it is considering formally launching the CBDC and extending access
to all countries in the ECCU rather than ending the pilot.
The PBOC reports that it is so far very pleased with the results of the e-CNY pilot. It has enabled testing
a wide variety of different technological solutions for various features, including off-line capacity (see the
sections above on design features and technology), payments methods using facial recognition, and tapand-go. Surveys among test users, and the public, on the progress of the e-CNY, are also reported as being
very favorable.

D. Stakeholders and Public CBDC Communication
Potential stakeholders in a CBDC project include the potential users, but also private intermediaries,
incumbents in the payments and financial markets, as well as government agencies, representative political
bodies, and governments. Some government agencies with a need to facilitate payments to invidividuals,
such as tax agencies, social welfare agencies, or in some cases ministries of finance, might in particular have
a stake in improving payments methods through CBDC.65
The introduction of CBDC requires approval that goes beyond the central bank. For instance, legal
changes are often needed that are typically enacted by politicians in legislative bodies. Further, getting
people to test, understand, and trust a CBDC pilot does not come automatically, and so without the buy-in of
the public, there will never be a meaningful level of adoption. Therefore, communication with stakeholders
is a key part of CBDC projects.
The CBOB, as mentioned above, stressed the importance of reaching out to potential user communities.
The bank partnered with communication experts and marketing agencies, and the pilot and official launch
65
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were accompanied by surveys and market research. The bank invited representatives of different industries
to discussion forums to discuss what the Sand Dollar could mean for them. Specifically, the bank took time to
promote to commercial banks what benefits the Sand Dollar could bring in terms of lower costs of handling
cash and a potentially larger customer base.
The Bahamas government, and other government agencies, were supportive from the outset of the Sand
Dollar project. A key potential benefit for government agencies is lower costs of handling public transfer
payments to individuals. However, staff at the CBOB states that it would have been beneficial to have had
more engagements with these stakeholders to ensure that digitalization efforts were more synchronized.
The PBOC and the ECCB also stress the importance of organized public information campaigns. In China,
public information is extended by the PBOC but also by the private intermediaries which carry out face-toface interactions with end-users. The ECCB partnered with market research agencies to better understand
the public’s needs and to receive real-time feedback as the pilot progressed. The e-peso was also accompanied by an educational campaign.
The BOC and the Riksbank, however, have not engaged in organized information campaigns. The Riksbank
stresses that its communication strategy has been openness about its project rather than education or
promotion. It has published regularly on its CBDC work, as well as participated in both national and international conferences, forums, and bilateral meetings with representatives of different stakeholders. The
second e-krona report, published in 2018, was accompanied by a call for comments from stakeholders,
which were published on the bank’s website.
In 2019, the Riksbank sent in a petition to the Swedish Parliament to create a government inquiry into
the future role of the state in the digital payments market – including assessing the pros and cons of a
Swedish CBDC. Parliament approved the petition, and the inquiry was launched in 2021. This is an example
of how central banks can directly solicit key stakeholders and elicit a policy response, in this case starting the
process of potentially changing legislation to allow for the creation of a CBDC.

E. Major Challenges and Hindrances
Investigating, testing, and even launching CBDC comes with its challenges. The central banks studied in
this paper raise several common themes.
Lack of precedents: Several central banks pointed out the difficulty of designing a project where there
is little or no experience, nor established standards. However, prior research, even if conceptual, was of
value to guide choices along the way. The central banks all emphasize the need to continue learning and
experimenting.
Lack of resources: As demonstrated in this paper, CBDC projects are resource-intensive and become
even more so as their scale increases. Thus, the PBOC raises resources as a constraint. Likewise, resource
constraints are one of the key reasons why Uruguay has not yet launched a second e-peso pilot. Staff at
the ECCB also stated that the financial cost of the DCash project has been one of the major obstacles to
overcome.
Unwillingness to adopt digital payments among the population: Some jurisdictions mentioned that part of
the population is suspicious about CBDC and digital payments in general. The CBOB has pointed out that
part of the population still does not trust that their money is safe if converted to Sand Dollar and that they
are concerned about privacy issues.
Legal issues: The need to make amendments or change laws and regulations is mentioned as one of the
key obstacles by several jurisdictions.
Cyber security: The PBOC said that the risks from cyberattacks are substantial if the e-CNY becomes a
crucial payments system. Creating an acceptable level of cyber security is one of the main challenges it sees.
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Technological uncertainty: As technology is still developing, choosing the best technology is deemed a
challenge. For instance, ECCB staff were uncertain whether DCash’s DLT technology was sufficiently scalable
to meet the demands of large-scale adoption. It is therefore open to considering another model.

F. Key Insights
Central bank staff gain experience and insights from running CBDC pilots and interacting with intermediaries and users. This section summarizes key insights raised by the staff at the six jurisdictions. Thus,
these insights reflect the experiences of staff at individual central banks and are not necessarily immediately
applicable in other contexts.
The importance of market research: Based on its experiences with the pilot and official launch of the
Sand Dollar, the CBOB stresses the need to perform extensive market research to understand the needs of
potential users.
Collaboration with participating private intermediaries: The CBOB underscores the need for the central
bank to have strong collaboration and open communication with private firms that have face-to-face contact
with the end-users. This point is also emphasized by the PBOC.
Technology neutrality: The PBOC is a strong proponent of neutrality. The e-CNY is designed as a hybrid
system which, though its core is based on centralized technology, is fully compatible with DLT or other
technologies that intermediaries choose to use. This reflects the PBOC’s key recommendation that no technology is perfect and that being open to using different technologies is key. Similarly, the BCDU said that
the simplest and most appropriate technology for the purposes of the CBDC should be favored, a principle
that it followed when setting up the e-peso pilot.
Importance of cross-border payments: The PBOC stresses the importance of exploring cross-border
payments with CBDC and adhering to the principles of “no disruption, compliance, and interoperability.”
The anonymity/privacy trade-off: The PBOC emphasizes the need to manage the tension between
anonymity and privacy, but that full anonymity for all transactions cannot be considered.
Allowing the public access to information on CBDC: The Riksbank highlights the importance for a central
bank to be open about its work on CBDC. The first reason is that issuing CBDC is fundamentally about
how to organize a society’s payments system and therefore concerns everyone. The second reason is that
understanding CBDC can take a long time and the process of communicating with the public (and decisionmakers) should begin early in the process.
The importance of non-technical aspects: The BCDU stresses that a CBDC is not only a technical process
but also a cultural one. The introduction of CBDC will have to be guided by careful knowledge about the
cultural aspects of users and preferences for the characteristics of money.
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8. Conclusions
This paper discussed six CBDC pioneer projects. It illustrated the importance of individual country context
and policy goals for the design and implications of CBDC. Just as there is no universal case for CBDC, there
is no universal design or recipe to implement CBDC.
CBDC is still in its infancy, and there are still open issues as well as commonly identified obstacles. Open
issues referred to by several jurisdictions include the nature of sustainable business models that will ensure
cost recovery and provide sufficient incentives for private sector participation. Other issues have to do with
pushing the boundaries of innovation to allow for important features such as off-line capacity. The choice
of technology is also frequently highlighted, including the use cases and limits of DLT. Key difficulties going
forward include making choices in a very new and rapidly evolving field, as well as costs associated with the
development process.
A new trend among some of the jurisdictions in this study, spearheaded by the PBOC, is a pragmatic view
of technology. The choice between centralized and distributed technology does not need to be either-or.
And central banks could adopt CBDCs that utilize different technologies for different ends.
While individual country contexts remain important, there are also areas of convergence. All central banks
have explored the intermediated operational model. Countries are seeking a balance between preserving
key aspects of the traditional monetary and financial system while at the same time updating the role of
central banks in the digital era. Relatedly, all CBDCs currently in circulation have design characteristics that
limit competition with bank deposits.
Examples of policy trade-offs were evident during the discussions, but policy synergies were also identified. The relationship between anonymity and illicit use of money, for example, presents a policy trade-off,
but there are policy synergies between anonymity, risk reduction, and financial inclusion. Managing policy
trade-offs and leveraging policy synergies could be a potential area of increased central bank attention in
the future.
Pilot designs differ among the jurisdictions from strictly limited in time, scope, and goals to more openended. Pilots are also used as policy tools. The exact dividing line between an open-ended pilot and an
officially launched CBDC is therefore not always clear-cut, especially since an officially launched CBDC can
continue to be upgraded and developed after launch. To some degree, a pilot could therefore lead to a “soft
launch.”
CBDC exploration is still in an early stage, and not all country experiences can be easily ported abroad.
There are still open questions, and CBDC remains an uncharted territory, raising challenges as well as opportunities. Increased international information-sharing of insights learned from individual CBDC projects and
cooperation on policy and design issues will be important going forward. This paper represents an early
contribution to this ongoing process.
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ABSTRACT
Most central banks in advanced economies consider issuing central bank digital
currencies (CBDCs) to address the declining use of cash as a means of payment
and to position themselves against increased competition from Big Tech companies,
cryptocurrencies, and stablecoins. One crucial design dimension of a CBDC is the
degree of transaction privacy. Existing solutions are either prone to security concerns
or do not provide full (cash-like) privacy. Moreover, it is often argued that a fully
private payment system and, in particular, anonymous transactions cannot comply
with anti-money laundering (AML) and countering the financing of terrorism (CFT)
regulation. In this paper, we follow a design science research approach (DSR) to
develop and evaluate a holistic software-based CBDC system that supports fully
private transactions and addresses regulatory constraints. To this end, we employ
zero-knowledge proofs (ZKPs) to enforce limits on fully private payments. Thereby,
we are able to address regulatory constraints without disclosing any transaction
details to third parties. We evaluate our artifact through interviews with leading
economic, legal, and technical experts and find that a regulatorily compliant CBDC
system based on ZKPs that supports full (cash-like) privacy is feasible.
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jonas.gross@uni-bayreuth.de.

Electronic copy available at: https://ssrn.com/abstract=3891121

49

CBDC Think Tank

Excutive Summary
We propose a two-tiered (retail) central bank digital currency (CBDC) system consisting of transparent and private CBDC accounts. The main focus of this paper lies on the
private accounts provided by the privacy pool. Our general architecture is illustrated in
Figure 1. The central bank issues CBDC into transparent accounts. These accounts are
maintained either by the central bank or by payment service providers (PSPs), such
as banks, on behalf of the central bank. CBDC account holders can deposit CBDC
into the privacy pool either via transparent CBDC accounts or deposit cash via special automated teller machines (ATMs). End-users can conduct three different types
of payments differing in the degree of privacy, namely fully private, semi-private, and
fully transparent transfers.
• Fully private (cash-like) transfers take place inside the privacy pool. In fully
private transfers, the identities of both involved parties, as well as the transaction
amount, remain hidden to third parties.
• Semi-private transfers take place between the privacy pool and the transparent
CBDC accounts. They reveal the amount of the transfer to the PSP and the

central bank, and only the identity of the holder of the transparent CBDC account to the involved PSPs and potentially, depending on the design, also to the
central bank.
• Fully transparent transfers take place between transparent CBDC accounts. In

fully transparent transfers, the sender’s and receiver’s PSPs and, depending on
the design, potentially also the central bank, know the identities of the involved
parties and the transaction amount, similar to current electronic payments via
commercial banks.

For semi-private and fully private transfers, the privacy guarantees are provided by
design, i.e., no third parties and, in particular, neither PSPs nor the central bank
nor regulatory authorities, will learn about the transaction amount and the involved
parties even if they collude or, in the most extreme case, behave maliciously.
Addressing regulatory constraints related to anti-money laundering (AML) and
combating the financing of terrorism (CFT) regulation while allowing for fully private payments, we impose balance, transfer, and turnover limits. We enforce these
limits without sharing transfer details beyond the information that we discussed previously with any third parties by using general-purpose zero-knowledge proofs (ZKPs)
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in the form of zero-knowledge succinct non-interactive arguments of knowledge (zkSNARKs).
We develop an unspent account state (UAS) system to obtain the privacy and,
in particular, unlinkability guarantees of Zcash with a similar technical construction
based on commitments, nullifiers, and ZKPs. More precisely, we do not use a tokenbased model (corresponding to coins or digital banknotes), as it is unclear how turnover
and balance limits could be implemented in such an approach. Instead, we use commitments and nullifiers to obfuscate transfers in an account-based model (including
an identity and a balance) and make them unlinkable. This approach facilitates the
enforcement of turnover and balance limits for fully private payment, as it funnels all
associated transfers conducted by one particular user into one unique privacy pool
account that they control. In our design, all end-users privately register and maintain
their own private CBDC account and only send cryptographic proofs of the correct
local accounting and compliance with the imposed limits to the ledger that is maintained by the central bank. A transfer proposal is only accepted by the central bank
if the ZKP rightfully proves the compliance with the limits imposed. To ensure that
every user only has access to one account, and hence make turnover and balance limits effective, our construction relies on the availability of a unique digital identity for
end-users. For this purpose, we suggest using government-issued, certificate-based, digital IDs, as currently explored in various countries. Alternatively, PSPs such as banks
could issue these identities, which would, however, require coordination among these
intermediaries to prevent multiple registrations.
From the perspective of a user, an anonymous transfer corresponds to invalidating
their previous account state and creating a new account state, where the difference
between the previous balance and the new balance equals the amount of the transfer.
Due to the fully-fledged user-sided accounting, our CBDC system would also allow integrating remuneration in private CBDCs accounts that directly affects the difference
between the previous and the new balance. Third parties cannot trace back a transaction history to one specific user, and transfers by the same user are unlinkable. The
only entities in the system that have access to their account details, including their ID
information, balance, and turnover, are the users themselves. Users keep their CBDC
in a digital wallet, e.g., in a dedicated app on a mobile device. The digital wallet
stores the users’ digital ID, cryptographic keys, and account details for their private
CBDC account as well as access credentials for their transparent CBDC account. The
wallet also supports users in maintaining their private and transparent accounts. For
example, if one of the limits in the privacy pool prevents a user from conducting an
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51

CBDC Think Tank

anonymous payment, the wallet may automatically suggest conducting the payment
on the transparent side.
The implementation of our system can already be regarded as feasible. From a
user’s perspective, the processing time for a transfer would be comparable to private
transfers in Zcash. Hence, payments would be processed within a few seconds or even
less. Given the rapid improvements on the performance of generating ZKPs observed
over the last few years, it seems likely that processing times will see further significant
improvements in the near future. Additionally, the operational burden for the central
bank is relatively low because the succinct proofs in zk-SNARKs are small and offer fast
verification in few milliseconds. The main challenge of our approach is the prevention
of a black market for private CBDC accounts: Getting control over a large number of
private CBDC accounts by buying them from users that are not interested in using
the privacy pool or by blackmailing would allow illicit actors to circumvent the limits
and use the privacy pool for a money mule business. However, this threat can be
effectively mitigated by binding users’ digital identities to secure hardware, e.g., their
mobile phones, and by requiring a ZKP of ownership of the private key stored in
this secure hardware and associated with a non-expired, non-revoked unique digital
identity in each transaction. This approach provides a high degree of assurance that
users own the digital ID associated with the privacy pool account for every private
transfer without the need to reveal correlatable identity-related information to third
parties. Users that seek to pass on their accounts would need to pass on their unlocked
mobile phone, on which their digital ID is stored, including all associated rights and
permissions. Our discussions with stakeholders indicate that this risk is comparatively
low and thus acceptable.
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Figure 1.: High level architecture of the proposed CBDC design.
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1. Introduction
The monetary system is changing. In many advanced economies, the use of cash as a
means of payment has declined steadily over the last decade and in an accelerated way
during the COVID-19 pandemic (European Central Bank, 2020b). Moreover, public
money faces increasing competition from novel, private sector-issued forms of money,
such as cryptocurrencies and stablecoins, and from Big Tech payment systems (European Central Bank, 2020a). Consequently, central banks take actions to preserve
their monetary sovereignty. Today, 86 % of central banks around the world consider
issuing their own digital currencies, known as central bank digital currencies (CBDCs) (Boar & Wehrli, 2021). While the Bahamas has already launched a CBDC and
some other countries have introduced CBDC pilots (e.g., China), most jurisdictions are
still debating and analyzing design options. In this context, the appropriate degree of
transaction privacy receives great attention from central bankers, policy-makers, and
academics. For instance, in its announcement to start a project on the digital euro, the
European Central Bank (ECB) stressed that the two-year investigation phase aims to
identify “the design options to ensure privacy and avoid risks for euro area citizens,
intermediaries and the overall economy” (European Central Bank, 2021c).
Keeping transaction data private is crucial, among other reasons, to avoid identity theft, threats to personal security, data exploitation, and harassment based on
potentially embarrassing but legal purchases (e.g., Chaum, Grothoff, & Moser, 2021;
Choi, Henry, Lehar, Reardon, & Safavi-Naini, 2021; Kahn, 2018; Kahn, McAndrews, &
Roberds, 2005). Privacy is also considered essential from an economic perspective, as
it can help to avoid price discrimination (Acquisti, Taylor, & Wagman, 2016; Odlyzko,
2004), making privacy a public good (Garratt & Van Oordt, 2021). Moreover, privacy
constitutes a fundamental civil right enshrined in Article 12 of the United Nations
Declaration of Human Rights (UDHR) (United Nations, 1948), in Article 8 of the
Convention for the Protection of Human Rights and Fundamental Freedoms (European Court of Human Rights, 1950) as well as in Article 7 and 8 of the Charter of
Fundamental Rights of the European Union (European Convention, 2000). In the context of CBDC, a consultation of European citizens demonstrated that they see privacy
as the most important requirement for a CBDC (European Central Bank, 2021b).
A CBDC that stores transaction details in a centralized database operated by the
central bank (or payment service providers (PSPs) on behalf of the central bank)
bears the risk of losing trust and causing security incidents such as data breaches, e.g.,
due to human misbehavior or cyber attacks. Incidents like the hack of New Zealand’s
1
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central bank in 2021 demonstrates that cyber risks are indeed a threat that should
be taken seriously (The Guardian, 2021). Furthermore, if sensitive data are stored
centrally, end-users have to trust the operator that the privacy promises will not be
compromised in the future. However, in such a setup, operators could potentially
change their mind or secretly analyze (historic) transaction data and share it with
further parties, thereby potentially undermining privacy and trust. Trust in a payment
system that inevitably processes sensitive data can be increased by following a privacyby-design approach in which customers do not need to trust the operator for privacy
protection and where large-scale data breaches are naturally excluded. In this case,
private data would only be stored with the end-user involved in a transaction and not
aggregated in a centralized system, thereby providing trustless privacy.
Today, cash is the only regulatorily compliant form of money that provides full privacy by design. If payments are conducted digitally, e.g., through mobile payments,
bank transfers, or credit cards, the transaction data is stored with the involved PSP.
Contrary to public perception, cryptocurrencies such as Bitcoin and Ether do not ensure a high degree of privacy either, as transaction details are stored on a public ledger,
and the pseudonymous addresses that send and receive cryptocurrencies can often be
traced back to the users that control them (Biryukov, Khovratovich, & Pustogarov,
2014) through analyzing metadata (such as IP addresses) and information from exchanges that need to conduct know-your-customer (KYC) measures (Silfversten et
al., 2020). Against this background, privacy-oriented cryptocurrencies such as Zcash
and Monero have been developed. They use cryptographic techniques such as zeroknowledge proofs (ZKPs) to enable fully private payments (Fauzi, Meiklejohn, Mercer, & Orlandi, 2019). However, these cryptocurrencies do not conform with prevailing
regulations, as unlimited anonymous payments open the door for illicit activities, such
as money laundering and terrorist financing (Silfversten et al., 2020).
To secure access to a fully private, regulatorily compliant form of money in an increasingly digital environment, a CBDC should provide a high degree of transaction
privacy and offer (at least) the same privacy-preserving features as cash. Multiple
central banks have already indicated their willingness to consider privacy-enhancing
features for their CBDCs (Bank of Canada, 2020; European Central Bank, 2021a;
Lane, 2020), and first CBDC solutions have been proposed by both central bankers
and academic researchers that provide some degree of transaction privacy. Naturally,
these suggestions also consider regulatory constraints. However, software-based CBDC
designs proposed by central banks, e.g., the ECB’s anonymity voucher proposal (European Central Bank, 2019), or by academic researchers (Chaum et al., 2021; Dold, 2019;
2
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Tinn & Dubach, 2021), do not support fully private transactions. Besides softwarebased designs, CBDC solutions can use hardware elements, e.g., built in computers,
mobile phones, or smart cards, as gateways to access the CBDC infrastructure (European Central Bank, 2020a) and could, therefore, technically replicate the trustless
privacy guarantees of cash. As an example, a hardware-based smart card system is currently being tested by the Central Bank of the Bahamas (Mastercard, 2021). However,
such hardware-based solutions still exhibit considerable security challenges (Chaum et
al., 2021; European Central Bank, 2021c), and mitigating the risks of sophisticated
attacks would likely compromise privacy guarantees (Chaum et al., 2021).1
Fortunately, the maturity of privacy-enhancing cryptographic techniques, and particularly of ZKPs, has grown considerably in recent years, offering new opportunities
for enhanced privacy. ZKPs have already seen considerable adoption in the context
of privacy-oriented cryptocurrencies, where they are used to ensure the integrity of
payment systems, e.g., to prevent double-spending, while maintaining a high degree
of privacy for the user. However, ZKPs can be more broadly employed, with particular emphasis on enforcing further monetary or regulatory rules in a privacy-oriented
payment system. Literature on cryptography already acknowledges the suitability of
ZKPs for reconciling privacy and integrity or compliance requirements for electronic
payments, e.g., through imposing turnover or per-transaction limits (e.g. Garman,
Green, & Miers, 2016). Bontekoe (2020) specifically proposed an extension of Zcash
in which third parties escrow users’ digital identities and ZKPs allow the enforcement
of turnover limits.
Still, regulators and central bankers have repeatedly claimed that reconciling full
privacy with regulatory constraints is not possible (e.g. Armelius, Claussen, & Hull,
2021; Auer & Boehme, 2021). This statement clearly indicates a lack of communication
between the different research streams. Moreover, neither CBDC nor cryptographic literature has so far provided a rigorous, holistic evaluation of a payment system design
that addresses regulatory requirements while supporting fully private payments and
that evaluates the design with key stakeholders, such as central bankers and regulators. To address this research gap, we follow a rigorous design science research (DSR)
approach to design and evaluate a holistic, software-based CBDC system that is based
on ZKPs and supports fully private payments. We first consolidate proposals from the
cryptographic and CBDC literature to develop an account-based CBDC payment sys1 We

recommend to refer to the comprehensive discussion in Chaum et al. (2021) for a more detailed overview

of the challenges associated with hardware-based solutions, particularly if deployed on a larger scale, and
to Grothoff and Dold (2021) for additional arguments why a software-based CBDC design may be beneficial.
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tem that is fully private by design while addressing regulatory requirements by using
per-transaction, turnover, and balance limits. We also instantiate our design through
an implementation of the core transaction types using ZKPs. We then evaluate and
refine our IT artifact in four evaluation cycles consisting of a total of 22 interviews
with 44 experts in the area of regulation, cryptography, central banking, identity, and
payments. We find using ZKPs for CBDCs can replicate cash-like privacy in the digital
realm and ensure adherence to regulatory constraints. Against this background, ZKPs
enable strict privacy protection by design, storing personal transaction data only on
the end-users’ devices (trustless privacy).
The theoretical contribution of our paper is twofold: First, our innovative softwarebased CBDC payment system combines elements from different strands of the literature, including cryptography, privacy-by-design concepts, and CBDCs. Second, the
rigorous evaluation of our CBDC system by key stakeholders in the cadre of DSR
allows us to assess the practical feasibility of a CBDC design that provides cash-like
privacy using ZKPs and also to discuss risks and potential mitigation measures.
Our paper is structured as follows: In Section 2, we introduce essential background
knowledge on CBDCs, different notions of transaction privacy, regulatory aspects of
CBDCs, and ZKPs. We then present our DSR approach in Section 3. Subsequently, we
discuss related work and describe the design of our IT artifact in Section 4, followed by
the presentation of our evaluation cycles in Section 5. Section 6 summarizes our main
findings, describes limitations, and gives an outlook on potential future applications
of our design and related research opportunities.

2. Theoretical Foundations
2.1. Central Bank Digital Currencies
In general, there are two forms of CBDCs, wholesale and retail CBDCs (Bech & Garratt, 2017). A wholesale CBDC is a digital form of central bank money accessible
for financial institutions to optimize the settlement of wholesale payments and tokenized financial assets. A retail CBDC, in contrast, constitutes a novel form of central
bank money available to the general public. In this paper, we solely refer to a retail
CBDC, as we focus on end-user payments. A retail CBDC unites features of today’s
predominant forms of money: cash and bank deposits (Bech & Garratt, 2017). While
cash is issued by central banks in physical form, bank deposits are issued by commercial banks in digital form. As central bank money, CBDCs bear no counterparty risk

4

Electronic copy available at: https://ssrn.com/abstract=3891121

57

CBDC Think Tank

because the central bank issuing the CBDC cannot – by definition and in contrast
to commercial banks – become bankrupt.2 CBDCs would hence provide a safer and
practically riskless form of money for end-users.
CBDCs can be designed and implemented in different ways (Allen et al., 2020;
Auer & Böhme, 2020; European Central Bank, 2020b; Kiff et al., 2020). Auer and
Böhme (2020) identify architecture, access, and technology as the three main design
considerations for a CBDC.3 The architecture specifies the role of the central bank
and other market participants in the CBDC ecosystem. The account management,
onboarding processes, and distribution of a CBDC might be conducted directly by
the central bank (direct model) or by private sector PSPs (intermediated model). The
access model defines how CBDC transaction data is stored and how access is managed.
In an account-based model, the CBDC is stored in accounts, and hence the ownership
of a CBDC is tied to an identity. In a token-based model, the central bank issues
digital bearer instruments and ties the CBDC ownership to the (proof of) ownership
of the CBDC units itself, similar to cash today. Regarding technology, a CBDC can be
issued either via a centralized or a distributed ledger. If a centralized ledger is used,
the central bank manages and controls the CBDC system. In the case of a distributed
ledger, data processing, storage, and governance can be distributed across additional
private or public sector institutions.

2.2. Privacy and Regulatory Compliance of Payments
In this paper, we distinguish between private, anonymous, and fully (cash-like) private
transactions. In a private transaction, the transaction amount remains unknown, but
the sender and receiver, i.e., the transaction parties, might be known to third parties
(e.g., PSPs, the central bank, or regulatory authorities). In an anonymous transaction,
the identities of the sender and receiver remain hidden, but the transaction amount
might be known. Fully private transactions are private and anonymous; neither the
transaction amount nor the sender or receiver are revealed to third parties. Therefore,
our definition of full privacy is similar to the concept of secrecy as the concealment of
2 Today,

deposit insurance schemes are established to address the risk of commercial bank money and avoid

that, in the case of bankruptcy of a commercial bank, costumers face substantial financial losses. However,
deposit insurance schemes are not available in all countries equally, and commercial bank money is only secured
until a specific threshold, e.g., in the euro area up to 100,000 Euro per client per financial institution.
3 The fourth dimension refers to retail and wholesale interlinkages. Such interlinkages are especially relevant
for cross-border CBDC payments. As we abstract from cross-border use in this paper, we do not consider this
dimension.
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information (Bok, 1989; Tefft, 1980). Full privacy or secrecy describes the attempt of
consumers to avoid sharing information in order to prevent third parties from creating
a digital representation of the real self (Dinev, Xu, Smith, & Hart, 2013; Zwick &
Dholakia, 2004).
Today, fully private and regulatorily compliant transactions are only possible with
physical cash and, to a certain extent, with e-money. All other payment methods are
either not fully private (e.g., credit cards, bank transfers, Bitcoin), or they are not
regulatorily compliant (e.g., privacy-oriented cryptocurrencies such as Monero and
Zcash). In order to restrict the large-scale financing of illicit activities, regulators
usually enforce per-transaction, turnover, and/or balance limits for anonymous payments. For instance, there are per-transaction limits for fully private cash payments
in many euro area countries such as Greece (500 EUR), France and Portugal (1,000
EUR), Italy (2,000 EUR), Spain (2,500 EUR), Belgium (3,000 EUR), and Slovakia
(15,000 EUR) (Pocher & Veneris, 2021). For anonymous e-money transactions, the
5th Anti-Money Laundering Directive specifies a monthly turnover and balance limit
of 150 EUR (European Union, 2018). As, to date, regulatory frameworks do not capture CBDCs, there are no such regulatory limits for CBDCs yet. However, it seems
reasonable to expect that similar limits would need to be introduced for anonymous
CBDC payments, similar to today’s restrictions for anonymous cash and anonymous
e-money transactions.

2.3. Zero-Knowledge Proofs
The notion of ZKPs was first introduced in the 1980s, describing “proofs that convey no
additional knowledge other than the correctness of the proposition in question” (Goldwasser, Micali, & Rackoff, 1989, p. 186). ZKPs refer to cryptographic protocols in
which a prover can convince a verifier about a mathematical statement, for example,
that the prover knows a piece of data that has specific properties. This statement may
refer to the knowledge of a pre-image of a publicly known value under a hash function
or about properties of the result of a publicly known algorithm that was executed on
public or private data. In this setting, with a ZKP, the prover can convince the verifier
without disclosing any information beyond the statement under consideration (BenSasson, Bentov, Horesh, & Riabzev, 2018; Ben-Sasson, Chiesa, Genkin, Tromer, &
Virza, 2013). If the statement refers to the output of an algorithm that was applied
to data that is public or that was publicly committed to, a ZKP can enforce computational integrity without the need for the verifier to replicate the computation. Besides
6
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providing confidentiality for data and intermediate steps in a computation, an appealing property of many ZKPs is that they are succinct, i.e., the size of proofs and the
computational complexity of proof verification is significantly smaller than applying
the algorithm. In the case of the zero-knowledge succinct non-interactive arguments
of knowledge (zk-SNARKs) that we use in our CBDC system, both proof size and
verification complexity are even independent from the complexity of the computation
that is to be verified (Ben-Sasson et al., 2013). However, general-purpose ZKPs that
can cover a large class of statements come at a high computational overhead for the
prover.
In the 25 years after their discovery, researchers have leveraged special types of
ZKPs in some contexts, such as enforcing correct behaviour in multiparty computations or selective disclosure in digital identity management schemes with anonymous
credentials. The latter describes digital certificates that a trusted organization signed
digitally and that their owner can use to prove claims about parts of the content
of these certificates without revealing all of the contained information. In particular,
when verifiably presenting attributes attested in the anonymous credential, strongly
correlating contents such as the value of the digital signature itself do not need to
be revealed (Ben-Sasson et al., 2013). Lately, these anonymous credentials have seen
first adoption in so-called decentralized or self-sovereign identity projects as explored
by the public and private sector in Canada and Germany, among others (Kubach &
Sellung, 2021). However, practical applications remained rare, as for general-purpose
ZKPs beyond these very specific cases, the computational complexity for the prover
was prohibitive. Also, seemingly, there was not a considerable need for deploying ZKPs
because information systems (IS) were generally designed with a service provider that
was trusted with respect to both integrity and confidentiality. However, this paradigm
started to shift with the advent of Bitcoin and the decentralization as facilitated by
blockchain technology. Building on blockchain technology, a new type of IS, decentralized applications, emerged that do not involve a third party that is trusted with respect
to integrity by performing computations redundantly (Rossi, Mueller-Bloch, Thatcher,
& Beck, 2019). However, the replicated execution of operations on blockchains immediately leads to considerable challenges from a scalability and confidentiality perspective (Ben-Sasson et al., 2018; Kannengießer, Lins, Dehling, & Sunyaev, 2020).
In this context, general-purpose ZKPs started to find applications in privacyoriented cryptocurrencies such as Zcash or applications on Ethereum such as TornadoCash, building on prior academic work (Ben-Sasson et al., 2014) to provide a Bitcoinlike payment system with fully private transactions. In the last few years, addi7
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tionally, the succinctness of proofs has been leveraged by various projects on the
Ethereum blockchain and novel cryptocurrencies. In zk-rollups, an untrusted third
party batches many operations and proves the correctness of the resulting state transition with a ZKP. Through their ability to solve privacy challenges in cryptocurrency
and blockchain projects (Partala, Nguyen, & Pirttikangas, 2020), ZKPs have received
increased attention in academia and business, and have hence considerably matured
in terms of performance and applicability. Consequently, IS building on blockchains
and general-purpose ZKPs have already seen first adoption in industry consortia that
leverage blockchain technology, e.g., in the context of medical supply chains (Mattke,
Hund, Maier, & Weitzel, 2019).

3. Method
This paper follows a rigorous DSR approach (Hevner, March, Park, & Ram, 2004;
March & Smith, 1995; Peffers, Tuunanen, Rothenberger, & Chatterjee, 2007) to design, develop, and evaluate a CBDC system that provides full privacy while addressing
regulary requirements related to anti-money laundering (AML) and combating the financing of terrorism (CFT). We structure our paper as proposed by Gregor and Hevner
(2013). To ensure methodological rigor, we use the widely accepted DSR methodology
proposed by Peffers et al. (2007). Thus, we apply the following six steps procedure
to derive our IT artifact: (1) Problem identification, (2) objectives definition, (3) design and development, (4) demonstration, (5) evaluation, and (6) communication (see
Figure 2).

Process Iteration
1

2

Problem
Identification &
Motivation

3
Definition of
Solution Objectives

(1) Perceived trade-off
between privacy
and regulatory
compliance in
payment systems
(2) Proposals for
CBDC so far do not
support fully private
transactions
(3) No AML and CFT
compliance of
privacy-preserving
cryptocurrencies
(4) Lack of evaluation
with key
stakeholders

Specification of a
CBDC system that
supports fully private
transactions yet
addresses regulatory
constraints

4
Design &
Development

5
Demonstration

(1) Study of techniques
used in privacyoriented payment
systems in literature
(rigor)
(2) Design of an
unspent account
state model and
definition of
“functional”
constraints (design)
(3) Implementation of
the circuits
(instantiation)

(1) Presentation of the
CBDC system in
internal discussion
rounds
(2) Demonstration in
the context of
expert interviews

6
Evaluation
Evaluation of the
CBDC system by
experts in the fields

Communication
(1) Dissemination to
central banks,
academics,
regulators, and
consumer
protection
organizations
(2) Publication

Figure 2.: DSR approach to design our account-based CBDC system according to
Peffers et al. (2007).
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DSR was established to enable IS practitioners to find solutions to previously unsolved problems through a continuous build-and-evaluate process (Hevner et al., 2004;
March & Smith, 1995). For an IT artifact to make a valuable contribution to IS research, it must address both a relevant business need (Hevner et al., 2004) and a general
problem (Iivari, 2015). First, we identified the underlying problems and derived design
requirements for our CBDC system. We screened the most relevant primary literature
on CBDCs, namely ECB (2020a) (European Central Bank, 2020a), BoC (2020) (Bank
of Canada, 2020), Fed (2021) (Cheng, Lawson, & Won, 2021), BoE (2020) (Bank of
England, 2020), and BIS et al. (2020) (Bank for International Settlements et al., 2020),
and identified both users’ and central banks’ requirements for a CBDC (see Table 1).
We derived the following key requirements for end-users: privacy protection, high
security and transaction speed, fast settlement, low costs, high usability, and availability. For central banks, the following requirements are important: AML and CFT
compliance, market neutrality, resilience, cooperation with market participants, universal access, cost efficiency, and interoperability. In Section 1, we argued that privacy
features should be at the core of a CBDC system, but also that regulatory constraints
need to be addressed. Thus, in our DSR approach, we focus on these two core requirements. As CBDC implementations are currently still at an early stage, it is not (yet)
Table 1.: Literature review on CBDC requirements based on central bank statements.
We included requirements that have been referred to in at least four of the five studies.
ECB (2020a)

BoC (2020)

Fed (2021)

BoE (2020)

BIS et al. (2020)

Liability of the central bank
Market neutrality
Security
Convenience and ease of use
Transaction speed and fast settlement
Privacy protection
Usability
Low cost
Regulatory compliance
Resilience
Cooperation with market participants
Universal access
Cost efficiency
Interoperability
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feasible to address all requirements simultaneously in one artifact. This hypothesis
was also confirmed in the expert interviews that we conducted. The already proposed
CBDC approaches do not enable fully private transactions, and related work in cryptography lacks a concrete design that can be used for the rigorous evaluation of their
regulatory compliance and feasibility from the perspective of stakeholders (see Section 4). In this light, we designed and instantiated a solution that uses cryptographic
techniques, i.e., ZKPs, to address these requirements and to enable a discussion with
stakeholders. In particular, we aimed to develop a CBDC system that ensures cashlike privacy by design, where the transaction amount and the identities of involved
transaction parties are not shared with any third party. Compliance with regulation is
enforced by per-transaction, balance, and turnover limits for fully private payments.
Next, we designed and developed our CBDC system in cycles that iterated between
conceptualization, instantiation, and internal evaluation. We present the overall CBDC
system architecture, onboarding procedure, depositing, withdrawing, and fully private
transaction processes in Section 4. We then discussed our CBDC proposal in internal
discussion rounds and presented it to leading experts from various fields. An overview
of the interviewed experts is depicted in Table 2. As one key result, our evaluation
confirmed the feasibility and adequacy of our CBDC system. The adjustments to our
CBDC architecture after each evaluation cycle are discussed in Section 5. Sixth, as a
final step, we disseminated our key findings to the interviewees and other stakeholders,
in particular, to decision-makers in central banks and regulatory authorities and to
researchers. In addition, we publish the source code of our prototype for the proposed
CBDC system on GitHub.4

4 The

repository can be accessed at: https://github.com/applied-crypto/cbdc.
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Table 2.: Overview of interviewed experts.
Cycle

1

Field of expertise

Int. No.

Exp. No.

Role

Organization

Law

01

01

Assistant Professor

University

Law

02

02

Specialist Payment Fraud

Europol

CBDC

03

03

Senior Financial Sector Expert

ex-IMF

04

Head of Payments

Payments

04

Payments

Head of Digitalization and Payment Systems

05

06

Chief Economic Advisor

SFB Technologies

Cryptography

06

07

Global Managing Director Digital Assets

Accenture

08

Technical Lead Digital Currencies

09

Business Lead Digital Currencies

10

Product Manager Digital Currencies

11

Data Engineer Digital Currencies

12

Senior Researcher

13

Banking Supervision Expert

14

Lead Digitalisation

15

Chief Economist

16

Legal Lead

17

CBDC Expert

IT
Economics
Business

07

Computer Science
Information Systems

08

Law
2

Payments
Economics
Law

09

CBDC
Payments

Research Institute

Banking Association

18

CBDC Expert

10

19

Professor

University

IT / Business

11

20

Head of DLT Product

Bank

21

Alternate Member of the Governing Board

Central Bank

22

Professor

University

23

Senior Economist

24

Senior Financial Market Analyst

25

Professor

University

26

PhD Candidate

Télécom Paris

27

Head of Blockchain

Association

28

Market Infrastructure Specialist

29

IT Application Development Specialist

Computer Science
CBDC

12
13

Payments
Cryptography
Economics
CBDC

14
15

Payments
Computer Science

4

CBDC-developing company

Law

Economics

3

Central Bank

05

CBDC

16

International Organization

Central Bank

Digital Identities

17

30

Head of SSI Consortium (IDUnion)

Main Incubator

Law

18

31

Expert on CBDC and AML Regulation

University

Business

32

Senior Manager Marketing & Public Affairs

CBDC

33

Senior Project Manager CBDC

Digital Identities

34

Senior Consultant Trusted Services

Cyptography

35

Senior Principal Security Systems

36

Technological Expert CBDC

Business

37

Senior Account Manager

Business

38

Regional Sales Director

Business

39

Senior Business Development Manager

40

CBDC Technology Expert

41

Research Group Lead

42

PhD Candidate

43

Research Group Lead

44

Advisor

Computer Science

Computer Science
Computer Science
Economics
Finance
Economics

19

20
21
22

Federal Printer

Central Bank
Research Institute
Consumer Protection Org.
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4. Our CBDC Design
4.1. Related Work
To conceptualize our design, we investigated cryptography-related research with a focus on privacy-oriented digital payment systems. Chaum (1983) founded the research
stream on e-cash that aims to develop cryptography-based payment systems that are
private by design and make payments untraceable. He proposes a design in which
users need to exchange their received digital banknotes for new ones in a compulsory
interaction with a trusted PSP, e.g., a bank. To make the spending and receiving of
a specific banknote unlinkable, blind signatures hide the serial numbers of unique and
thus distinguishable digital banknotes. However, copying and thus double-spending
these digital banknotes cannot be prevented technically. Instead, to hold users accountable, the cryptographic protocol allows retrieving a user’s identity that is hidden
in the digital banknote from combining the information obtained in two different payments with the same digital banknote. Despite being computationally very efficient,
this approach implies that, while the sender remains anonymous, the receiver is identified by its PSP, and the payment amount is transparent. Moreover, the design cannot
practically enforce per-transaction limits. Moreover, turnover and balance limits are
cumbersome to implement because in a CBDC system that involves multiple PSPs, as
currently planned in most jurisdictions, a synchronization among PSPs would be required to detect double-spending attempts and to prevent users from visiting multiple
PSPs to circumvent these limits. Furthermore, it is not clear how to implement basic
programmability functionalities, such as interest payments, on top of this design.
Sander and Ta-Shma (1999) address some limitations of Chaum’s approach, for instance, hiding the transaction amount by dividing it into discrete shares. Nevertheless,
the PSP still learns the transaction amount paid and received in this epoch and the
identity of the receiver. The first e-cash system that hides the identity of both sender
and receiver and also the transaction amount without the need for a trusted third
party was proposed by Camenisch, Hohenberger, and Lysyanskaya (2006). In addition
to hiding the identity of the receiver and the transaction amount, this payment system
guarantees the sender’s anonymity as long as they do not double-spend and exceed
a pre-defined per-transaction limit. Technically, the proposal is based on ZKPs that
are mathematically tailored specifically to this use case. However, as this approach
is still designed for digital banknotes and different payments in which the same individual is involved cannot be identified and not even linked, turnover limits cannot

12
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be enforced. Additionally, it is challenging to extend this model to incorporate basic
programmability features.
While none of the previous academic work seems to have received considerable
adoption, the first practical emergence of privacy-oriented digital payment systems
happened in the context of cryptocurrencies. Researchers developed privacy-oriented
modifications of Bitcoin (Nakamoto, 2008) as the use of a public distributed ledger
increases the need for a privacy-enhancing design. The two arguably most relevant
academic studies in this context are Zerocoin, which hides transaction parties but not
the transaction amount (Miers, Garman, Green, & Rubin, 2013), and Zerocash (BenSasson et al., 2014), which additionally hides the transaction amount and laid the
foundation for the well-known cryptocurrency Zcash. Both approaches use generalpurpose ZKPs, in particular zk-SNARKs, to demonstrate that transactions are valid
and respect agreed-upon monetary policies (e.g., no double-spends) without revealing
transaction details. Garman et al. (2016) acknowledge that “from an investigative
standpoint, Zerocash is no different than cash” (Garman et al., 2016, p. 81). However,
they also point to the conflict between regulation and private payment systems, as both
Zerocoin and Zerocash do not take into account legal frameworks that restrict the use
of anonymous payments to comply with AML and CFT regulation. Consequently,
Garman et al. (2016) sketch potential extensions of the Zerocash model to address
regulatory constraints, such as considering specific jurisdictions involved in payments,
per-transaction limits, the tracing of specific coins, and the payment of appropriate
taxes. Since exceeding the limits enforced by ZKPs would imply that no transactions
are possible and thus reduce the utility of the payment system substantially, they
propose a tiered approach for a private payment system so that any transaction above
the spending limit should be additionally signed by an authority that conducts KYC
and AML checks. Similarly, Bontekoe (2020) follows the approach of modifying Zcash
by adding an account-based system based on a previous KYC-process. This setup
allows limiting the transactions of an account within a specific epoch that can ensure
balance and turnover limits and, thus, regulatory compliance. The study also describes
the possibility of enabling transactions that exceed a limit by verifiably encrypting the
associated transaction data and allowing for subsequent checks through a dedicated
authority.
Both Garman et al. (2016) and Bontekoe (2020) also mention that users’ digital identity management based on digital certificates can take a valuable role in this context.
Literature that considers the role of identity in privacy-oriented payment systems also
emphasizes that a mechanism for revoking identities and accounts is required (Choi et
13
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al., 2021). From a regulatory perspective, this resonates well with sanctions lists such
as the Office of Foreign Assets Control (OFAC)’s Specially Designated Nationals.
In parallel to these developments, cryptographic research in the context of CBDCs
continued pursuing Chaum’s initial asymmetric approach to transaction privacy, offering anonymity for the sender but not for the receiver (Chaum et al., 2021; Tinn &
Dubach, 2021). Chaum et al. (2021) base their design on blind signatures and hence
employ similar techniques as earlier work by Chaum (1983) from a technical perspective, whereas the approach by Tinn and Dubach (2021) is based on zk-SNARKs.
Veneris, Park, Long, and Puri (2021) propose a system for CBDC that makes transaction amounts transparent yet enables anonymity through identity escrow (which is
consequently not trustless). They also add a hardware-based solution that provides essentially cash-like privacy but requires regular online settlement. In these designs, the
privacy protection of the sender covers many practical requirements, especially when
a consumer purchases a product from a business that needs to disclose its accounting
transparently. However, as discussed in Section 1, particularly for payments between
end-users, trustless, cash-like privacy may be desirable.
To date, several CBDC designs have been proposed that aim for regulatory compliance and, at the same time, preserve users’ privacy – at least to some extent (see
Table 3). However, these designs differ substantially in the extent to which privacy is
guaranteed. In this context, privacy by design and compliance by design play a central
role, representing systems where no trust in the operator is needed. Privacy by design and compliance by design can be achieved through extending a payment system
like Zcash that allows fully private transactions with the possibility of person-related
monthly turnover or per-transaction limits, as proposed by Bontekoe (2020); Garman et al. (2016). Yet, since the perception that enabling fully private transactions in
digital form fundamentally contradicts AML and CFT regulation is still widespread,
and regulators and central banks have repeatedly claimed that reconciling full privacy
with regulatory constraints is not possible (e.g. Armelius et al., 2021; Auer & Boehme,
2021), we present a holistic approach for a privacy/compliance-by-design CBDC in detail. We also show how digital identities can replace an efficient and privacy-preserving
KYC process.
A frequently stated caveat when designing a private payment system is that it is
necessary to consider not only the processing and storage of transaction data but also
the metadata from the corresponding communication. For example, anonymizing the
parties involved in a payment is hardly useful if the parties’ static IP addresses are attached to transaction requests. In this context, sidechannel attacks have already been
14
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UAS model with ZKPs

CBDL

Our approach

Veneris et al. (2021)

Banking+ and Cash+

P-hybrid CBDC

Choi et al. (2021)

Tinn and Dubach (2021)

Blind signatures

Chaum et al. (2021)

ECB (2019)

Anonymity Vouchers

Table 3.: Comparison of privacy-oriented CBDC solutions.

Privacy

Anonymity of the sender
Anonymity of the receiver
Privacy of transaction amount

Regulation

Trustless privacy (privacy by design)
Regulation by design
Per-transaction limits
Turnover and balance limits
Anonymous onboarding

Other

Offline payments
Account-based system
DLT-based system
Involvement of PSPs

used to de-anonymize shielded transactions in Zcash (Tramèr, Boneh, & Paterson,
2020). Consequently, related work on private payment systems (e.g. Tinn & Dubach,
2021) state that privacy on the networking layer must also be provided. However, given
the existence of onion routing mechanisms as implemented by the Tor network (Dingledine, Mathewson, & Syverson, 2004), this problem can be considered solved and we
will not refer to it further in the remainder of this paper.

4.2. High-Level Overview of our CBDC Architecture
Following Garman et al. (2016), our overall CBDC design is based on a two-tiered
approach that supports both fully private and transparent CBDC payments. On the
transparent side, the CBDC is distributed to users via PSPs – i.e., we use an intermediated model – and access is linked to an identity – i.e., we use an account-based model.
Transaction data is stored in a centralized ledger. However, our system could also accommodate a distributed ledger. The disadvantage of a distributed ledger is that it may
introduce challenges regarding performance, and privacy issues may arise when storing
transaction- or account-related information on the transparent side. Thus, modifications, such as storing only PSPs’ balances in an obfuscated way, may be necessary on
15
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the transparent side. In general, the transparent side is flexible to implement central
bank-specific designs, e.g., introducing a maximum limit on transactions in general or
using a direct instead of an intermediated model.
We propose an account-based model that allows the funnelling of all of a user’s transactions into one single account, which has many similarities to the approaches by Garman et al. (2016) and Bontekoe (2020). Recently, the security of an account-based
approach in combination with ZKPs has been studied in more depth also in Wüst,
Kostiainen, and Capkun (2021), including several improvements in terms of performance. Yet, none of these publications incorporates a connection to digital identity
management, which — as we will discuss later — is likely indispensable to address
some of the challenges related to sharing access to the privacy pool. In our system,
users maintain their accounting privately, and a transaction corresponds to updating
their private account and sending a ZKP that proves to the central bank that the
transaction’s expected policies have been met. The transaction amount then essentially corresponds to the delta, i.e., the difference of the previous and the new account
states’ balances. In essence, users store and manage their own accounts and prove
the correctness of their local accounting to the operator of the ledger, i.e., the central
bank.

4.3. The Privacy Pool in Detail
Most cryptocurrencies, such as Bitcoin, record every transaction, including the sender,
receiver, transaction amount, and authorization (in terms of the sender’s digital signature) on a public ledger (Zhang, Xue, & Liu, 2019). Additionally, transactions either
point directly to one or more previously received but so far unspent coins (unspent
transaction output (UTXO) model) or to the sender’s and receiver’s pseudonymous
accounts with a public balance (account-based model). This setup generally allows one
to track the transaction history of digital banknotes and corresponding metadata as
well as additional information retrieved from exchanges to identify the involved parties
in most transactions (Meiklejohn et al., 2016). Consequently, even if the ledger is not
public, such a construction would allow the operator of the ledger to link transactions
and correlate even pseudonymous accounts with real-world identities and, thus, to
retrieve personal information.
In contrast, Zcash only stores cryptographic hashes of transactions in a ledger that
hides details and ensures unlinkability. The payment details are only known to the
sender and receiver. In particular, for every transaction (including its details), Zcash
16
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applies two different one-way cryptographic functions to generate two unique but different outputs, i.e., (1) a commitment and (2) a nullifier. The commitment and nullifier
hence essentially hide the same transaction details but are computationally infeasible
to correlate without knowledge of the transaction details. To spend a previously received transaction in the form of a commitment, the corresponding nullifier is then
published together with a ZKP that the nullifier corresponds to a previously published commitment (proof of knowledge of the joint pre-image) (Ben-Sasson et al.,
2014). The central bank can then check that the associated commitment has not been
spent before by checking whether this particular nullifier has been published before.
The ZKP-based construction hence certifies that the sender has access to digital banknotes that have not been spent previously and that the amount of money spent equals
the amount received, without the need to disclose any additional information about
the transaction, such as sender, receiver, amount, or a direct reference to the previous
transaction in which the banknote was received (Ben-Sasson et al., 2014).
The design of our privacy pool is based on the construction of Zcash with an appendonly ledger that stores commitments and nullifiers. Adding a per-transaction limit to
Zcash would be an easy task (Garman et al., 2016). However, our approach contains
a crucial modification, replacing the UTXO-based model with an unspent account
state (UAS) model to (privately yet provably) funnel all of a users’ transactions into
one account and hence enable a user to prove that balance and turnover limits are also
satisfied. Each commitment and nullifier thus represents a unique account state. By
publishing a commitment and a new nullifier, the previous account state is invalidated
and a new one is created. To validate transactions, the central bank receives the
associated commitments, nullifiers, and proofs of the correct update of the account
state using ZKPs. In particular, the central bank verifies the validity of the ZKPs and
that the nullifier has not been revealed before and then adds the transaction to the
ledger by including the commitment and nullifier in the existing associated ledger.
Due to the succinctness property of the ZKPs used, the workload for the central bank
in verifying the transactions is very small (Ben-Sasson et al., 2013). The pre-image
resistance of hash functions (with a pre-image of high entropy) and the unlinkability
of commitments and nullifiers ensure that information that is revealed to the central
bank is not sensitive (Ben-Sasson et al., 2014). Consequently, only the account owners
know their respective transaction and account details, such as the amount, current
balance, and turnover. Nevertheless, they can still prove compliance with predefined
rules by using ZKPs. This approach ensures privacy by design and enables the creation
of proofs of compliance with limits by default. In such a system, entities that maintain
17
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the ledger only need to be trusted with respect to integrity and not with respect to
protecting the users’ privacy.
As common in the context of blockchains, for storing the commitments and enabling
efficient proofs of inclusion for a commitment, we use Merkle trees. A Merkle tree is
a cryptographic data structure that represents many entries by one identifier, i.e.,
the Merkle root (Merkle, 1987). This setup allows for proofs of inclusion that can
be checked only by comparing with the Merkle root. The Merkle root changes with
each new entry in the tree. By using these Merkle trees in combination with ZKPs, it
is possible to prove that a transaction proposal refers to an existing commitment in
the ledger without pointing to (and thus revealing) it. If the ledger is not public, for
instance in a setup based on a centralized ledger or a permissioned blockchain, it is
necessary to prevent the correlatability of commitments and nullifiers that may occur
through querying the Merkle path of a specific commitment, e.g., through querying
Merkle subtrees.
To ensure the integrity of the payment system and the compliance with turnover,
balance, and per-transaction limits, our UAS model contains the following information
that is stored in digital wallets and consequently is only known to their respective
holder:
• Identity information: A public key and a digital certificate that includes the
account owner’s identity information (digital ID card, see, e.g., (Sedlmeir,
Smethurst, Rieger, & Fridgen, 2021)).
• Balance: The balance of the account holder.

• Epoch turnover: An accumulation of all amounts of spending transactions in the
current epoch (whose length can be specified by the regulator).

• Epoch reset: The last reset of the epoch (the last time the epoch turnover was
set to zero).

This structure should be seen as an initial proposal that one can flexibly extend when
more account details need to be checked for compliance, e.g., one could include the
nationality or the type of the account, i.e., private or corporate.
For our CBDC system, we determine three core transaction types for interacting
with the privacy pool, illustrated in Figure 3. In the following, we outline and discuss
these three types of transactions that are related to the privacy pool – onboarding,
semi-private transfers, and fully private transfers. All three types of transactions involve private inputs, public outputs, and a ZKP that connects them and proves the
correctness of the local accounting to the central bank. The account owner provides
18
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private inputs, which contain the already mentioned account information. This data
is sensitive, therefore, it stays hidden. However, the private inputs are represented
by the public outputs using one-way functions. Hence, the account owner shares the
public output (commitment, nullifier, etc.) with the central bank along with a ZKP
that ensures that the public outputs were computed from the private input according
to the rules of the payment system.
4.3.1. Onboarding
Each account is tied to an individual cryptographic key pair and, using a digital
certificate, to a government-issued identity. We assume that each user has a single
digital ID card that is also bound to a cryptographic key pair. Many countries already
integrate keypairs into their physical ID cards and even provide dedicated mobile
apps to store the ID card in digital form, e.g., Germany and Estonia. To onboard
a new user, the user has to create a cryptographic proof that they possess a valid
ID that is not expired or revoked and that the initial commitment is deterministically derived from the ID card via a one-way function and contains the correct
initial account entries. Therefore, each onboarding procedure of one individual is
based on the same key pair and always results in the same commitment. In detail,
a ZKP for onboarding and, thus, opening a new account would be structured as follows:
Onboarding
INPUT: Key pair and digital certificate (government-issued ID card), timestamp
OUTPUT: Commitment to initial account state, timestamp, ID issuer’s public key
CHECKING THAT:
• the account holder controls a valid ID card (signature, binding, non-revocation)
• the identity lodged in the account corresponds to the ID card
• the account’s initial balance and epoch turnover are set to zero
• the account’s initial epoch reset equals the timestamp
• the commitment equals the hash of the signed initial account state

The onboarding process works as follows: First, using their legit key pair and digital ID, users create the onboarding transaction, consisting of the initial commitment
and the ZKP and send it to the central bank. Second, the central bank verifies the
19
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Figure 3.: Transaction types in the privacy pool.
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validity of the ZKP that refers to the commitment and adds the commitment to the
current state of the ledger. Since the private key is only used for the generation of a
signature that serves as private inpupt for the generation of the ZKP, and since the
commitment represents the encryption of a hash, the central bank does not learn anything about the onboarded user. The central bank can also detect multiple attempts
to create an onboarding transaction, as the commitment is deterministically derived
from the ID card.
It is important to note that the anonymity of the onboarding process is not required
to guarantee the anonymity of a user’s subsequent transactions in the privacy pool
due to the unlinkability of commitments and nullifiers. Consequently, the central bank
could even demand that users that register on the privacy pool present some of their
identity attributes, e.g., their nationality or the issuing authority of their digital ID.
Notably, it is not even necessary to check whether the commitment has already been
used for previous onboarding to ensure that every user only has a single account: the
commitment can only be spent once, independent on how often it is included in the
Merkle tree because the corresponding nullifier is also unique. Nevertheless, to avoid
attacks that spam the ledger with correct yet useless transactions, it may be useful to
check for such collisions.
4.3.2. Semi-private transfers
Semi-private transfers describe the exchange of funds between an account in the privacy pool and a transparent account. These transfers include deposits and withdrawals
from the same user so that a user can transfer CBDCs from their transparent account
to their privacy pool account, or vice versa. In a semi-private transfer, a user combines
an update of their account in the privacy pool with an update of their transparent
account that is confirmed by the PSP. As it has to be ensured that the total money
supply in the system is unchanged when money is deposited or withdrawn, the transaction amount, i.e., the difference in balances between the spent and created account
state, must be disclosed to check whether it is equal to the counter-transaction on the
transparent side.
In the following, we consider the depositing process as an example of a semi-private
transfer. In more detail, the ZKP would be specified as follows:
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Semi-private transfer
INPUT: Key pair, Merkle path of the previous commitment,
previous account state, amount
OUTPUT: Merkle root, nullifier, new commitment, (deposit/withdrawal) amount
CHECKING THAT:
• the previous commitment is contained in the tree represented by the Merkle root
• the previous account state belongs to the previous commitment
• the nullifier equals the hash of the previous account state
• the new account state is correct (e.g., new balance = old balance + amount)
• the new account state complies with the rules
(e.g., positive balance, epoch turnover below turnover limit)
• the commitment equals the hash of the signed new account state
First, the user creates a new commitment and nullifier and attaches a ZKP
proving that the account update is legitimate and corresponds to the public outputs.
Second, the central bank verifies the ZKP and checks if the public outputs match the
requirements, i.e., whether the Merkle root specified by the public outputs matches
the Merkle tree of commitments in the ledger, whether the nullifier is not already
included in the nullifier list maintained by the central bank, and whether the amount
equals the transparent counter-transaction’s amount. If all these requirements are
satisfied, the central bank adds the new commitment and the nullifier to the ledger
and notifies the client about the successful transaction.
The Merkle tree of commitments is append-only, and the mechanism that protects
against double-spending, i.e., using the same old account state multiple times, is facilitated by the list of nullifiers. Consequently, the Merkle root does not necessarily have
to be the most recent one. This allows users to create transactions that are accepted
even if the Merkle root of the ledger has changed in the meantime due to a transaction
by another user. Specifically, this option decreases the computational burden for the
central bank, as it is sufficient to recompute the Merkle tree in larger epochs. Nevertheless, the epochs should not be too long, as the sequential processing of transactions
by the same user requires a new Merkle tree that includes their previous commitment.
Processing this transaction, the central bank inevitably learns the amount of CBDC
that is transferred from a transparent account to the privacy pool. However, since the
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commitments are unlinkable, it is not possible for anyone except the holder of the
account to further trace these CBDC units. The same applies to the nullifier that
invalidates a previous account state from the Merkle tree of commitments without
revealing which specific commitment it refers to. Thus, it is impossible to determine
whether a specific semi-private transaction (deposit, withdrawal) was already followed
by another semi-private or fully private transaction and, particularly, whether a deposit
has already been spent.
In addition to using the transparent CBDC accounts for depositing money in the
privacy pool, a user could use CBDC-specific automated teller machines (ATMs) to
deposit cash into the privacy pool: The user would create a transaction proposal that
contains the desired amount and a ZKP similar to the depositing process described
above and send it to the ATM, e.g., via Bluetooth, Wi-Fi Direct, or NFC. Then,
the user inserts the corresponding amount of cash directly into the ATM. The ATM
confirms the receipt of cash and forwards the user’s commitment, nullifier, and ZKP to
the central bank. The central bank processes the data as described above. However, the
user’s transparent CBDC account is not involved in this case, making the depositing
and withdrawal process anonymous. Instead, the transaction is conducted via the
CBDC account linked to the ATM, which could be provided by a PSP or the central
bank directly.
4.3.3. Fully private transfers
The transfer of funds in the privacy pool enables the private bilateral exchange of
CBDC. A transfer consists of two transaction proposals, i.e., an individual payment
instruction provided by both the sender and receiver. First, the sender and receiver
need to agree on the amount of CBDC that should be transferred and on a common
randomly generated number, i.e., a nonce, to increase entropy and to be able to link
the two update proposals. Next, each participant creates their individual transaction
proposal, including the corresponding commitment, nullifier, and ZKP, as they would
in the semi-private case, with the difference that the transaction amount is not
revealed but hidden by a hash (salted with the nonce). In detail, the ZKP of each of
the two involved users looks as follows:
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Fully private transfer
INPUT: Key pair, Merkle path of a previous commitment,
previous account state, (transaction) amount, nonce, role (sender/receiver)
OUTPUT: Merkle root, nullifier, new commitment, hash of amount | nonce, role
CHECKING THAT:
• the previous commitment is contained in the tree represented by the Merkle root
• the previous account state belongs to the previous commitment
• the nullifier equals the hash of the previous account state
• the new account state is correct
(e.g., new turnover = old turnover + amount if the role is “sender”)
• the new account state complies with the rules
(e.g., positive balance, epoch turnover below turnover limit)
• the commitment equals the hash of the signed new account state
• the hash of amount | nonce was computed correctly
Either the sender or the receiver batches both individual transaction proposals
(including their public outputs and ZKP) and sends them to the central bank.
Afterward, the central bank validates the integrity of this data through verifying the
ZKP that the user generated and compares the outputs with the current state of the
ledger. In particular, the central bank checks whether both Merkle roots correspond
to the Merkle root of the current ledger and that the two nullifiers are not yet
part of the nullifiers’ list. Then, the central bank verifies whether the hashes of the
value concatenated with the nonce are the same in both transactions. This check
guarantees that the amount deducted from one account is equal to the amount added
to the other account, without the central bank learning the actual amount due to the
pre-image resistance of hash functions. Furthermore, the central bank verifies that
the roles specified in the two update proposals are different, i.e., there is one sender
and one receiver. Finally, the central bank adds the two new commitments to the
Merkle tree and the two nullifiers to the list and notifies the client application about
the successful transfer.
Overall, the central bank only learns that a valid transaction was conducted and
which two new commitments and nullifiers are involved. However, these hashes are
neither related to each other in any further way nor could they be associated with the
24
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hashes of previous or future transactions due to the unlinkability guarantees achieved
through the system’s construction based on commitments, nullifiers, and ZKPs. Thus,
the transfers facilitated by the UAS do not provide any information about the individuals themselves, their account balances, or the amount of the transaction, and are
therefore fully private.

5. Evaluation
As suggested by Hevner et al. (2004), Peffers et al. (2007), and Peffers, Tuunanen, and
Niehaves (2018), we asked key stakeholders to evaluate our IT artifact and to assess
the practical feasibility of a CBDC design that provides cash-like privacy using ZKPs.
To obtain valuable insights from expert interviews, we followed the recommendations
for conducting qualitative interviews by Myers and Newman (2007). In this context,
we minimized social dissonances between the researcher’s team and the interviewees
by first introducing all interview participants to each other. To obtain a rich collection
of perspectives, we talked to professionals from various backgrounds, including experts
from regulation, cryptography, central banking, identity, and payments. We also made
use of specific interview models, such as the waterfall technique, by first motivating
our research project, providing context and general definition. Next, we provided a
high-level architecture overview and a technical deep dive to improve disclosure in our
interviews.
We also discussed the potential risks that may occur using our CBDC with experts
and demonstrate adequate mitigation measures. In addition, we presented our overall
CBDC system, including the onboarding procedure, semi-private, and fully private
transfers. In total, we conducted 22 interviews with a total of 44 international experts
with profound expertise in the fields of law, economics, technology, and others (see
Table 2) to reinforce the rigor of our methodological approach. Additionally, we sought
to gain insights from key stakeholders regarding their key requirements for a CBDC
and to receive feedback on our proposed CBDC system. Both the diversity and CBDCspecific expertise of the interviewees provided us with valuable feedback to iteratively
adjust and improve our CBDC system. In addition, feedback was collected via internal discussions within the research team’s organizations and presentations at various
events to test the general feasibility of our approach, thereby continuously improving
the artifact (Peffers et al., 2007).
During the first evaluation cycle, the experts confirmed that our design is highly
innovative, that it addresses the relevant need for privacy, and that the implemented
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per-transaction and turnover limits on fully private transactions fit smoothly into
existing regulatory frameworks from an AML and CFT compliance perspective. Many
experts were surprised or even impressed by the technical capabilities of ZKPs and the
maturity of the design (experts 1, 2, 3, 5, 6). In addition, the capability of our CBDC
system to flexibly accommodate possible future regulatory changes, e.g., dynamically
adaptable thresholds, was considered highly valuable (expert 1). Expert 2 confirmed
that our approach of enforcing turnover limits on anonymous transactions would be
in line with the 5th European Anti-Money Laundering Directive. The expert further
stressed that tracing these small-scale transactions is neither required nor desirable
from a law enforcement perspective. Expert 3 emphasized that, in some jurisdictions,
mistrust towards the government is considerably high, indicating that a privacy-bydesign approach may be helpful to improve broad adoption of a digital currency. He also
pointed out that, for the usability of the payment system, it is important to reconcile
and settle transparent transactions seamlessly when the limits in the privacy pool are
exceeded. However, experts 4 and 5 noted that, although our adaption of the Zcash
architecture is a “good trick”, it may still be challenging to convince skeptical users
that a solution based upon this model is, in fact, fully private. Against this background,
providing the code open-source to facilitate independent audits by cryptographers and
consumer protection organizations and taking large educational efforts may be required
to increase trust in such a cryptography-based privacy-by-design solution.
Experts 3 and 5 noted that our design could also interact smoothly with the current
account-based banking systems. Moreover, expert 6 considered our approach of “digital
cash” to be intuitive, particularly illustrated through the possibility of depositing and
withdrawing CBDC via an ATM. Expert 6 also mentioned that our design, in which the
central bank performs the highly automatable task of verifying ZKPs and maintaining
the ledger but does not need to conduct resource-intensive KYC processes, fits the
roles that central banks aim for in CBDC systems (see, e.g., European Central Bank
(2020a)).
However, the experts in the first evaluation cycle also raised two major concerns
related to identity management and addressing the needs of corporations additional to
those of private end-users, as they may require different limits and identity concepts.
Specifically, expert 1 noted that the concept needs to be able to handle the recovery
of funds in the case of theft or lost access to the mobile phone. Also, it must provide a
way to disable a privacy pool account in the case of blacklisting, e.g., if an individual
is put on a sanctions list. Moreover, while our approach to provide one wallet for
both a digital identity and payments was considered efficient and appealing from a
26
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user perspective (experts 6 and 7), experts 1, 6, and 7 consider the identity-based
concept complex and difficult to implement in practice. According to the experts, it
is unlikely that such a digital identity can be bootstrapped in the short-term, and
expert 7 even considered the availability of a standardized, unique digital identity
across multiple European member states a task that is as complex as introducing a
CBDC. According to the expert, a particular challenge is that many citizens in the
EU have multiple nationalities and, thus, various ID cards, which makes ID cards less
suitable for guaranteeing that any citizen can only open and control one account in
the privacy pool. Consequently, experts 1, 3, and 7 suggest adding intermediary-based
onboarding procedures as another venue to our design.
We incorporated this feedback in our design through the following modifications:
• We added the opportunity for a joint (centralized or decentralized) ledger man-

aged by PSPs that contains identifiers that are deterministically derived from
citizens’ identity, such as Hash(first name | last name | date of birth). A PSP can
then sign an onboarding transaction that proves the possession of a digital certificate issued by the PSP instead of an ID card. As we already discussed in
Section 4.3, the anonymity guarantees of private payments do not depend on
the privacy of the onboarding process in our solution. Consequently, while the
PSP learns that a specific user has registered for the privacy pool, this approach
does not compromise the opportunity to conduct fully private transactions.

• We incorporate periodic proofs of non-expiration and non-revocation of the ID
card (or the PSP-provided digital certificate) into our design whenever the epoch
reset is performed. This modification ensures that once per epoch the user needs
to prove that their ID card is still valid and hence allows to block accounts
connected to an ID card that has been already revoked, e.g., in the event of loss
or theft or the inclusion of an individual on a sanctions list.
In the next cycle, the experts in interview 7 pointed out that metadata, such as
IP addresses, need to be taken into account for analysing privacy, and hence that
pseudonymization is not sufficient to ensure privacy. This diagnosis confirms our path
of ensuring the perfect unlinkability of transactions. They further noted that the verifiability of transactions is an important feature, i.e., a user should have the opportunity
to prove that a payment did indeed happen, e.g., in the case of a lawsuit. In fact, our
design already provides this capability, as a user stores their account history on their
local device and can consequently reveal two consecutive previous account states in
combination with the transaction confirmation signed by the central bank to demon27
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strate that a payment was indeed conducted with the claimed details. Furthermore,
the bilateral communication between the sender and recipient preceding a transaction,
where they agree upon, a transaction amount and a transaction ID, can also be used
to make the parties accountable bilaterally if desired by the involved parties, e.g., by
revealing parts of their ID cards to the counterparty. The experts also appreciated the
capability of our approach to account for embargo lists that prevent a sanctioned user
from registering and further using their account through periodic checks of expiration
and non-revocation of their ID card.
In interview 9, one expert noted that a balance limit might not be necessary, as
a transaction cannot be larger than the turnover in a specific epoch. Nevertheless,
the feasibility of balance, per-transaction, and turnover limits can account for the
particular needs of various regulators. For instance, if any of these limits is not required
in a particular jurisdiction, our system can be implemented easily without such a
limit. The experts also pointed out that reversing a transfer must be possible if both
parties agree to do so. Moreover, they emphasized the importance to publish the source
code of a solution to be able to gain broad acceptance by the public and allow for
auditing by consumer protection organizations. This in turn, will, ultimately increase
trust in centrally-operated payment systems and also address the concerns regarding
education on privacy-by-design approaches as raised by experts 4 and 5. Considering
the opportunity to prove that a payment happened, the experts in interview 9 and
expert 19 added that, while this proof is indeed a desirable feature, it is also crucial
to implement the possibility to delete these records to prevent measures that aim to
force users to reveal them (e.g., considering coercive detention or even torture).
While confirming that a limit-based approach is suitable to make fully private payments regulatorily compliant, expert 19 argued that the current limits for cash are relatively low, and further reducing these limits may be difficult to justify, particularly in
view of privacy-oriented regulatory norms (see Section 1) and “shadow economies” that
may appear when limits are too low to be practical. Moreover, the expert acknowledged
that the compliance by design may even help justify higher limits and that, compared
to the asymmetric privacy approach by Chaum et al. (2021), our design provides true
cash-like privacy. Expert 20 confirmed the suitability of ZKPs for a privacy-oriented
yet regulatorily compliant form of money from a technical perspective. The expert also
pointed to similar approaches based on the Ethereum blockchain that aim to create
private, account-based forms of money but yet do not address regulatory constraints.
He also emphasized that due to the complexity of the privacy-oriented cryptographic
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tools, such as ZKPs, only a few stakeholders that work on CBDC are indeed aware of
their technical capabilities.
An issue that was already briefly mentioned by experts 2 and 3 in the first cycle
and also caused intensive discussions with experts 12, 15, 18, and 19 in the second
cycle refers to the integration of businesses in our CBDC system. A business should
not be allowed to spend large amounts of money in the privacy pool as it could potentially evade documentation, such as avoiding tax declarations, or support money
laundering on large scale. We discussed two different options to incorporate businesses
in our CBDC design: The first approach is to allow them to open a private account
via a business ID, e.g., provided by tax authorities or ingrained in trade registers.
Our design is sufficiently flexible in assigning other limits to businesses and distinguishing between receiving and spending transactions or withdrawals of a business’
privacy pool account to their transparent account. The second approach is based on
the concept of asymmetric privacy considered in Chaum et al. (2021) and Tinn and
Dubach (2021), tailored to business-to-customer interactions. Indeed, by extending the
semi-transparent transactions to not only include deposits and withdrawals between
the accounts of one single entity, it is possible to hide the identity of the buyer and
only disclose the transaction amount and the receiving business. One essential advantage of this approach may be the opportunity to be able to choose whether to keep
the sender’s or the receiver’s identity private. For example, when the purchase of a
potentially embarrassing but legal product needs to be refunded, it may be desirable
to hide the identity of the end-user that previously paid anonymously.
The third design cycle further confirmed the suitability of a ZKP-based system for
enabling fully private transactions and aligning with regulatory constraints through
enforcing limits (experts 22, 25, and 27). Besides, expert 25 emphasized that in general, ZKPs are a “perfect tool” to align privacy and compliance requirements, but also
acknowledged that, from a cryptographic perspective, it may be useful to use other
forms of ZKPs, such as zk-STARKs (Ben-Sasson et al., 2018), in a potential implementation, specifically as they are regarded post-quantum secure. Expert 28 highlighted
that a flexible design that allows for remuneration of CBDC deposits is desirable from
a central bank perspective, which illustrates that basic programmability features based
on our account-based design is advantageous. Expert 23 also acknowledged that, in
contrast to solutions such as the ECB’s anonymity vouchers (European Central Bank,
2019), our design can provide true, cash-like privacy. On the other hand, expert 22
expressed concerns that the presumably low limits for fully private transactions might
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imply that, despite a small share of transactions being fully private, most transactions
will eventually be transparent, and hence privacy is not considerably improved overall.
One focus of this design cycle was the mitigation of risks that can potentially arise
from our design. On the one hand, expert 22 warned that criminals could abuse the
fully private payment system by getting access to several user accounts by purchasing
accounts from other users on a black market or via blackmailing. In such a case, the
effective limits could be circumvented by possessing a considerable number of accounts
in the privacy pool. Although these problems can be mitigated through digital IDs
that are bound to secure hardware (expert 22) and connecting the ID to other ID
systems is a “great idea” (expert 23), expert 22 still pointed out that the use of
secure hardware for storing keys conflicts with recovery capabilities. Experts 28 and 29
employed with a central bank also raised security concerns, particularly related to the
high level of obfuscation of transaction-related information inside the privacy pool.
Specifically, central banks require strong guarantees that, even if the implementation
of the ZKP has a security gap, the extent to which this gap allows illicit activities or
harms the monetary system remains marginal. In this regard, they also referred to an
implementation error in Zcash that was detected only in 2019 and that would have
allowed to “create money out of thin air” (Fortune, 2019).
We addressed the concerns raised in the third cycle by
• conceptualizing backup capabilities with the use of secure hardware through the
precautionary creation of a transaction that withdraws all funds that a user
has deposited from the privacy pool to their transparent account. The user can
then store this recovery backup in the cloud, potentially in encrypted form. This
transaction does not provide a proof of non-revocation and non-expiration, as
this would quickly be outdated, but these proofs can be given through an inperson visit to the PSP that manages the recovery.
• mitigating risks by

◦ pointing out the all-or-nothing transferability that the combination with a
digital ID bound to secure hardware allows, i.e., if a user wants to sell their

private account, this implies that they need to give away their complete
digital identity, meaning that they can no longer use their digital ID card,
including all credentials associated with it, such as digital credit cards,
diplomas, or health insurances that are bound to this ID.
◦ periodically closing and clearing the privacy pool so that users need to

transfer their private funds to their transparent account. This process is
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also helpful to improve performance, as the Merkle tree and the list of
commitments do not need to grow quasi infinitely.
◦ suggesting a hybrid approach with moderate limits for fully private transactions that are primarily meant for customer-to-customer interactions

and for semi-private transactions that are primarily meant for businessto-customer interactions.
By implementing these changes, the central bank can detect some of the most
critical issues imposed by potential flaws in the implementation of ZKPs, e.g., if
after closing the privacy pool, the money supply would be higher than expected.
Via small limits for fully private payments, the severity of the impact of selling
accounts, which cannot be excluded with certainty, can be mitigated.
As our first three design cycles raised the concern that the most fragile component
of our construction is its dependence on a universal digital ID, we conducted another
design cycle that – besides discussing the appropriateness of our risk mitigation measures – specifically includes experts on digital ID systems. Expert 30 agreed that our
proposed risk mitigation strategies and the combination with a digital ID might be
a useful approach, although the integration with secure hardware may be considered
inflexible from an end-user perspective, as they cannot access their privacy pool from
multiple devices. He also suggested checking the validity of the user’s ID in every
transaction by default to prevent misuse. Moreover, the experts in interview 19 employed at a federal printer in an advanced economy confirmed that the digital ID-based
approach is not only more elegant but will also be possible relatively soon as many
federal printers are working on digital IDs and general-purpose ZKPs that are used in
such systems.
Within this group, expert 35 confirmed that our proposed backup capabilities seem
suitable to recover funds when losing the mobile phone. The experts also stressed that
the first digital IDs that integrate with secure hardware on users’ devices will be available soon and that they are potentially the only way to efficiently impede the theft of
digital IDs or their sharing or selling on a black market. The expert also found the combination of fully private transactions between end-users and semi-private transactions
between end-users and businesses very suitable. Moreover, expert 35 pointed out that
the security of implementing ZKPs has increased substantially due to cryptographic
progress in the last years, so ZKP-related security gaps discussed previously are relatively unlikely today if state-of-the-art guidelines are considered. Further, the group
noted that detecting security flaws in well-audited ZKP is significantly less promising
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for criminals than counterfeiting paper-based money. Finally, expert 40 confirmed that
our risk mitigation design may be a promising proposal to consider for central banks
and could not identify obvious shortcomings. He particularly appreciated the coupling
to a hardware-bound digital identity. However, as with every design proposal for a
critical infrastructure, he emphasized that a thorough risk analysis would be required
that is beyond the scope of this work. Nevertheless, the expert highlighted that our
proposal is well presented and visualized also for non-technical experts, presenting a
solid discussion basis for more in-depth analyses, and that our ZKP-based flexible design is a promising approach for the future. Experts 41 and 42 confirmed the suitability
as well, emphasizing the insufficient communication between institutions that work on
CBDC designs and the state of the art in cryptographic research, so the knowledge
transfer via our DSR approach is highly valuable. Furthermore, experts 41 and 42
confirmed that our design incorporates privacy by design well and poses an attractive
solution from the perspective of privacy-seeking users. Experts 40 and 41 also noted
that, although our software-based solution cannot provide offline payments, our proposal avoids the inherent centralization of risks that comes with a hardware-based
approach that may be particularly relevant in regions that do not have local businesses that develop secure hardware (expert 41). For example, there is currently no
provider for secure hardware on smartphones where the manufacturing takes place in
Europe. Expert 41 also pointed out that abuse cannot be excluded completely even
when using hardware-bound digital identities. For instance, users could install proxies
on their smartphone that transact on behalf of criminals. Yet, abuse is considerably
more complex to organize than it is today with cash.
Since no considerable needs for improvements were brought forward by the experts in the fourth design cycle, and the experts interviewed in this cycle represented
diverse fields, including central banks, digital identity issuers, and academics with interdisciplinary expertise from cryptography and economics, we concluded that we have
reached a high level of saturation in the design and development of our artifact (Peffers et al., 2007). The critical feedback we received from key stakeholders positively
influenced the design of our CBDC system, allowing us to continuously improve our
artifact and thus to ultimately answer our research question.

6. Conclusion
In this paper, we followed a rigorous DSR approach to develop and evaluate a CBDC
system based on an unspent-account-state model. To this end, we make use of re32

Electronic copy available at: https://ssrn.com/abstract=3891121

85

CBDC Think Tank

cent advancements in cryptography, especially related to ZKPs. Contrary to common
beliefs (e.g. Armelius et al., 2021; Auer & Boehme, 2021), we demonstrate that a
software-based CBDC system can support full privacy while addressing constraints
related to AML and CFT regulation by imposing limits on anonymous payments. In
our system, both privacy and compliance are provided by design, i.e., end-users do not
have to trust third parties for preserving privacy and conducting compliance checks, as
transaction data are stored only on the end-users’ devices (trustless privacy). We assess
the feasibility and suitability of our technical artifact in 22 interviews with 44 leading experts from various fields, including regulation, computer science, cryptography,
central banking, and payments.
In addition to enabling full privacy and regulatory compliance, our ZKP-based
CBDC system provides novel applications for end-users that go beyond existing forms
of fully private money and especially cash. For instance, when faced with a legal
accusation such as money laundering, our system enables users to reveal their payment
history and provide evidence for its integrity and completeness. Thereby, users can
address accusations, e.g., by proving that a payment did or did not happen.
Our proposed solution can also be used in more general applications, e.g., for
account-based IT artifacts that enable full privacy by design while addressing certain
compliance requirements. For example, future systems for documenting and exchanging carbon certificates between organizations and/or individuals will likely require high
privacy guarantees, as well. Moreover, our solution can be applied in decentralized settings. Illustrated by the progress in the fields of blockchain technology in general and
decentralized finance in particular, one can observe a tendency towards decentralizing
the financial system. Specifically, tokenization promises to simplify the exchange of
ownership (Sunyaev et al., 2021), but so far, existing blockchain-based solutions for
managing and exchanging these tokens have not focused on stakeholders’ (or even
regulatory, e.g., the general data protection regulation (GDPR)) privacy requirements
and regulation has rather focused on service providers that provide access to tokenrelated services than end-users directly. Privacy-by-design approaches are the only way
to establish full privacy in such blockchain-based systems because there are, by definition, no trusted third parties, and data is replicated among many different nodes. Our
approach of leveraging ZKPs makes them a digital substitute for physical hardwarebased approaches without a single point of failure to achieve integrity and compliance
while storing data only on end-users’ devices, as the correct local accounting is ensured through providing cryptographic proofs instead of hardware-based attestation.
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Detecting an error in a well-audited cryptographic protocol seems less likely than a
successful attack on a single secure hardware device.
Our artifact provides a starting point that balances privacy and compliance and
may provide many avenues for future research. So far, we have presented our design to
experts and instantiated the core logic in a technical implementation. Expert 22 also
stated that it is important to focus on key requirements as most design criteria tend to
have trade-offs and that it is almost impossible in one research project to implement
interfaces to end-users and businesses. Thus, our focus on full (cash-like) privacy and
regulatory compliance is a reasonable first step. However, there are additional important CBDC design dimensions, including security, scalability, and cost, that have to
be considered. Thus, there is a need for future research for a rigorous evaluation of
the extent to which our IT artifact can potentially also address these other important
CBDC design dimensions. Specifically, besides more detailed analyses on performance,
future analyses may involve other aspects related to user experience. For example, the
implications of the added complexity of a two-tiered approach, the limited recovery
options, and the integration of multiple devices require innovative solutions that shield
complexity from the user and survey their impact on usability. Finally, future research
could study the interplay of our design with potential extensions, such as using secure
hardware for facilitating offline payments, that may, however, potentially come with
restricted privacy guarantees to account for mitigating the related security challenges.
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ABSTRACT
Issuance of digital currency is not new, but DLT enables to consider monetary policy and financial
inclusion in a new way. CBDC is so disruptive it can change money. As digital asset trading evolved
into a market, developers released digital wallets for their storage. While these attempts meet the
users’ needs, their technical level is open to improvements. The development of a secure wallet
infrastructure can solve critical problems, like ensuring equal access to banking service, also offering a
novel approach to digital identity. Whenever a financial transaction is carried out, we must face
problems with fair competition, ownership, and management of our personal data. Infrastructure is
needed to protect and support our digital rights. This technology is ready to develop a secure UAD, a
single key tool for protecting and representing us and the organisation to keep it in a network. UAD
would enable the full benefit of DLT and restore the separation of payment institutions and investment
banks at the core of political agendas, store SSI related information, facilitate micro payments, and
tackle using money for illicit purposes more effectively. UAD is a citizen-centric device, a symbol of
the new digital currency and a tool for social inclusion.

1. The idea behind CBDC
The creation of a crypto space can help overcome established economic and political
patterns that have, in many cases, proved inadequate to ensure economic and financial
stability and social progress.
However, in order for the process to be implemented to achieve expected results, it is
necessary to be immediately aware that emerging perspectives require a thoughtful and
functional transformation of the legal institutions on which the new reality lies. Before blockchain
technology arose, digital wallets were actually a phenomenon, but in the previous context
their function was exclusively related to the need for digital representation of physical goods
- including currency and payment instruments - to facilitate online transactions. The ability to
manage goods that do not have a physical twin - as certain cryptoassets - creates the need
for accessible, functional, secure forms of custody. We are therefore confronted with a new
need, rather than increasing the efficiency of payment systems linked to Web 2.0. In Web
3.0, digital wallets change their function with the correspondent effect for technical, economic
and legal aspects (Turi 2020).
CONTACT Filippo Zatti. Email: filippo.zatti@unifi.it (par. 1, 2 and 6).
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2
One first situation in which a custody system with characteristics such as digital wallets
is needed is the management of CBDC.
The project to issue digital currencies with distributed ledger technology is no new. About
seven years ago, when Bitcoin emerged and FinTech began to rise, the Bank of Canada
launched the Jasper project. It aims to examine how the new technology can improve the
efficiency of the payment system, even if it is aware that such opportunities have difficulties
fulfilling its mandate. And, not only in terms of price stability, but also in terms of maintaining
trust in the payment system. The study also includes CBDC issuance accessories such as the
so-called "Universal Access Device" (hereinafter UAD). It is questionable whether the central
bank should implement such an instrument, or whether the involvement of some private
entities is possible or desirable. The second critical aspect concerns the usability of
instruments also, by those who escape financial inclusion, which is not challenged by the
traditional banking system by choice, personal, social, or economic conditions. For this
reason, UAD solutions should be extensible (universality), cost-effective (accessibility) and
differ from those currently used for cryptoassets (smartphones and similar dedicated
devices). Finally, universality requires that this type of tool be perceived or managed from a
legal view as a necessary and identifiable tool of the person and jointly able to ensure
complete compliance with the rules on the protection of personal data. This is central to the
development of UAD solutions. These types of devices should ensure a high level of privacy
and a low risk of illegal use of CBDC (AML and CFT compliance). One solution could be
multi-party computations and zero-knowledge proof. However, other proposals are coming.
The difference between CBDC and stablecoin is not only in terms of the modalities of
issue and custody, but also in terms of the role of money in the economic and financial system,
in terms of disintermediation, in terms of the modalities of data management related to
monetary transactions. Legal questions arise that concern CBDC closely before the UAD
architecture and how it is applied in individual money systems (Mancini-Griffoli et al. 2019).
But the definition of UAD is already becoming strategic in the light of the profound economic
and legal changes that are taking place, and that is the prospective geo-economic level. The
transformation of the monetary system, the erosion of the fiat currencies’ monopoly, and the
evolution of technology are three factors that require the attention of the public authorities to
converge on the UAD. Probably, in the new world, the currency will no longer represent
sovereignty. Instead, it will be the monopoly of the infrastructures that hold it. Therefore, the
UAD will no longer be only digital wallets, and their function may be much more relevant than
the accessory one reserved to them today.

2. UAD and CBDC: union of necessity or convenience?
The idea of a form of digital money is not recent. Even in the ’prehistory’ of
cryptocurrencies, the traceability of payments was raised (Chaum 1983). DigiCash (Ecash),
E-gold, Liberty Reserve are the significant examples of the attempts made before Bitcoin and
cryptos focused on privacy like Monero, Zcash, and Mimblewimble.
Outside the legal framework, cash only partially replaces a payment and custody
method from a technical view with cryptocurrency. Contrary to crypto, cash can be used
"offline", fully fungible, not fully evading tax control, and is resistant to accumulation.
However, both physical and digital currencies as cryptocurrencies ensure a potential
transaction will be successful regardless of custody or third-party relationship that could block or
delay it or require verification before it can take place (Goodell et al. 2020). It would lead to a
move to DLT-based solutions instead of centralized solutions. Here, a preference for a tokenbased system rather than payment accounts might be natural (Auer and Boehme 2020).
Regardless of the architecture of the DLT system, portability and custody of digital currency
in the various forms they can take today (CBDC, stablecoin, cryptocurrency) is emerging in
all the economic and legal relevance (Adrian and Mancini-Griffoli 2019). In a token-based
payment system, in which tokens perform a different economic function than cash, along with
an uncertain legal definition, custody is no longer marginal (Zatti 2019).
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It encompasses aspects that relate not only to business activities, but also to the
dimension of sovereignty, understood in its broadest sociological conception, rather than
resorting to a purely political one. CBDC issuing projects can be interpreted according to a
’conservative’ ideological vision if it is opposed to the idea from which Bitcoin originates and
’first- style’ Libra is promoted. The neutral-like solutions risk being more political than those
that are so since origin. However, the process underway, it must be recognized, is valuable
because it brings back the attention to the debate started after the imminence of the 20082009 global financial crisis and dormant until now. It is no coincidence that currency occupies a
central place in economic law. It brings with it a crucial economic function of modern
economies, namely promoting exchange. From a legal view, money is functionally defined in
every legal system, namely in terms of guaranteeing trade and the stability of its value. First,
the international dimension of exchange, and then globalization, not to mention the monetary
agreements that followed each other, have given currency a meaning that goes far beyond
economic function and civil law issues. The creation of a DLT-based system for digital coins
as tokens is in line with the evolution of the world’s geo-economic framework. In the current
context, the digital currency goes beyond sovereignty because it tends to take effect other
than the jurisdiction in which it is issued and regulated. Dealing with the issue from an
economic-monetary view is based on understanding what is happening, even though the
pandemic has further accentuated it: an increase in the public debt of nation-states; an
international financial system once again facing a deep economic recession; and the US —
People’s Republic of China dyarchy. It is no coincidence that CBDC’s oldest and most
advanced project (named DCEP in China) is the People’s Central Bank to date, aiming to
increase the weight of renminbi in the international payment system at the expense of the
US dollar (Sender 2020). And it’s not just accidental in recent times, in the US, there’s been
an acceleration on various fronts of the digital currency (Cheng et al. 2021). Significant, even if
it is a bill first introduced to Congress in April 2020, as a measure in the face of the COVID-19
pandemic, is the ’Automatic Boost to Communities Act’ (aka ABC). Here, ’digital dollars’ and
the ’digital dollar account wallets’ are introduced as well as the ’digital dollar cash wallets’.
The proposed solution in the bill appears only partially the most commonly used for digital
currency as direct credit to the central bank and private intermediaries. The proposed model
creates an indirect claim against the US Treasury, which issues digital dollars that record them
as liabilities in each bank’s Federal Reserve accounts. But the feature of this model is the
creation of 'state wallets' authorized and regulated by the US Treasury and operated by the
Federal Reserve. The models proposed to date focus on the type of infrastructure underlying
digital money and on aspects of monetary policy management, as a stimulating study by the
BIS compared the approaches adopted by the People’s Bank of China, the Swedish Central
Bank and the Bank of Canada (Auer et al. 2020).
So far, the wallet’s management methods, not only operational but also legal, do not sound
perceived as primary. But wallets, as has been said, are a crucial and relevant aspect of
the digital currency.
As far as the Chinese project is concerned, different types of wallets in distinctive
identification forms are considered to have varied types of anonymity of the user and access
modalities in accordance with KYC restrictions. This approach would enable users of digital
assets to remain anonymous in peer exchange. However, it allows the central bank to track
data on prudential regulation, money laundering and other criminal offences. In the Swedish
pilot project, there is use of payment accounts with intermediaries. However, in the case of
modest money, an alternative option remains open: prepaid cards that can use tokens
(Bindseil 2020). But both Chinese and Swedish approaches do not tackle cap management
and how to identify these thresholds. In addition, anonymity with the central bank is
guaranteed in both cases on the traditional regulatory model, where intermediaries are
entrusted with the responsibility of verifying KYC and monitoring the correct use of CBDC.
Finally, as in the introduction to this paper, Canada’s central bank, taking both models
into account, is also oriented towards a two-tier solution that also meets the needs of the
unbanked through a specific cost-effective solution that allows CBDCs to be used without a
smartphone. It is the proposal for a UAD, which is specifically discussed here in this paper. A
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solution of this type would allow a series of advantages for the end-user of no small
importance.
These benefits would be both in terms of reducing payment burdens and in terms of the
possibility of excluding citizens from the applications of the current digital revolution.
Concurrently, it would be a critical issue for the banking system and, more generally, for
financial intermediaries. What and how many advantages and disadvantages depend on the
type of architecture chosen in the respective monetary areas. However, it is interesting to
note both the Italian and German banking associations are pushing for a programmable
digital Euro, supported by the ECB, in stable coin or CBDC. The reasons for the introduction
of the programmable digital euro are cross-border payments, particularly outside SEPA and
micro-payments, and payment automation.
Consider the recent study of the BIS: the architecture of CBDC varies depending on the
type of economy served (Auer et al. 2020). Instead, the regulation of wallets is equally likely
to be related to the economy’s regulatory model. Such a correlation may seem more
understandable by resorting to the Libra/Diem project’s transformation since its inception.
Concerns emerged about financial system stability following the risk of a private monopoly of
corporate money (corporate - sovereignty). Together, we would have the potential to create
as many wallets as Facebook accounts. Data conveyed by the social network would have
been further increased by the information resulting from Libra/Diem’s use. Digitization of
currency and economy in general requires politicians, regulators, and academics to measure
the compatibility of a global private monetary system with a limited dimensional expression of
political sovereignty (Pistor 2019). In the future currency, a battle is played out that goes well
beyond the purely technical aspects. Digital currency is technically aligned to any other asset
(to be understood in a broad and physical sense) that can be represented through digital
assets. Therefore, in that economic and monetary system, the provision of token custody
and deposit services is not considered as if it is for any other dematerialized asset, financial
or not. Thus, wallet passes from being considered an accessory service of payment, as it
happens for the instruments in which the legal tender currency and the bank currency can
be deposited or transformed, to a must custody device.
In the token-based system, wallets play a key role because through them direct
currency exchanges can take place, avoiding the passage by intermediaries. It makes sense
no longer to think of a regulation model like the one currently in place for dematerialized
currencies, which means that the potential changes and crucial functions of wallets within the
system will be taken into account.
The system proposed in the ABC Act albeit initially in the introduction of universal
basic income, is not only emblematic for aspects related to the distribution of the
authorization and control powers of wallets and the private configuration of the instrument, but
also for aspects inherent in the operation of the instruments introduced. The bill provides for
operations that can be consolidated at the end of the current pandemic. The Digital Dollar
Accounts Wallet, “FedAccounts”, will be available alongside the related financial services
(debit cards, access to online accounts, automatic debit cards, mobile banking, ATM), which
are physically managed by postal services. At the latest, on January 1, 2022, the Treasury
will offer a second opportunity to those entitled to so-called BOOST payments: to receive
payments in digital dollar wallets or via temporary cards that allow them to activate account
wallets. Commissions do not affect digital dollar wallets, as also minimum or maximum
balances, and may not be closed or tied due to profitability. Postal services will provide
access to digital dollar wallets and related services to US citizens, residents of the US, and
businesses.
All should be in the disadvantaged areas of the country, either due to income or in a
disaster zone or in metropolitan areas with medium income, challenged or poorly served, as
the Federal Financial Institutions Examination Council says. The ABC Act also provides
adequate cover for losses resulting from fraud or security breaches. Moreover, digital dollar
wallets must comply with the Bank Secrecy Act and the Privacy Act, which entailed the
applicable federal tax and Internal Revenue Code of 1986.
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Once the stimulus plan is over, the Treasury will develop and administer a digital dollar
cash wallet system, named eCash. It will be available for those who request it to store, send,
and receive digital coins or other digital currency issued by the legal tender Treasury.
Furthermore, integration and interoperability between the digital dollar account wallets
managed by the Federal Reserve and digital dollar cash wallets shall be promoted. The latter
should also be hosted on 'easy-to-find, inexpensive digital devices, including smartphones,
and managed through software with any necessary open-source licensed software or
hardware’. With regard, then, to issues concerning privacy protection, the Secretary will set
up a Digital Financial Privacy Board with the task of supervising, monitoring, and reporting on
the architecture and implementation of the digital dollar cash wallet system. Then, once it is
fully operational, it will ensure the continuous supervision of the system’s management itself.
This system must be designed in such a way as to reproduce the characteristics of
transactions with physical currency.
The relationship between cryptocurrencies and wallets differs from those between
CBDCs and digital currency wallets in the UAD. It reproduces legal and economic criticality
that underlie the legal nature of cryptocurrency and blockchains’ governance. As long as private
monetary systems cause satellites on the “monetary planets”, if we are allowed this bold
metaphor, the strengthened schemes on which modern financial systems move are seldom
involved. Moving to a fiat digital currency is complex in both technical and emerging economic
matters and inevitably in legal reforms. Perhaps we face further changes in the concept of
sovereignty. Homogenization of goods and rights due to the transformation of computer data
necessarily shifts the spotlight on the device allowing its storage and use.
The aim is to launch a debate on the critical issues that are simply highlighted here, and
to find a solution that can be reconciled with all the problems raised. What we will try to
make emerge is that dematerialization is something different from digitization. Digitization
creates an exchange system based not on reality, but on codification. When we accept this
idea, even before the type of architecture of CBDC, the regulation of the instrument with
which rights and assets are managed takes new importance.

3. Exploring UAD about technical design
Several trends are driving the development of a UAD: while physical movement of cash is
becoming expensive, paying with plastic is getting fashionable.
More seriously, as natural calamities (floodings, earthquakes, or pandemics) (Cœuré et al.
2020) can impair cash distribution and credit card payments, people need a robust and
reliable way of exchanging money.
A UAD-based infrastructure should handle low-cost transactions through NFC (NearField Communication), even when banking services are not available (Bank of Japan, 2020).
The same infrastructure should be used for delivering money to the needy in a secure way. A
pan-European UAD infrastructure should rely on two components: a standard hardware
platform and a secure management network (Bank of Japan 2020). Hardware supports
several applications running simultaneously, almost as a smartphone, but in a highly secure
environment. Whereas to available e-wallets, a UAD could handle together with a CBDC
wallet, applications for NFC payments, and also store SSI artefacts.
In contrast to common smartphones, the network will comparatively constantly monitor the
UAD hardware and will operate only certified applications. From a functional viewpoint, a
UAD is a state-of-the-art smartphone, less the (costly) multimedia components, and plus a
‘connected secure element’. This highly secure component marks a major step in mobile
application security and is presently installed only on top-level smartphones. It hosts on the
same chip both network identification (the information usually stored inside a SIM card) and
secure storage and computing functionality. Any attempt to tamper with that chip would result
in disabling the smartphone. As the secure storage facility can be used for storing digital
certificates and SSI-related information, the whole chip is a secure way of linking network
identification data with user personal information. Thanks to its functional specialization, the
UAD will vastly improve on smartphone standards in terms of unit cost, weight, autonomy,
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and usability. Through careful design, the UAD shall guarantee equal access to state-issued
money, even to people who do not own a smartphone or may find it difficult to use (the elderly,
the unbanked, the digitally impaired). With its limited weight and its square form factor, it will
allow simple single-hand operation and thumbprint identification. Also, it will support different
User Interfaces, according to national sensibilities: following the principles of User Interface
(Ux) design, those ’skins’ will be tested and refined by national focus groups.
Many of these features will be shared among all citizens: for example, an improved
display designed for visually impaired people will benefit anyone who uses the device with
insufficient illumination (Miedema et al. 2020). From a system engineering standpoint, the
role of the secure management network is as relevant as the hardware architecture in ensuring
reliable and secure operation of the device. It will track software releases from certified
producers and will ensure automated and timely updates of the software. Tampered devices
will be disabled automatically and, as in the case of mobile telephones, the judiciary power
(through an appropriate command chain) may request to monitor the activity of a specific
device or to investigate its previous use.

4. Economic aspects affecting use of UAD
The struggle for digital supremacy
The conflict between the US and China has been part of the international scene for
more than five years. While their battle for digital supremacy is only one aspect of this larger
conflict, its outcomes are having a significant impact on the EU. The European Commission
(EC) has striven to safeguard the rights of its citizens in various ways:
1. International Treaties: The EU-US Privacy Shield was signed with the Obama
administration and established a legal framework for processing sensitive data
outside the EU.
2. Investigations: Internet companies like Google and Apple have been investigated
and fined for anti-competitive behavior levied.
3. Technological innovation: promoting the development of start-ups by financing and
other incentives.
These measures were approved by European partners and helped enforce laws and
regulations approved by the European Parliament. Moreover, the CJEU may invalidate
international agreements after judges have established they violate the TFEU. This
happened on July 16, 2020, when the CJEU invalidated the decision of the EC on the
adequacy of the protection provided by the EU-US Data Protection Shield. This international
agreement was through a voluntary self-certification scheme, whereby US companies
committed to complying with European data protection requirements, to store and process
European residents’ data in the US (Floridi 2020).
About the investigations on Internet companies, it is extremely difficult to restore a free
market once they have reached a near-monopoly position. Also, there are few chances of
reaching a verdict when dealing with corporations that can bear the cost of a multi-year
dispute. For example, in August 2016 the EC established Ireland granted illegal State aid to
Apple through selective tax breaks for the years 2003-2014, giving Apple 13 billion Euro in a
tax advantage (European Commission 2020). But on July 15, 2020, the General Court of the
European Union of the First Instance annulled that decision.
Conventional actions for encouraging a free market can prove inadequate to contain the
expansion of Internet companies. WhatsApp Pay obtained the authorization to launch a
mobile service payment in Brazil by exploiting a flaw in a start-up friendly legislation. As
there are more than 120 mln Brazilian users of WhatsApp, the new payment application
would have reached a monopoly position in the payment services industry. Urged by
commercial banks on June 24, 2020, the Brazilian central bank suspended the authorization,
only one week after the launch of the service (Finextra 2020).
In the end, European digital sovereignty should be safeguarded by more incisive
actions, as the construction and protection of digital infrastructure. Digital infrastructure
standards as safeguards of European digital sovereignty
4.1.
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Digital infrastructure standards as safeguards of European digital sovereignty
It has been widely known that proprietary standards can hinder the development of the
market and reduce the level of protection of privacy. We should develop digital infrastructure
standards before proprietary approaches have taken control of our life. Market regulators
can carry out their activities only after a fair playing field has been established, by building a
European digital infrastructure, shared by all service providers.
Seeking again back to history, the European GSM phone standard was crucial in
developing a global cellular phone market. It started in 1985 as a limited agreement on
cellular technology between France, Germany, and Italy, and gradually evolved into a global
standard. When European Telecommunications Standardization Institute (ETSI) was set up
in 1987, membership was still limited to European organizations. The opening of ETSI to
non-European members sent a clear message that GSM technology was to be shared and
everyone could have their say in its specifications. After that, foreign phone manufacturers
cooperated in developing the standard and a global market developed. As a further result, on
June 15, 2017, roaming charges were completely eliminated in the EU.
As an example of the problems caused by a proprietary standard, the EC launched an
investigation against Apple Pay (European Commission 2020a). According to the
Commission, "Apple is 'abusing' its control of the wallet through a policy that blocks thirdparty payment services to access its NFC hardware, which enables contactless payments"
(Toplin 2020). The commission-supplied data showed Apple Pay’s growing market penetration
in mobile payment services, but Apple is opposing that claim, pointing to the COVID-19
pandemic as the cause of the switch in customers’ preferences.
As cryptography techniques are evolving, it appears that the FinTech sector will have to
rely on some UAD, to store personal information in a secure and reliable way. The definition
of a European Standard for such a device would enable fair competition between companies
and will safeguard the digital identities of European citizens.
4.2.

From the individual right to identity to the concept of digital sovereignty
The EU Charter of Fundamental Rights states everyone has the right to protect their
personal data (Art. 8). An analogy can further explain the concept of personal data as a
negotiable commodity. In almost any jurisdiction the trading of human organs is forbidden
(both the selling and the buying of them), since this activity causes an irreparable
consequence for the person involved. Following this analogy, as the loss of personal identity
is irreparable, it should not be traded too. Once sensitive data (for example, one’s socioeconomic profile as a consumer) has been released, the activity of finding and deleting all
their copies is virtually impossible. The need to proactively protect this personal right is the
basis of digital sovereignty. Water and power have been granted public service status, as they
are necessary to provide for the fundamental rights of the person. In the same way, the
infrastructures needed to proactively protect the digital identity should be recognized as a
public service.
According to Art. 16 of the TFEU "The European Parliament and the Council... lay down
the rules relating to the protection of individuals with regard to the processing of personal
data by Union institutions, bodies, offices, and agencies". In this respect, the UAD and
comparable infrastructures should be recognized as tools for the protection of the digital
identity.
4.3.

5. Crucial legal issues to face before introducing UAD
Basic compliance analysis for UAD-based CBDC
Many arguments support the case for issuing a CBDC: lowering transaction costs and
improving the efficiency of present payment systems while pursuing financial inclusion (Auer
et al. 2020).
Until now, the ECB has not disclosed any plans to issue a CBDC in the near future. On
the other hand, the CBDC issue has been addressed in many publications of the ECB (ECB
2020a; ECB 2020b; ECB 2020c; Panetta 2020; ECB 2021a), and for the sake of our discussion, the role
5.1.
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of the UAD will be described in a European context. Among the many design options for
implementing a CBDC, the most popular approach is to complement physical cash in
supporting citizens in their day-to-day expenses: a retail oriented, legal tender CBDC,
distributed by bank intermediaries (Auer and Boehme 2020; Pfister 2020; ECB 2021b). A
wholesale oriented CBDC, on the contrary, would target the more specific issue of inter-bank
settlements. Following this (hypothetical) indirect model of issuance, the central bank will
issue CBDC money to commercial banks and Payment Interface Providers (PIPs) and only
these two organizations will supply that money to citizens.
The introduction of UAD can illustrate the legal issues that underlie the operation of such
a retail CBDC. From a practical standpoint, the UAD is a secure, physical object, carrying the
identification of its owner (it is so flexible that specific users may be provided with ad-hoc
versions of the software). All the events the UAD may encounter during its lifecycle must be
managed in accordance with the basic AML, CFT, and GDPR. CBDC design should find a
new balance between allowing data portability, protecting privacy and mitigating the risks of
money laundering and illicit financing (BIS 2020; Jackson and Tayhar 2020).
Also, that solution should be robust enough to withstand fraud and cyberattacks and to
accommodate the usual judicial proceedings like a seizure, bankruptcy, auditing and
monitoring of accounts, etc. Replacement of lost, stolen or malfunctioning units must also be
supported. Six roles can be identified to support the functioning of a UAD-based CBDC:
1. The ECB, as the issuer of CBDCs.
2. The judiciary power, as the issuer of judicial proceedings.
3. An independent authority as a link between the ECB and the judiciary power tasked
with monitoring and investigation.
4. The executive power (usually the Ministry of Interior) as the custodian of the
citizens’ identities and issuer of ID cards.
5. Commercial banks and Payment Interface Providers (PIPs) as the executors of the
customer identification (KYC) process.
6. The UAD Management Network, executing orders received from the previous five.
As already described, a UAD is a safe way to store a network identification (an
irreplaceable SIM card) in the same place and some User Personal Data (a set of selfsovereign identification artefacts guaranteed by the Ministry of the Interior).
The executive power, judiciary power, the PIPs, and the commercial banks identify the
users by their Personal Data (in the same way they are doing now).
The suggestion to delegate the KYC process to commercial banks and PIPs is in
accordance with a proposal from the Bank of England (Bank of England 2020; Allen et al.
2020).
The only organization that will manage both network identification and personal data will
be an independent authority: a renewed European-level organization will be tasked with the
monitoring of the network and AML/CFT investigations. This in accordance with a study
published by the ECB itself: ’That authority checks the identities of users involved in largevalue transactions and prevents CBDC from being transferred to embargoed users’ (ECB
2019). At the lower level, the UAD Management Network has only access to the network
identification data stored on the SIM card.

The management of the UAD as a conflict of competence issue
Should a UAD be adopted for supporting a retail CBDC, in which European institutions
should be responsible for its operation? This thought experiment may help clarify the more
general question of whether the European legal framework specifies who should manage
any sensitive infrastructure.
According to the Art. 127, par. 2 of TFEU, the ECB, through the Eurosystem, has
the responsibility ’to promote the smooth operation of payment systems’. So, it could be
assumed the legislation would grant to the ECB/Eurosystem the authority to manage the UAD
as a payment system. According to an ECB study, ‘the central bank is the only entity allowed
to issue CBDC units and remove them from circulation’ (ECB 2019). However, in the analysis
of conflicting competences, it is important to identify the overriding goal among all those
5.2.
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assigned to the conflicting institutions. From this view, the UAD lifecycle goes way beyond the
CBDC circulation process, touching on personal data. This involves again Art. 16 TFEU. In
this respect, the guidelines for the deployment of the UAD should be probably set at a higher
level. This may open the way for cooperating with many European institutions also with the
private sector.
As a first example, the European Blockchain Partnership (EBP) (EuropeanCommission,2018)was
established on April 10, 2018. Later, other nations (including Italy) have joined the initiative,
aimed at creating EBSI (European Blockchain Services Infrastructure), a European digital
infrastructure for a secure and reliable data transfer between European-based institutions and
organizations. ESSIF, the European Self Sovereign Identity Framework, is a special use
case for EBSI.
ENISA, the EU Agency for Cybersecurity, established in 2004, is a centre of expertise for
cybersecurity in Europe. While its focus is to prevent, detect, and respond to information
security problems, it also helps in drafting EU policy and law on data protection and network
security.
Europol (European Union Agency for Law Enforcement Cooperation) was founded in
1998 to deal with criminal intelligence and combat serious international organised crime and
terrorism. In the US, the mission of safeguarding the financial and critical infrastructure is
mandated to the Secret Service (now a Federal Agency under the Department of Homeland
Security). As Europol acts as a worldwide contact point, the two agencies cooperate on
counterfeiting and financial crimes.

6. From the Bancor to the ‘Universal Wallet’: two different monetary systems, the

same ontological concept of sovereignty

Historically, reforms of the banking system followed severe political or economic
upheavals.
The mind quickly turns to Bretton Woods and the idea of a currency as a unit of account
that would allow a trade to be tracked by considering assets and liabilities of balances of
payments. It is not by chance that the idea of a Bancor came back into the debate among
economists after the 2008-2009 global financial crisis. However, in this context, the
international financial system has shown resilience in dealing with a severe crisis. The
COVID-19 pandemic is again testing the Bretton Woods system. This time, resilience may not
have the same result, as non-conventional monetary policy instruments already existing must
be confronted with a significant increase in national public debt. Time has probably come to
imagine a new monetary system structure. The emerging monetary system still has a
predominance of the dollar, supported by the so-called C6, and then, cascading, bilateral
swaps, regional pools, IMF, national currency and credit. Looking ahead, however, it could
be a transition from the dollar to another currency, like the renminbi (Jenkins et al. 2014).
Another hypothesis could be to benefit from the impact of the introduction of DLT in the
payment system, considering various types of currencies with different functions, public and
private. Imagine in this context a super-sovereign currency that could be the new foundation of
the global monetary system. Hence, we will find various strategies for crisis management and
global control, disengaging sovereign currencies from international trade, and balance of
payment consequences. A complex political address, but this DLT application could facilitate
its transparency and decentralization functions.
Continuous acceleration of projects that lead to the digital currency, in particular CBDC,
in a short time creates not only the conditions for more efficient currency circulation, but also
the definition of a monetary system with the features described above. This efficiency can be
exported to international transactions that access operators can use to store and use
applicable digital currencies. In this context, the 'wallet' is more relevant than its contents.
The goal of regulation will move from currency to wallet, to which any type of digital currency
and other information of this type can necessarily flow. It could go beyond regulation and
imagine situations where monetary policy directly affected the wallet.
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There are many scenarios that can be opened up and merit a thorough investigation by
politicians, regulators, academics, and industry. The aim of this paper is to start the debate and
to show both a direction and a specific solution: UADs. UAD would enable the full benefits of
DLT, solve financial inclusion problems, split payment institutions and investment banks
(putting them at the centre of political agendas), encourage micro-payments, and limit using
money for illegal purposes. All this obviously requires careful work to identify UAD
management problems and feasibility analysis in terms of cost/profit ratio. Likewise, it is
essential to carefully review the legal issues we have only mentioned here. With a particular
focus on the EU, the problems would cover both the regulatory framework and the link to
existing GDPR, AML, CFT, PSD2 (Hossein Nabilou 2019).
However, it should be noted there are technical, design, legal and economic resources in
the EU that are capable of developing and implementing this project. But there could be other
positive effects if interest in this type of problem converges outside the EU too.
So far, we have tackled the crisis ’making money’. Experience has taught us this lesson:
liquidity is effective, but not decisive because it evokes sovereignty. Separating currencies
from sovereignty ('breaking money') and transferring them to the infrastructure by which liquidity
is stored and used could be an effective and decisive solution to the governance of the
world’s monetary system after the pandemic.
It is worth checking.
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ABSTRACT
Due to the popularity of blockchain-based cryptocurrencies, the
increasing digitalization of payments, and the constantly reducing
role of cash in society, central banks have shown an increased interest in deploying central bank digital currencies (CBDCs) that
could serve as a digital cash-equivalent. While most recent research
on CBDCs focuses on blockchain technology, it is not clear that
this choice of technology provides the optimal solution. In particular, the centralized trust model of a CBDC offers opportunities for
different designs.
In this paper, we depart from blockchain designs and instead
build on ideas from traditional e-cash schemes. We propose a new
style of building digital currencies that combines the transaction
processing model of e-cash with an account-based fund management model. We argue that such a style of building digital currencies
is especially well-suited to CBDCs. We also design the first such digital currency system, called Platypus, that provides strong privacy,
high scalability, and expressive but simple regulation, which are all
critical features for a CBDC. Platypus achieves these properties by
adapting techniques similar to those used in anonymous blockchain
cryptocurrencies like Zcash to fit our account model and applying
them to the e-cash context.

1

INTRODUCTION

Recent research on digital currencies has mostly focused on blockchains
such as Bitcoin [32] instead of traditional e-cash systems such
as [14]. This is mostly due to the popularity of blockchains for
permissionless digital currencies, i.e., digital currencies that do not
rely on a trusted central authority.
Inspired by the popularity of blockchains, several central banks,
such as Swedish central bank [39] and the Bank of England [9], have
expressed interest in creating a digital version of their currency.
The People’s Bank of China [44] has already deployed a digital yuan
into trial use. Recently, several central banks, together with the
Bank of International Settlements, have outlined the principles and
core features of such a central bank digital currency (CBDC) [8].
A CBDC has a different trust model and different requirements
from permissionless cryptocurrencies. Namely, the central bank is
generally a trusted authority and the consensus process should not
be open to everyone. Nevertheless, decentralized ledgers have often
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been proposed for such central bank digital currencies [5, 17, 42],
since they offer benefits over traditional e-cash such as increased robustness due to the distributed consensus, as well as transferability
due to the ledger-based system. While traditional e-cash [14] provides privacy for the sender, it leaks the transaction amounts since
the coins need to be deposited immediately for double-spending
protection. In ledger-based systems, coins are not deposited, but
instead value is transferred, which allows for private transactions
such as in Zerocash [38].
However, e-cash systems have several advantages compared to
ledger-based systems. Namely, e-cash systems are easier to scale,
mainly because they do not require byzantine agreement between
independent parties due to their centralized nature. This has particular implications on their sharding potential. For example, depositing coins can easily be sharded based on the serial number
of the deposited coin. Since the coins are signed by the central
authority, there is no need to check (potentially cross-shard) if the
coin was produced as an output of a previous transaction (such as
in ledger-based systems), and instead it suffices to check that the
coin is signed by the central authority and that the serial number
has not been seen before. Further, the requirements for clients can
potentially be reduced compared to ledger-based systems, since in
ledger-based systems, clients keep up to date with the whole ledger
or use a lightweight client, which reduces their privacy [24] without the use of additional mechanisms that require additional trust
assumptions [30, 43] or expensive cryptographic protocols [29].
We want to leverage the different trust model of central bank
digital currencies and combine the benefits of ledger-based digital currencies and traditional e-cash schemes. Namely, we assume
an authority that is trusted for the integrity of the currency (e.g.
double-spending protection) but is not trusted for privacy, a setting
that has been proposed by several central banks [8, 16]. We want
to make use of the performance benefits from traditional e-cash
schemes, but combine them with a transaction mechanism inspired
by anonymous ledger-based cryptocurrencies like Zerocash [38]
that provides anonymity for the sender and recipient as well as
secrecy of the transaction amounts. In addition, the mechanism
should be easy to extend with regulation mechanisms for e.g. money
laundering protection similar to [23, 42].
To achieve these goals, as the first main contribution of this
paper, we propose a new style of building digital currencies that
combines the transaction processing model of e-cash payments
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with an account-based model for managing users’ funds (which is
also used in some ledger-based systems like Ethereum [41]). We
argue that this style of building digital currencies is particularly
well-suited to CBDCs and allows us to achieve strong privacy, high
scalability, and simple but expressive regulation, which are all desirable features for a CBDC.
As the second main contribution of this paper, we design the
first digital currency system, called Platypus1 , that follows this
design pattern. Platypus is also inspired by previous anonymous
blockchain-based cryptocurrencies such as Zerocash [38]. In Platypus, each participant owns an account that is represented by a
commitment, called account state commitment, to a serial number
and a balance and which is signed by the central bank. A transaction then consists of updating the commitments of both, the sender
and recipient. The sender and recipient reveal the serial number
of their current account states, prove in zero-knowledge that they
are in possession a corresponding state commitment signed by the
central bank, and that the sum of their balances remains invariant.
Such a design provides advantages over anonymous ledger-based
designs as well as over UTXO-based designs (e.g. Zcash). The main
advantage over ledger-based designs lies in the scalability of such
an approach. Since transactions do not need to be ordered on a
ledger and the system is centralized, transaction validation can be
sharded almost arbitrarily using standard database techniques such
as two-phase commit [28] and thus there is no inherent limit on its
throughput. In addition, the requirements for clients are reduced
significantly. In systems like Zcash, clients need to download and
decrypt every transaction stored on the ledger if they want to benefit from Zcash’s privacy guarantees. If a currency is to be widely
used, as expected from a CBDC, downloading and decrypting every
transaction quickly becomes infeasible for most users, who may
want to use this currency on a mobile device.
Another advantage of the account-based design is simplified enforcement of regulatory rules. If enrollment in the system is bound
to real identities, this account-based design can simplify regulatory
rules similar to those proposed by Garman et al. [23] and Wüst et
al. [42]. In particular, it enables enforcement of regulatory rules
that, e.g., limit the amount of funds that a particular user can posses
at a time (as mentioned e.g. by the Bank of England [9]), or that
require disclosure of the user’s identity if a certain limit for receiving funds within a period of time is exceeded. However, in contrast
to [23], this enforcement is more flexible since it can be applied on
the sender or recipient side (instead of only the sender) and it can
be done more efficiently since it does not require aggregation over
multiple transaction outputs. In contrast to [42], it preserves full
transaction unlinkability.
This design also provides advantages over more traditional ecash schemes like the original proposal by Chaum [14] and optimizations using similar principles [11, 12], in which a bank issues
blinded coins to a user, who then spends them at one or more merchants, who deposit them back in the bank. Namely, one of the main
advantages is that our account-based approach does not require
spending of individual coins, which has two important effects.

First, this leads to a more compact scheme, since the transaction
size and the verification cost do not increase with the transaction
value. In traditional e-cash schemes, each coin is spent individually
which means that the transaction size depends on the transaction
value whereas the size can stay constant in an account-based design.
Even in divisible e-cash [13] – which shrinks the transaction size to
logarithmic in the value – each coin is still deposited individually,
i.e. the verification cost at the bank is linear in the transaction value.
Second, and more importantly, this improves privacy: In traditional e-cash systems, the amount that a merchant receives always
leaks, since they need to deposit the received coins at the bank.
In the case of an online e-cash system, this immediately leaks all
transaction values of the merchant, in an offline system, this leaks
the amount that is received between two deposits. Thus, traditional
e-cash systems only provide payer privacy, but not recipient privacy
or value privacy. With our account-based design, the size of a transaction is independent of its value and the funds are immediately
deposited in the blinded account of the recipient. This ensures the
anonymity of the sender and recipient, the confidentiality of the
transaction value, and the unlinkability of transactions.
Contributions. In this paper, we make the following contributions:
• A new pattern of building digital currencies that combines
the transaction processing model of e-cash with an accountbased fund management model.
• A new digital currency design called Platypus that provides
unlinkable transactions, high scalability, and privacy-preserving
regulation mechanisms which are all critical features for a
CBDC.
• A security analysis that shows that Platypus provides integrity and strong privacy guarantees.
• An implementation and evaluation that show that transaction
creation is fast and Platypus can be easily scaled.

2

OVERVIEW

In this section we provide an overview of Platypus. We start by
explaining our motivation and goals, followed by the trust assumptions and our system model. After that, we explain the main ideas
of Platypus.

2.1

Motivation & Goals

Recently, multiple central banks together released a report detailing
the principles, motivations and risks of CBDCs [8]. This serves as
a good basis for technical decisions in the design of a CBDC since
it directly provides the view of the involved central banks.
One of the main motivations outlined in [8] is continued access
to central bank money, i.e. the function of a CBDC as a form of
a “digital banknote”. Currently, both, access and the use of cash
are declining in many jurisdictions, which creates the risk that
some businesses and households lose access to risk-free central
bank money. A CBDC could step in to fill this void to ensure the
confidence in a currency.
Cash does not only provide risk-free central bank money, but it
also provides very strong privacy guarantees. In a cash payment,
third parties neither learn the identities of the parties nor the value.
This is a property that should also be mirrored by a CBDC [5, 8]. A

1 Similar

to how its namesake combines features from different animals, Platypus
combines ideas from e-cash, blockchains, and bank accounts.
2
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Regulator

2.2

Certificate

working paper from the Swiss National Bank [16] explicitly mentions “mass surveillance” as one of the potential threats of a CBDC,
which exemplifies the need for strong privacy guarantees and a consultation from the European Central Bank [21] showed that privacy
is the most important feature of a CBDC for the survey respondents.
A CBDC could also increase resilience and the diversity of payment systems, improve financial inclusion, and simplify crossborder payments if the CBDCs of multiple countries are interoperable [8]. Lastly, even though this is not stated as one of the
main motivations of [8], a CBDC could be used for “programmable
monetary policy” to e.g. provide so-called “helicopter drops” that
distribute funds to the public combined with an expiration date for
spending these funds.
CBDCs also create some risks for financial stability [5, 8]. In
particular, it can lead to a form of bank runs, since it provides a
convenient way (in contrast to paper money) of storing their funds
as central bank money. One of the potential mitigations for this risk
is to explicitly design the currency as a cash-like system that, e.g.,
enforces limits on how much currency can be held by a single party
at a time. Because of this, allowing the enforcements of such limits
is one of the central regulatory goals for such a digital currency.
Another regulatory requirement for CBDCs is the enforcement
of anti-money-laundering (AML) legislation [5, 8]. However, this
partially conflicts with the goal of improved payment privacy. This
conflict can be solved by allowing anonymous payments up to a
given limit per unit of time above which the recipient needs to
disclose their identity to a regulator. This idea has also been proposed by the European Central Bank in the form of “anonymity
vouchers” [20] as well as by previous work [23, 42].
Based on these motivations and ideas, we focus on a retail CBDC
that can be used as a digital equivalent of cash since this is the main
use case considered by central banks [8]. Other settings for CBDCs
exist, e.g., replacement of a settlement layer or to replace bank
transfers. In such settings other properties may become relevant,
such as offline receiving that we discuss in Appendix B.
Given our focus, our main goal is to provide a digital currency
that is maintained by a central bank and provides fully anonymous
transactions, i.e., where the transaction values are secret, the sender
and recipient cannot be identified and transactions are unlinkable
to previous or future transactions. In addition, this solution should
make use of the benefits allowed by the trust model in which a
central authority is trusted for integrity (as proposed, e.g., in [16])
and should provide significant performance benefits over other
anonymous digital currencies such as Zerocash [38].
As a secondary goal, we want this digital currency to be easily
and efficiently extendable with regulation mechanisms similar to
those described by Garman et al. [23] and Wüst et al. [42] to make
it viable for the use as fiat currency.

Alice

Central Bank

Public
Transaction Log

Ce

rti

fic

at

e

Bob

Figure 1: Platypus System model. Platypus consists of a
central bank that is responsible for transaction validation, a
regulator that issues certificates to clients and receives transaction information relevant for compliance with regulatory
rules, as well as clients that participate in the system. The
central bank also publishes a log of all transactions.
In addition to this central bank, we assume that there exists
a regulator (e.g., a government agency), which is responsible for
enforcing regulatory requirements, such as anti-money-laundering
(AML) legislation. While such a regulator is not necessary for the
functioning of the core protocol, it would likely be an integral part
in any deployment of a CBDC in practice (see Section 4).
Our system also contains clients that can act as payment senders
and payment recipients. We assume that these clients are considered
untrusted, i.e., they may behave arbitrarily.
Since central banks are responsible for monetary policy, we assume that the central bank is trusted for the integrity of the currency
and the regulator trusts the central bank to comply with regulatory
requirements. The central bank is responsible for the issuance of
new money and preventing double-spending is in its own interest
as double-spending would effectively increase the currency in the
system.
However, based on our considerations in Section 2.1 and the
potential threat of mass surveillance [16], we assume that the central bank is not trusted for privacy, i.e., it might be interested in
deanonymizing the sender or recipient of a transaction or recover
transaction values.
We consider full protection against network-based deanonymization attacks (e.g., linking an IP address to multiple transactions)
to be out of scope of this paper. To protect against such attacks,
clients can use protections such as anonymity networks like Tor [3]
if desired. However, to provide some resilience against such attacks,
we design the system such that the recipient and sender of a transaction cannot be easily linked together by the central bank, even
without the use of anonymity networks and provide some discussion about network-based transaction linking in Appendix B. In the
normal case (cooperating recipient) this is achieved by only having
the recipient communicate with the central bank. For other cases,
and to simplify account recovery (see Appendix B), the central bank
publishes transactions in a publicly accessible log, which clients can
use to look up their previous transactions. This log can be mirrored
by third parties, similar to block explorers in blockchain systems.

System Model & Trust Assumptions

Motivated by the considerations in Section 2.1, we consider the
setting in which a central bank wants to issue and maintain a digital
currency, as shown in Figure 1. Such a centralized design is proposed
by a working paper of the Swiss National Bank [16] and suggested
as one possible option in a report from a group of central banks [8].
3
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Finally, we assume that clients communicate with each other
through secure channels and that all cryptographic primitives used
are secure according to the standard definitions for their security:
we assume that commitments are computationally binding and
hiding, that signatures are unforgeable, that the zero-knowledge
proof systems are zero-knowledge and provide soundness, and that
encryption is CPA-secure.

2.3

account balance in his new state state𝐵𝐵𝑗𝑗+1 increases by exactly 𝑣𝑣 Tx
compared to his previous state state𝐵𝐵𝑗𝑗 with serial number serial𝐵𝐵𝑗𝑗 .

Once Bob has created the proof zkp𝐵𝐵𝑗𝑗+1 , he sends the transaction commitment commTx , Alice’ and his serial numbers (serial𝑖𝑖𝐴𝐴 ,
𝐴𝐴 , state𝐵𝐵 ),
serial𝐵𝐵𝑗𝑗 ), both of their new state commitments (state𝑖𝑖+1
𝑗𝑗+1

𝐴𝐴 , zkp𝐵𝐵 ) to the central
and both zero-knowledge proofs (zkp𝑖𝑖+1
𝑗𝑗+1
bank.
The central bank then executes the transaction (step 3 ) by verifying both zero-knowledge proofs and checking that neither of the
serial numbers (serial𝑖𝑖𝐴𝐴 , serial𝐵𝐵𝑗𝑗 ) have been used in previous transactions. If this is the case, the central bank adds both serial numbers to
the set of used serial numbers, signs the two new state commitments
𝐴𝐴 , state𝐵𝐵 ) with their private key 𝑠𝑠𝑠𝑠 and sends the signa(state𝑖𝑖+1
𝐶𝐶
𝑗𝑗+1

Platypus Design

Platypus uses a hybrid between an account model and an e-cash
design, in which each participant is responsible for keeping track
of their own account state which is kept as objects similar to coins
in an e-cash system. However, in contrast to e-cash, where a client
usually has multiple coins that can be used in a transaction, a client
has a single account state which is consumed in every transaction
and a replaced with a new one. This account state is represented
by an account state commitment state𝑖𝑖 to the account balance bal𝑖𝑖
and to a serial number serial𝑖𝑖 . The account state commitment is
produced by a previous transaction and is signed by the central
bank. To sign these state commitments, the central bank uses its
secret key 𝑠𝑠𝑠𝑠𝐶𝐶 (corresponding to public key 𝑝𝑝𝑝𝑝𝐶𝐶 ). For enforcement
of regulatory policies, the account state may contain additional
information as described in Section 4.
Figure 2 shows how a transaction is processed in the normal
case where both the sender and recipient have already participated
in the system. In step 1 , Alice initiates a transaction, in which
she sends a value of 𝑣𝑣 Tx to the recipient, Bob, by creating a sender
account update. Alice creates a commitment, called transaction commitment, to the value 𝑣𝑣 Tx using a random blinding factor blindTx ,
denoted by commTx = comm(𝑣𝑣 Tx, blindTx ). She then creates a new
𝐴𝐴 that commits to a fresh pseudorandomly
state commitment state𝑖𝑖+1
𝐴𝐴 and
(based on her longterm key) chosen serial number serial𝑖𝑖+1
𝐴𝐴 = bal𝐴𝐴 − 𝑣𝑣 where bal𝐴𝐴 is the balance committed
a value bal𝑖𝑖+1
Tx
𝑖𝑖
𝑖𝑖
to in her current state commitment state𝑖𝑖𝐴𝐴 . Alice then creates a
𝐴𝐴 which proves that
non-interactive zero-knowledge proof zkp𝑖𝑖+1
she performed these steps correctly.
Note that, for this zero-knowledge proof, both the previous account state commitment state𝑖𝑖𝐴𝐴 and the central bank’s signature
are secret values, i.e. they are not revealed in this transaction. This
ensures that this transaction is not linkable to the previous transaction in which state𝑖𝑖𝐴𝐴 was created and which contains state𝑖𝑖𝐴𝐴 and
the bank’s signature. The zero-knowledge proof potentially also
needs to prove compliance with regulatory rules, if a regulation
mechanism as described in Section 4 is in place.
𝐴𝐴 , as well as the transaction
This zero-knowledge proof zkp𝑖𝑖+1
commitment commTx , the serial number of the old state serial𝑖𝑖𝐴𝐴 ,
𝐴𝐴 are then sent to
and the new account state commitment state𝑖𝑖+1
the recipient, Bob. Alice also provides the random value blindTx
required to open the commitment commTx , such that Bob can use
it to create a zero-knowledge proof for his own account update.
To complete the transaction (step 2 ), Bob then creates a creating a receiver account update, for which he proceeds similarly
to Alice, with the difference that his zero-knowledge proof zkp𝐵𝐵𝑗𝑗+1
reuses the transaction commitment commTx and proves that his

𝐴𝐴 = Sign(𝑠𝑠𝑠𝑠 , state𝐴𝐴 ) and 𝜎𝜎 𝐵𝐵
𝐵𝐵
tures 𝜎𝜎𝑖𝑖+1
𝐶𝐶
𝑖𝑖+1
𝑗𝑗+1 = Sign(𝑠𝑠𝑠𝑠𝐶𝐶 , state 𝑗𝑗+1 )
back to Bob, who checks if the signatures are valid and, if so, ac𝐴𝐴 to Alice, who
cepts the payment (step 4 ). Bob then forwards 𝜎𝜎𝑖𝑖+1
verifies the signature and updates her stored state information,
which completes the payment (step 5 ).
The central bank keeps a record of all recent (i.e., for some specified time interval chosen by the central bank) transactions, which
they publish in a publicly accessible way. In particular, for each
transaction, the bank publishes all values received from Bob, as well
as the bank’s signatures on the new account state commitments.
This allows Alice to check the set of recently published transactions
for the serial number of her old account state to find and receive
the transaction containing the signed new state commitments, even
if Bob does not forward this information to her. Note that the published set of transactions does not need to be ordered (in contrast to
a ledger or blockchain) and can be mirrored by arbitrary parties. To
enable efficient account backups and recovery, additional encrypted
(with a key of the owner) information about the contents of the
transaction can be included in the transaction. We describe backups
and account recovery in Appendix B.
The centralized design of Platypus also simplifies sharding, since
standard database sharding techniques can be used for checking
and updating the serial numbers of the used account states. We
describe the sharding potential in more detail in Appendix B.

3

PLATYPUS BASE TRANSACTION DETAILS

In this section, we describe the details of the base transactions
in Platypus, i.e., the creation of transactions without regulation
mechanisms. We defer the explanation of regulation mechanisms
to Section 4 to improve readability and to make the system design
easier to understand.
Platypus makes use of zero-knowledge proofs in its transactions.
These zero-knowledge proofs can be instantiated with different
proof techniques, but the statements that are proven are independent of these techniques. In Section 6, we implement and evaluate
Platypus using zk-SNARKs.
Some of these proof-techniques (including that by Groth [26]
used in our implementation) require a trusted setup to generate a
common reference string, which has been criticized in the context
of decentralized cryptocurrencies like Zcash, and extraordinary
efforts were made to keep it secure when Zcash was originally
launched [34]. It is important to note here that, at least in most
4
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Recipient

Sender

1

𝑣𝑣Tx , blindTx , commTx , serial𝐴𝐴 , state𝐴𝐴
𝐴𝐴
𝑖𝑖
𝑖𝑖+1 , zkp𝑖𝑖+1

2

𝐴𝐴
𝜎𝜎𝑖𝑖+1

5

Central Bank

commTx , serial𝑖𝑖𝐴𝐴 , state𝐴𝐴 ,
𝑖𝑖+1
𝐴𝐴
zkp𝑖𝑖+1
, serial𝐵𝐵𝑗𝑗 , state𝐵𝐵 , zkp𝐵𝐵
𝑗𝑗 +1

4

𝑗𝑗 +1

𝐴𝐴 , 𝜎𝜎 𝐵𝐵
𝜎𝜎𝑖𝑖+1
𝑗𝑗 +1

Public
Transaction Log
3
Tx

Figure 2: Platypus Base Transaction. 1 Transaction Initiation. The sender, Alice, creates the transaction commitment as
well as the proofs for the update of her account state commitment and sends all of this to the recipient Bob, together with
the blinding value of the transaction commitment. 2 Transaction Completion. Based on this, Bob creates the proofs for the
update of his account state commitment and sends the new account state commitments and both proofs to the central bank.
3 Transaction Execution. The central bank verifies the proofs, checks that the revealed serial numbers have not been used
before, and based on this either accepts or rejects the transaction. If the bank accepts, it signs the new account states and
sends the signatures back to Bob. Simultaneously, the central bank also publishes the full transaction (i.e. everything received
from Bob plus the new signatures) on a public transaction log. 4 Payment Acceptance. If the signatures are valid, Bob accepts
the payment and forwards the signature on Alice’ state to her, which completes the payment ( 5 Payment Completion.).
Blinding values could instead also be chosen randomly. However, using pseudorandom values for both simplifies the creation of backups
for an account (see Appendix B). If regulation is in place, users may
also need to register their identity with the regulator (see Section 4).
To create an enrollment transaction, 𝑈𝑈 derives pseudorandom
𝑈𝑈
𝑈𝑈
values serial𝑈𝑈
1 , blind1 from their secret key as serial1 = 𝑓𝑓𝑠𝑠𝑠𝑠𝑈𝑈 1 (0)
and blind𝑈𝑈
=
𝑔𝑔
(0)
and
uses
them
to
create
a
new
state commit𝑠𝑠𝑠𝑠𝑈𝑈 2
1
𝑈𝑈
𝑈𝑈
𝑈𝑈
ment state𝑈𝑈
1 = comm(serial1 , bal1 , blind1 ) for an account with
no balance, i.e., bal𝑈𝑈
1 = 0. 𝑈𝑈 then creates a non-interactive zeroknowledge proof zkp𝑈𝑈
1 which proves that the account state commitment corresponds to an account with balance zero, i.e., zkp𝑈𝑈
1
proves the following statement:
Given public value
state𝑈𝑈
1
I know secret values
𝑈𝑈
𝑠𝑠𝑠𝑠𝑈𝑈 1, serial1 , blind𝑈𝑈
1
such that
𝑈𝑈
=
comm(serial
,
0,
blind𝑈𝑈
state𝑈𝑈
1)
1
1

constructions including [26], a compromise of this trusted setup
does not affect the zero-knowledge property of the proofs. Instead it
“only” affects soundness, which in the context of digital currencies
allows the creation of money, but does not affect privacy. In our
context, i.e., a CBDC, the central bank is the entity that creates
money and is trusted for the integrity of the currency, which means
that it can therefore be trusted to perform the setup without any
additional assumptions. Of course, in practice, it could be preferable
to distribute the setup between multiple parties or to use a proof
system that does not require a trusted setup.

3.1

System Setup

To set up the system, the central bank creates a private/public key
pair (𝑠𝑠𝑠𝑠𝐶𝐶 , 𝑝𝑝𝑝𝑝𝐶𝐶 ) that is used for signing account state commitments
and publishes its public key 𝑝𝑝𝑝𝑝𝐶𝐶 . In addition, if a proof system
is used that requires the setup of a common reference string (see
above), the central bank runs the trusted setup procedure (possibly
in conjunction with other parties). In addition, the central bank
sets a parameter balmax which is a maximum limit on account balances to prevent value overflows and can be set to a value larger
than all realistic values for account balances. Similarly, the entity
responsible for regulation generates the parameters required by
the regulation, which we describe in Section 4.

serial𝑈𝑈
1 = 𝑓𝑓𝑠𝑠𝑠𝑠𝑈𝑈 1 (0)

𝑈𝑈
𝑈𝑈 then sends state𝑈𝑈
1 and zkp1 to the central bank. The bank
checks if the proof is correct and then signs the account state commitment state𝑈𝑈
1 and sends the signature back to 𝑈𝑈 .

User Enrollment. When a user 𝑈𝑈 enrolls in the system, they create
a secret key 𝑠𝑠𝑠𝑠𝑈𝑈 = (𝑠𝑠𝑠𝑠𝑈𝑈 1, 𝑠𝑠𝑠𝑠𝑈𝑈 2 ), consisting of two randomly chosen
keys 𝑠𝑠𝑠𝑠𝑈𝑈 1, 𝑠𝑠𝑠𝑠𝑈𝑈 2 . These keys can later be used to pseudorandomly
derive serial numbers and blinding values for their account states
using pseudorandom functions 𝑓𝑓𝑠𝑠𝑠𝑠𝑈𝑈 1 and 𝑔𝑔𝑠𝑠𝑠𝑠𝑈𝑈 2 . Pseudorandom serial numbers prevent possible attacks that could destroy funds [37].

3.2

Transaction Creation

Here, we describe how a transaction between a sender (Alice) and
a recipient (Bob) is created. We assume that clients keep all values secret unless mentioned otherwise and that they communicate
through secure channels.
5
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Alice’ current account state is represented by a commitment
state𝑖𝑖𝐴𝐴 = comm(serial𝑖𝑖𝐴𝐴 , bal𝑖𝑖𝐴𝐴 , blind𝑖𝑖𝐴𝐴 ), and similarly Bob’s current
account state is represented by state𝐵𝐵𝑗𝑗 = comm(serial𝐵𝐵𝑗𝑗 , bal𝐵𝐵𝑗𝑗 , blind𝐵𝐵𝑗𝑗 )
if he already has an account. In addition, both are in possession of a
signature from the central bank on their account state commitment,
denoted by 𝜎𝜎𝑖𝑖𝐴𝐴 = Sign(𝑠𝑠𝑠𝑠𝐶𝐶 , state𝑖𝑖𝐴𝐴 ) and 𝜎𝜎 𝐵𝐵𝑗𝑗 = Sign(𝑠𝑠𝑠𝑠𝐶𝐶 , state𝐵𝐵𝑗𝑗 ),
respectively. The commitment can be created using any hiding and
binding commitment scheme. The steps correspond to the steps
shown in Figure 2.

such that
True = Vrfy(𝑝𝑝𝑝𝑝𝐶𝐶 , comm(serial𝐵𝐵𝑗𝑗 , bal𝐵𝐵𝑗𝑗 , blind𝐵𝐵𝑗𝑗 ), 𝜎𝜎 𝐵𝐵𝑗𝑗 )

commTx = comm(𝑣𝑣 Tx, blindTx )

state𝐵𝐵𝑗𝑗+1 = comm(serial𝐵𝐵𝑗𝑗+1, bal𝐵𝐵𝑗𝑗+1, blind𝐵𝐵𝑗𝑗+1 )
balmax ≥ bal𝐵𝐵𝑗𝑗+1

bal𝐵𝐵𝑗𝑗+1 = bal𝐵𝐵𝑗𝑗 + 𝑣𝑣 Tx

serial𝐵𝐵𝑗𝑗+1 = 𝑓𝑓𝑠𝑠𝑠𝑠𝐵𝐵1 (serial𝐵𝐵𝑗𝑗 )

𝐴𝐴 , zkp𝐴𝐴 ,
(iii) Finally, Bob sends the values commTx , serial𝑖𝑖𝐴𝐴 , state𝑖𝑖+1
𝑖𝑖+1
𝐵𝐵
𝐵𝐵
𝐵𝐵
serial 𝑗𝑗 , state 𝑗𝑗+1 , zkp 𝑗𝑗+1 to the central Bank.

1 Transaction Initiation:
(i) To create a transaction to Bob with value 𝑣𝑣 Tx , Alice chooses
a fresh random value blindTx and creates a commitment
commTx = comm(𝑣𝑣 Tx, blindTx ).
𝐴𝐴 , blind𝐴𝐴
(ii) Alice also derives pseudorandom values serial𝑖𝑖+1
𝑖𝑖+1
𝐴𝐴 = 𝑓𝑓
𝐴𝐴
𝐴𝐴
from her secret key as serial𝑖𝑖+1
𝑠𝑠𝑠𝑠𝐴𝐴1 (serial𝑖𝑖 ) and blind𝑖𝑖+1 =
𝐴𝐴 =
𝑔𝑔𝑠𝑠𝑠𝑠𝐴𝐴2 (blind𝑖𝑖𝐴𝐴 ) and creates a new account state state𝑖𝑖+1
𝐴𝐴 , bal𝐴𝐴 − 𝑣𝑣 , blind𝐴𝐴 ).
comm(serial𝑖𝑖+1
Tx
𝑖𝑖
𝑖𝑖+1
(iii) Alice then creates a non-interactive zero-knowledge proof
𝐴𝐴 that proves the following statement:
zkp𝑖𝑖+1
Given public values

3 Transaction Execution:
(i) The central Bank checks that none of the serial numbers
serial𝑖𝑖𝐴𝐴 , serial𝐵𝐵𝑗𝑗 appear in its stored set of previously used

𝐴𝐴 ,
serial numbers and that both zero-knowledge proofs zkp𝑖𝑖+1
𝐵𝐵
zkp 𝑗𝑗+1 verify. If this is not the case, then the central bank
rejects the transaction and informs Bob.
(ii) Otherwise, the central bank accepts the transaction and
adds both serial numbers to the set of previously used se𝐴𝐴 =
rial numbers, signs the new state commitments as 𝜎𝜎𝑖𝑖+1
𝐴𝐴 ) and 𝜎𝜎 𝐵𝐵 = Sign(𝑠𝑠𝑠𝑠 , state𝐵𝐵 ) and sends
Sign(𝑠𝑠𝑠𝑠𝐶𝐶 , state𝑖𝑖+1
𝐶𝐶
𝑗𝑗+1
𝑗𝑗+1
them to Bob. In addition, the central bank publishes the trans𝐴𝐴 and 𝜎𝜎 𝐵𝐵 )
action (i.e., all values received from Bob plus 𝜎𝜎𝑖𝑖+1
𝑗𝑗+1
on a publicly available log.

𝐴𝐴
, balmax, 𝑝𝑝𝑝𝑝𝐶𝐶
serial𝑖𝑖𝐴𝐴 , commTx, state𝑖𝑖+1

I know secret values
𝐴𝐴
𝐴𝐴
𝐴𝐴
𝑠𝑠𝑠𝑠𝐴𝐴1, bal𝑖𝑖𝐴𝐴 , bal𝑖𝑖+1
, blind𝑖𝑖𝐴𝐴 , 𝜎𝜎𝑖𝑖𝐴𝐴 , 𝑣𝑣 Tx, blindTx, serial𝑖𝑖+1
, blind𝑖𝑖+1

4 Payment Acceptance: Bob checks that the signatures received
from the central bank are valid, accepts the payment and stores
𝐴𝐴 to
𝜎𝜎 𝐵𝐵𝑗𝑗+1 to update his account if this is the case, and forwards 𝜎𝜎𝑖𝑖+1
Alice. Otherwise, he rejects the payment and informs Alice.

such that
True = Vrfy(𝑝𝑝𝑝𝑝𝐶𝐶 , comm(serial𝑖𝑖𝐴𝐴 , bal𝑖𝑖𝐴𝐴 , blind𝑖𝑖𝐴𝐴 ), 𝜎𝜎𝑖𝑖𝐴𝐴 )

commTx = comm(𝑣𝑣 Tx, blindTx )

5 Payment Completion: Alice checks that the signature received
from Bob is valid. Otherwise, or if she has not received a signature
from Bob after a timeout, she inspects the central bank’s public
transaction log to retrieve the transaction and the signature on her
𝐴𝐴 to update her
new account state commitment. She then stores 𝜎𝜎𝑖𝑖+1
account and the payment is completed.

𝐴𝐴
𝐴𝐴
𝐴𝐴
𝐴𝐴
state𝑖𝑖+1
= comm(serial𝑖𝑖+1
, bal𝑖𝑖+1
, blind𝑖𝑖+1
)
𝐴𝐴
balmax ≥ bal𝑖𝑖+1

𝐴𝐴
bal𝑖𝑖+1
= bal𝑖𝑖𝐴𝐴 − 𝑣𝑣 Tx

𝐴𝐴
serial𝑖𝑖+1
= 𝑓𝑓𝑠𝑠𝑠𝑠𝐴𝐴1 (serial𝑖𝑖𝐴𝐴 )
𝐴𝐴 , zkp𝐴𝐴
(iv) Alice then sends 𝑣𝑣 Tx, blindTx , commTx , serial𝑖𝑖𝐴𝐴 , state𝑖𝑖+1
𝑖𝑖+1
to Bob.

4

REGULATION IN PLATYPUS

As described in Section 2.1, a CBDC requires the possibility to
2 Transaction Completion:
enforce regulatory policies. In particular, a CBDC should enable
rules that ensure the financial stability of a system, e.g., to prevent
(i) After receiving the partial transaction from Alice, Bob debank runs, as well as rules that allow enforcement of anti-moneyrives pseudorandom values serial𝐵𝐵𝑗𝑗+1, blind𝐵𝐵𝑗𝑗+1 from his selaundering legislation or allow the detection of tax evasion [5, 8].
𝐵𝐵
𝐵𝐵
𝐵𝐵
𝐵𝐵
cret key as serial 𝑗𝑗+1 = 𝑓𝑓𝑠𝑠𝑠𝑠𝐵𝐵1 (serial 𝑗𝑗 ) and blind 𝑗𝑗+1 = 𝑔𝑔𝑠𝑠𝑠𝑠𝐵𝐵2 (blind 𝑗𝑗 )
The design of Platypus explicitly simplifies the implementation
𝐵𝐵
and uses them to create a new account state state 𝑗𝑗+1 =
of such compliance policies through its account-based design. This
account-based design allows storing additional information within
comm(serial𝐵𝐵𝑗𝑗+1, bal𝐵𝐵𝑗𝑗 + 𝑣𝑣 Tx, blind𝐵𝐵𝑗𝑗+1 ).
an account state, which enables efficient zero-knowledge proofs
(ii) If Bob already has an account, Bob creates a non-interactive
through which the account holder can prove compliance with a
zero-knowledge proof zkp𝐵𝐵𝑗𝑗+1 that, similar to Alice’ proof
given rule. In particular, it improves efficiency over previous de(with the difference of proving that his balance increased by
signs such as that of Garman et al. [23] that require proofs over the
the transaction value), proves the following statement:
state of the whole system (inclusion of several UTXO in a Merkle
Given public values
tree) instead of a proof of a signature. In contrast to the design by
𝐵𝐵
𝐵𝐵
serial 𝑗𝑗 , commTx, state 𝑗𝑗+1, balmax, 𝑝𝑝𝑝𝑝𝐶𝐶
Garman et al., which only allows proofs on the state of the sender,
it also allows proofs about the state of the recipient. In addition, it
I know secret values
improves privacy compared to designs like PRCash [42] that require
𝑠𝑠𝑠𝑠𝐵𝐵1, bal𝐵𝐵𝑗𝑗 , bal𝐵𝐵𝑗𝑗+1, blind𝐵𝐵𝑗𝑗 , 𝜎𝜎 𝐵𝐵𝑗𝑗 , 𝑣𝑣 Tx, blindTx, serial𝐵𝐵𝑗𝑗+1, blind𝐵𝐵𝑗𝑗+1
linking several transactions together for efficiency.
6
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In this section, we describe a generic framework for enabling
such regulatory policies. In Appendix A, we describe in detail two
examples for such policies that are in line with the goals of a CBDC
as stated by several central banks [8]. Namely, the first example puts
limits on how much currency a user can hold without declaring
it to authorities. The second example limits how much currency
a user can receive anonymously within a given time period. The
goals of this second example are similar to that of the anonymity
vouchers as proposed by the European Central Bank [20] as well as
the previous proposals by Garman et al. [23] and Wüst et al. [42]. In
Appendix A, we also show that our regulation mechanism ensures
compliance with the enforced policies.

4.1

Structure of regulated transactions. For the enforcement of
some regulatory rules, it can be useful to keep track of information involving the user’s transaction history, which then allows
the user to create proofs involving this information when creating
a transaction. To enable this, such auxiliary information can be
committed to in the account state commitment of the user. The
account state of a user 𝑈𝑈 is thus represented by a commitment
𝑈𝑈
𝑈𝑈
𝑈𝑈
𝑈𝑈
𝑈𝑈
state𝑈𝑈
𝑖𝑖 = comm(serial𝑖𝑖 , bal𝑖𝑖 , 𝑝𝑝𝑝𝑝𝑈𝑈 , aux𝑖𝑖 , blind𝑖𝑖 ) where aux𝑖𝑖 denotes the required auxiliary information.
The zero-knowledge proof of the base protocol (see Section 3), is
then extended such that the user also proves in zero-knowledge that
they comply with the regulation rules. This includes proving that
they know a private identity for which they have a certificate from
the regulator. The regulator can require the user to disclose some
information (e.g., the user’s identity, balance, transaction value etc.)
under certain specified conditions. We denote the computation of
this information with a function RegInfo which takes the user’s
state information as input and either outputs either a fixed dummy
value (if the condition is not triggered) or the information that
is required to be disclosed (if the condition is triggered), e.g., the
user’s identity 𝑝𝑝𝑝𝑝𝑈𝑈 and account balance bal𝑈𝑈
𝑖𝑖+1 .
The user encrypts the output of this function with the regula𝑈𝑈 and
tor’s public encryption key 𝑝𝑝𝑝𝑝𝑅𝑅𝑅𝑅 , resulting in a ciphertext 𝐸𝐸𝑖𝑖+1
proves that the computation of RegInfo and the encryption was
correctly performed. Encrypting a dummy value if the transaction
is fully compliant ensures that all transactions are indistinguishable to parties other than the regulator independent of triggering
𝑈𝑈 is sent to the bank as part of
the condition. The ciphertext 𝐸𝐸𝑖𝑖+1
the transaction, which forwards it to the regulator, who can then
decrypt it (and discard it, if it is the dummy value).
Below, we show the general structure of the updated proof statement for regulated transactions. The function updateAux is used to
update the auxiliary information aux and the function checkOther
is a predicate that can contain additional checks that would cause
the generation of the proof to fail. E.g., this could be used to impose
hard limits on the amount that a user can hold in their account (see
Appendix A). These functions, as well as RegInfo are dependent
on the policies that are enforced. All of these functions can also
depend on additional public information aux𝑝𝑝𝑝𝑝𝑝𝑝 such as the current
date. To improve readability, the differences to the proof of the base
transaction (see Section 3.2) are shown in purple.
Given public values
𝑈𝑈
𝑈𝑈
serial𝑈𝑈
𝑖𝑖 , commTx , state𝑖𝑖+1 , 𝐸𝐸𝑖𝑖+1 , balmax , 𝑝𝑝𝑝𝑝𝐶𝐶 , 𝑝𝑝𝑝𝑝𝑅𝑅𝑅𝑅 , 𝑝𝑝𝑝𝑝𝑅𝑅𝑅𝑅 , aux𝑝𝑝𝑝𝑝𝑝𝑝
I know secret values
𝑈𝑈
𝑠𝑠𝑠𝑠𝑈𝑈 , 𝑝𝑝𝑝𝑝𝑈𝑈 , 𝜎𝜎𝑅𝑅𝑈𝑈 , 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 aux𝑈𝑈
𝑖𝑖 , aux𝑖𝑖+1

Regulation Framework

Meaningful compliance rules need to be bound to a recognized identity. Otherwise, a user could establish a large number of pseudonymous identities to circumvent these rules. This requires an entity
responsible for establishing these identities.
In addition, many practical rules do not simply prevent someone
from taking an action but instead require them to disclose information under certain conditions. We therefore also assume the existence of a government agency that is responsible for receiving such
information and operating on it, e.g., within the legal system. For
simplicity, we assume that these roles are taken on by a single entity
that we call the regulator. However, in practice, the responsibilities
could be split, e.g., one entity could be responsible for establishing
identities and a separate agency could hold the responsibility for
each compliance rule. As part of the system setup, the regulator
creates one key pair for issuing certificates (𝑠𝑠𝑠𝑠𝑅𝑅𝑅𝑅 , 𝑝𝑝𝑝𝑝𝑅𝑅𝑅𝑅 ), another
key pair that is used for encryption (𝑠𝑠𝑠𝑠𝑅𝑅𝑅𝑅 , 𝑝𝑝𝑝𝑝𝑅𝑅𝑅𝑅 ), and publishes
both public keys.
Enrollment. To enable regulation, users need to explicitly enroll
in the system and establish identities. To do this, and to later be
able to prove their identity, each user 𝑈𝑈 generates a random secret
value, called secret identity 𝑠𝑠𝑠𝑠𝑈𝑈 from which their public identity
𝑝𝑝𝑝𝑝𝑈𝑈 = PubID(𝑠𝑠𝑠𝑠𝑈𝑈 ) is derived, i.e., essentially a private/public key
pair with the sole purpose of identifying the user. The user then
needs to receive a certificate 𝜎𝜎𝑅𝑅𝑈𝑈 = Sign(𝑠𝑠𝑠𝑠𝑅𝑅𝑅𝑅 , (𝑝𝑝𝑝𝑝𝑈𝑈 , 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝)), i.e.,
a signature from the regulator on the user’s public identity, as well
as potentially some other individual parameters (𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝) that can
be used for different rules on an individual basis. For example, the
certificate could contain a holding limit that is individual to each
user. This can be useful to, e.g., allow retail businesses to hold a
larger amount of currency than users can hold in private accounts.
To issue this certificate, the user proves knowledge of the secret identity corresponding to their public identity 𝑝𝑝𝑝𝑝𝑈𝑈 , which is
then, together with the individual regulation parameters 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝,
signed by the regulator after confirming the real identity of the user
(e.g., by the user physically going to an office of the responsible
government agency). The user’s certificate and secret identity can
then later be used in zero-knowledge proofs for anonymous identification. To ensure that this identity cannot be used for multiple
accounts, the public identity is always included in the account state
commitment and the user proves equality of the public identities
committed to in the old and new state commitments.

𝑈𝑈
𝑈𝑈 𝑈𝑈
𝑈𝑈
𝑈𝑈
𝑠𝑠𝑠𝑠𝑈𝑈 1, bal𝑈𝑈
𝑖𝑖 , bal𝑖𝑖+1 , blind𝑖𝑖 , 𝜎𝜎𝑖𝑖 , 𝑣𝑣 Tx , blindTx , serial𝑖𝑖+1 , blind𝑖𝑖+1
such that
𝑈𝑈
𝑈𝑈
𝑈𝑈
𝑈𝑈
True = Vrfy(𝑝𝑝𝑝𝑝𝐶𝐶 , comm(serial𝑈𝑈
𝑖𝑖 , bal𝑖𝑖 , 𝑝𝑝𝑝𝑝𝑈𝑈 , aux𝑖𝑖 , blind𝑖𝑖 ), 𝜎𝜎𝑖𝑖 )

commTx = comm(𝑣𝑣 Tx, blindTx )

𝑈𝑈
𝑈𝑈
𝑈𝑈
𝑈𝑈
state𝑈𝑈
𝑖𝑖+1 = comm(serial𝑖𝑖+1 , bal𝑖𝑖+1 , 𝑝𝑝𝑝𝑝𝑈𝑈 , aux𝑖𝑖+1 , blind𝑖𝑖+1 )

balmax ≥ bal𝑈𝑈
𝑖𝑖+1

𝑈𝑈
bal𝑈𝑈
𝑖𝑖+1 = bal𝑖𝑖 + 𝑣𝑣 Tx

𝑈𝑈
serial𝑈𝑈
𝑖𝑖+1 = 𝑓𝑓𝑠𝑠𝑠𝑠𝑈𝑈 1 (serial𝑖𝑖 )
7

𝑝𝑝𝑝𝑝𝑈𝑈 = PubID(𝑠𝑠𝑠𝑠𝑈𝑈 )
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True = Vrfy(𝑝𝑝𝑝𝑝𝑅𝑅𝑅𝑅 , (𝑝𝑝𝑝𝑝𝑈𝑈 , 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝), 𝜎𝜎𝑅𝑅𝑈𝑈 )

aux𝑈𝑈
𝑖𝑖+1
𝑈𝑈
𝐸𝐸𝑖𝑖+1

=
=

𝑈𝑈
updateAux(aux𝑈𝑈
𝑖𝑖 , aux𝑝𝑝𝑝𝑝𝑝𝑝 , 𝑝𝑝𝑝𝑝𝑈𝑈 , 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑝𝑝 Tx , bal𝑖𝑖+1 )
𝑈𝑈
Enc(𝑝𝑝𝑝𝑝𝑅𝑅𝑅𝑅 , RegInfo(aux𝑖𝑖 , aux𝑝𝑝𝑝𝑝𝑝𝑝 , 𝑝𝑝𝑝𝑝𝑈𝑈 , 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑝𝑝 Tx, bal𝑈𝑈
𝑖𝑖+1 ))
𝑈𝑈
checkOther(aux𝑈𝑈
𝑖𝑖 , aux𝑝𝑝𝑝𝑝𝑝𝑝 , 𝑝𝑝𝑝𝑝𝑈𝑈 , 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑝𝑝 Tx , bal𝑖𝑖+1 )

True =
Depending on the type of compliance rule in place, not all parts
are necessary. For example, a holding limit (see Appendix A) does
not require committing to any auxiliary data aux𝑈𝑈
𝑖𝑖 . We show the
proof statement for a recipient here, but this can be equally applied to the sender (with the only difference being an increase
vs. decrease of the balance). Two example policies that illustrate
regulation proofs are discussed in Appendix A.

5

SECURITY ANALYSIS

Claim 5.1 (Transaction Unforgeability). No computationally bounded
adversary A without access to the simulation trapdoor of the zeroknowledge proof system can win the transaction forgery game with
non-negligible probability.

In this section, we analyze the security of Platypus, in particular
its integrity and privacy guarantees.

5.1

Proof Sketch. Assume such an adversary A exists. Then there are
two possible cases to distinguish: Either 1) the adversary forges a
valid account update for the sender that is not part of any transaction in 𝑄𝑄, or 2) he reuses a valid sender account update from a
transaction Tx𝑄𝑄 ∈ 𝑄𝑄.
In Case 1, A either a) creates a valid account update for an account not controlled by A without knowing the respective secret
values, b) gains knowledge of the secret values, or c) creates a valid
account update for a non-existing account.
In case 1a), A must be able to create a zero-knowledge proof that
is accepted by the central bank without knowing the secrets, thus
violating our assumption that the zero-knowledge proof system
is sound. In 1b) A must be able to compute the sender’s secret
values based on previously seen transactions, in particular also
the blinding value used to create the previous account state. Since
this blinding value is only used for the account state commitment,
which is never opened, such an adversary could be used to distinguish commitments to two different pairs of serial numbers and
account balances, which violates our assumption that the commitment scheme is hiding.
In case 1c), A either needs to produce a signature from the central bank on a forged account state commitment or they need to
produce a proof of knowledge of such a signature without having knowledge of it. If A can produce either of them, then this
adversary A can also be used to either break soundness of the
zero-knowledge proof system or to win the signature forgery game,
which violates our assumptions.
Now consider case 2. Then A either a) does not control the
recipient account for the transaction Tx𝑄𝑄 from 𝑄𝑄, or b) controls the
recipient account for Tx𝑄𝑄 . In case 2a) A does not know the blinding
value used to create the transaction commitment and needs to either
′ ∈ 𝑄𝑄 for which the transaction commitment
find a transaction Tx𝑄𝑄
is the same as in Tx𝑄𝑄 (to reuse its recipient state update) which is
negligible, or A needs to create a recipient account update that uses
the transaction commitment from Tx𝑄𝑄 which is analogous to case 1.
In case 2b) A controls the recipient account of Tx𝑄𝑄 and therefore needs to create a transaction Tx ′ with a different recipient
account update that changes the transaction value. In this case, the
adversary knows the blinding value used to create the transaction

Transaction Integrity

We first discuss the integrity of our system. Since Platypus is a digital currency system, this entails that only authorized parties should
be able to spend funds or create funds and funds should not be
spendable more than once. In particular, the system should provide
transaction unforgeability and balance invariance. We define these
two properties below and show that our system provides them.
Transaction unforgeability essentially ensures that only authorized parties can create transactions that spend their respective
funds and that the transaction values and intended recipients cannot be changed by an adversary. Balance invariance ensures that an
adversary cannot spend funds multiple times or increase the supply
of the currency. We capture the first of these properties with the
following transaction forgery game:
Definition 5.1 (Transaction Forgery Game). Given our system,
the game consists of an interaction between an adversary A and
a challenger C with access to an oracle O that simulates honest
parties in the system. The game proceeds as follows:
(1) C initializes the system with a security parameter 𝜆𝜆, which
is used by the system to in turn initialize all used primitives,
such as the signature scheme or the zero-knowledge proof
system. C also initializes the oracle O.
(2) A can then generate arbitrary private keys and associated
accounts with a balance chosen by A, which O enrolls in the
system by signing the associated account state commitments.
(3) A can also ask O to initialize additional clients with balances chosen by A. O initializes them with the specified
balance by signing an according account state commitment
and then sends the signed account state commitment and
serial number for each of them to the adversary.
(4) A can use his accounts to create arbitrary transactions, interact arbitrarily (i.e. send or receive transactions) with any
account managed by the oracle, or can ask the oracle to create
transactions between accounts managed by the oracle which
are created and forwarded to the adversary. All transactions
created in interaction with O are added to a query set 𝑄𝑄.
(5) For each of these transactions, the adversary can then decide
to submit them to O for execution, where O acts as central

bank, performs the same checks as the central bank and
either accepts or rejects the transaction.
(6) The adversary wins the game if they can create a transaction
that is accepted by the oracle (simulating the central bank)
in the transaction execution step that does not appear in the
query set 𝑄𝑄 and is either
• a transaction in which A controls neither the sender nor
the recipient account
• a transaction in which A controls the recipient account,
but not the sender account and no transaction with the
same sender serial number and the same transaction value,
and for which the adversary controls the recipient account,
exists in 𝑄𝑄
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commitment since he controls the recipient account used in Tx𝑄𝑄 .
However, since the commitment scheme is binding, A cannot open
the commitment to any value other than the originally committed
value, and since we assume the proof system to be sound, A can
therefore not create any recipient account update that changes the
recipient’s balance by any other value. Thus, A cannot create any
such transaction Tx ′ without violating either the binding property
of the commitment scheme or soundness of the proof system.
Since all possible cases violate at least one assumption, Platypus
provides transaction unforgeability.
□

is decreased and the transaction does not increase the total amount
of funds available in the system.
□

5.2

Transaction Privacy

Here, we consider the privacy guarantees provided by Platypus.
In particular, we consider privacy towards parties other than the
regulator and show that accepted transactions in our system are
indistinguishable. In Appendix A we discuss what additional information the regulator receives. We do not consider network-level
attacks on anonymity here, as they are out of scope of this paper,
but we provide a short discussion of such attacks in Appendix B.
We capture the privacy guarantees with the following transaction
indistinguishability game:

Claim 5.2 (Balance Invariance). No computationally bounded adversary without access to the simulation trapdoor of the zero-knowledge
proof system can create a transaction that increases the available
funds in the system or spends funds more than once.

Definition 5.2 (Transaction Indistinguishability Game). Given our
system, the game consists of an interaction between an adversary
A and a challenger C with access to an oracle O that simulates
honest parties in the system. The game proceeds as follows:

Proof Sketch. There are multiple cases to distinguish. An adversary
can either 1) attempt to use the same sender account state in multiple transactions, 2) attempt to use a sender account state that
never resulted from a transaction accepted by the central bank, or
3) attempt to create a transaction that increases the balance of the
recipient by more than it decreases the balance of the sender.
First, let us consider the case where an adversary attempts to
use the same account state multiple times as sender in a transaction. Similar to traditional e-cash schemes like [14] as well as
Zerocash [38], double spending is prevented using serial numbers
that uniquely define an account state and can only be used once.
Once the serial number serial𝑖𝑖𝐴𝐴 has been revealed for one account
state commitment state𝑖𝑖𝐴𝐴 , the same account state can no longer
be used for future updates, since reusing the account state would
require proving that the same account state commitment opens to
a different serial number serial ′𝐴𝐴
𝑖𝑖 . If the adversary can create such a
proof, then either the proof system is not sound or the commitment
scheme used to create the state commitment is not binding, both
of which contradict our assumptions. No client can therefore use
the same account state for more than one transaction.
Now consider the case where an adversary creates a transaction
that uses a sender account state that has never been the result of a
transaction accepted by the central bank. This would immediately
allow the adversary to win the transaction forgeability game and
thus violates at least one of our assumptions.
Lastly, consider the case where an adversary attempts to create
a transaction that increases the account balance of the receiver
by more than the value subtracted from the account balance of
the sender. Since the value of each transaction is committed to
using the transaction commitment commTx , which is created using a hiding and binding commitment scheme, no computationally
bounded party can open the commitment to a transaction value
other than what was committed to originally. Since the proof of the
transaction sender proves that their account balance was decreased
by exactly the committed value and the proof of the transaction
recipient proves that their balance was increased by exactly this
value, any adversary that could increase the recipients balance by
a different value could be used to either break soundness of the
zero-knowledge proof system or to break the binding property of
the commitment scheme. Thus, the account balance of the recipient
is increased by exactly the amount that the balance of the sender

(1) C initializes the system with a security parameter 𝜆𝜆, which
is used by the system to in turn initialize all used primitives,
such as the signature scheme or the zero-knowledge proof
system. C also initializes the oracle O.
(2) A can then generate arbitrary private keys and associated
accounts with a balance chosen by A, which O enrolls in the
system by signing the associated account state commitments.
(3) A can also ask O to initialize additional clients with balances
chosen by A. O initializes them with the specified balance
by signing an according account state commitment and then
sends the state commitment and serial number for each of
them to the adversary.
(4) A can use his accounts to create arbitrary transactions, interact arbitrarily (i.e. send or receive transactions) with any
account managed by the oracle, or can ask the oracle to create transactions between accounts managed by the oracle
which are created and if they result in a valid transaction,
they are executed (i.e. the states of the involved parties are
updated) and forwarded to the adversary.
(5) In the challenge phase, A chooses parameters (i.e. sender, recipient, value) for two transactions Tx0 and Tx1 , such that the
adversary controls neither the sender nor the recipient account and the transaction value does not exceed the sender’s
balance and sends these parameters to C.
(6) C chooses a bit 𝑏𝑏 ∈ {0, 1} u.a.r., executes the transaction Tx𝑏𝑏
and sends the resulting transaction to A
(7) A then outputs a bit 𝑏𝑏 ′ and wins the game if 𝑏𝑏 = 𝑏𝑏 ′

Claim 5.3 (Transaction Indistinguishability). No computationally
bounded adversary A can win the transaction indistinguishability
game with non-negligible advantage.

Proof Sketch. As stated in Section 2.2, we assume that all used cryptographic primitives are secure according to their respective notions.
In particular this includes that the pseudorandom function is indistinguishable from a truly random function, the commitments to
different values are indistinguishable, the zero-knowledge proof system provides zero-knowledge (i.e. we have access to a simulation oracle S that can simulate indistinguishable proofs for any statement),
and that the encryption scheme provides CPA-indistinguishability.
9

115

CBDC Think Tank

We now show that no efficient adversary A can succeed in
winning the game with non-negligible advantage using a hybrid argument. To that end consider two set of distributions 𝑇𝑇00,𝑇𝑇01, . . . ,𝑇𝑇09
and 𝑇𝑇10,𝑇𝑇11, . . . ,𝑇𝑇19 for the challenge transactions Tx0 and Tx1 , respectively in which we gradually replace fields in the transactions
through an idealized version. That is, 𝑇𝑇𝑘𝑘0 (for 𝑘𝑘 ∈ {0, 1}) is the
distribution for the real transaction Tx𝑘𝑘 , 𝑇𝑇𝑘𝑘1 replaces the sender
𝐴𝐴 with a simulated proof (from S), 𝑇𝑇 2
zero-knowledge proof zkp𝑖𝑖+1
𝑘𝑘
additionally replaces the sender serial number serial𝑖𝑖𝐴𝐴 with the
output of a truly random function, 𝑇𝑇𝑘𝑘3 also replaces the sender’s
𝐴𝐴 with a commitment to randomly chostate commitment state𝑖𝑖+1
sen account parameters, and 𝑇𝑇𝑘𝑘4 replaces the encrypted regulation
𝐴𝐴 with the encryption of a random value. The same
information 𝐸𝐸𝑖𝑖+1
is repeated for the recipient’s part of the transactions for the distributions 𝑇𝑇𝑘𝑘5, . . . ,𝑇𝑇𝑘𝑘8 , and finally 𝑇𝑇𝑘𝑘9 also replaces the transaction
commitment 𝑐𝑐 Tx with a commitment to a random value.
𝑇𝑇09 and 𝑇𝑇19 are therefore distributions in which all fields in the
transaction have been replaced with random values (sampled according to the distribution resulting from truly random inputs to
the respective functions) and the zero-knowledge proofs are simulated based on these random values. A special case is the serial
number, which is replaced by the output of a truly random function
with a previous serial number as input. However, since all previous
serial numbers are unique for transactions accepted by the central
bank, the output is also truly random. Therefore 𝑇𝑇09 and 𝑇𝑇19 are the
same distributions and thus indistinguishable for any adversary.
Assume that we have an arbitrary adversary A that wins our
game with non-negligible advantage, i.e., that can successfully dis0 and 𝑇𝑇 0 . Thus, for some non-negligible function 𝑝𝑝, we
tinguish
1 
 𝑇𝑇


0
have Pr A (𝑇𝑇00 ) = 1 − Pr A (𝑇𝑇10 ) = 1  ≥ 𝑝𝑝 (𝜆𝜆). Due to the triangle inequality, we also have:

their funds by a third party. For example, Ruffing et al. [37] described an attack on Zerocoin [31], in which an attacker invalidates
coins from another user by creating and immediately spending
coins with the same serial number as that of an honest user, which
prevents the honest user from using their funds. Since Platypus
also uses serial numbers to prevent double-spending, we need to
consider similar attacks. In particular, we make the following claim:
Claim 5.4. No computationally bounded adversary can invalidate
the account state of another client.
Proof Sketch. First, note that in order to prevent a client from creating a transaction that updates their account state, either some
information necessary to create the account state update needs to
be withheld from the client, or the adversary needs to cause the
central bank to reject the transaction. We assume that the client
does not lose access to their long term keys and private information
and thus they can always retrieve all necessary information from
the central bank’s transaction log.
Since the central bank will always accept a valid transaction
unless it reuses a previously seen serial number, the adversary can
only make the central bank reject an account update from a client
by creating a transaction that uses the same serial number as used
by the honest client (as in [37]).
To invalidate a user’s account state with serial number serial𝑈𝑈
𝑖𝑖 ,
the adversary needs to create an account update that reveals the
same serial number and they need to prove that this serial number
was committed to in a valid state commitment for which they know
the corresponding secret key. Thus, the adversary needs to create a
series of account states that at some point results in the same serial
′
number serial𝑈𝑈
𝑖𝑖 , i.e. they need to find a secret key 𝑠𝑠𝑠𝑠 and an index
◦𝑗𝑗
◦𝑖𝑖 (0) (where 𝑓𝑓 ◦𝑘𝑘 is the 𝑘𝑘-times
𝑗𝑗, such that 𝑓𝑓𝑠𝑠𝑠𝑠 ′ (0) = serial𝑈𝑈
=
𝑓𝑓
𝑥𝑥
𝑖𝑖
𝑠𝑠𝑠𝑠𝑈𝑈 1
iterated composition of 𝑓𝑓𝑥𝑥 and 𝑘𝑘 is bounded by an arbitrary but
fixed value 𝑛𝑛 (polynomial in the security parameter)).
Since 𝑓𝑓𝑥𝑥 is a pseudorandom function, so is ℎ (𝑥𝑥𝑥𝑥𝑥) = 𝑓𝑓𝑥𝑥◦𝑘𝑘 for a randomly chosen key (𝑥𝑥𝑥𝑥𝑥) where 𝑘𝑘 ∈ Z𝑛𝑛+ (by induction). A successful
adversary as described above would therefore need to find a key
for the pseudorandom function family ℎ that produces the given
input/output pair which is infeasible.
□
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6 EVALUATION
6.1 Implementation

 



+ Pr A (𝑇𝑇09 ) = 1 − Pr A (𝑇𝑇19 ) = 1 
𝑖𝑖=1

We implemented Platypus using the gnark[1] library for the zeroknowledge proofs with the BN256 curve and the Groth16 proof
system [26]. Our implementation covers benchmarks for the creation and verification of the zero-knowledge proofs, as well as a
simple ‘end-to-end’ system to measure throughput.
For the signatures and commitments, we use the gadgets as provided by the library for EdDSA [10] signatures and MiMC [4] hashes.
Our prototype also uses MiMC for the pseudorandom function to
generate serial numbers. Blinding values for commitments are randomly chosen in our prototype. To provide public key encryption
for our regulation mechanism, our implementation uses Elgamal
encryption [18]. Our implementation covers the base transaction as
well as transactions with two regulation enforcement rules. These
rules can be toggled individually and put limits on the amount of
money that can be received within a given time interval or held in

Since the last term is zero (as 𝑇𝑇09 and 𝑇𝑇19 are the same distribution),
  at least one of the other terms
 must be non-negligible,


i.e. Pr A (𝑇𝑇𝑘𝑘𝑖𝑖−1 ) = 1 − Pr A (𝑇𝑇𝑘𝑘𝑖𝑖 ) = 1  ≥ 𝑝𝑝 ′ (𝜆𝜆) for some 𝑖𝑖 ∈
{1, . . . , 9}, 𝑘𝑘 ∈ {0, 1} and some non-negligible function 𝑝𝑝 ′ . Since
the only difference between these two distributions is that one of
them replaces one of the fields with a value that is indistinguishable (according to the respective notion of the used primitive), this
leads to a contradiction. Therefore, Platypus provides transaction
indistinguishability.
□

5.3

Availability of Funds

While we do not consider network-level attacks on availability, our
system should ensure that a client cannot be prevented from using
10
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Table 1: Performance of Platypus. This table shows proving and verification, as well as the time required for the trusted setup
and the number of R1CS constraints. All measurements are averaged over 100 runs and rounded to two significant figures.

Base Tx
Tx with holding limit
Tx with receiving limit
Tx with both limits

Trusted Setup [s]
0.73
2.8
2.9
3.4

Proving [s]
0.11
0.37
0.37
0.43

Proving iPhone [s]
0.19
0.69
0.69
0.80

the account before the user is required to report this information to
the regulator (see Section 4 and Appendix A). The proof generation
and verification in the gnark library is parallelized.

# R1CS constraints
11 728
47 356
48 631
61 344

Tx Size [B]
672
800
800
864

serial numbers and commitments and show the size of the transaction before execution, i.e., when they are submitted to the central
bank. After execution (in the log), they additionally include two
signatures, thus, an additional 128 bytes.
With both regulation mechanisms in place, the proof generation
takes 0.4 seconds on our test machine and 0.8 seconds on the iPhone
(see Table 1). This makes it feasible to perform the complete transaction within one second, which is often considered an important limit
for usability [33] and which makes it usable for retail payments. In
addition, our numbers show that the overhead of adding additional
regulation mechanisms is small. Concretely, while adding any regulation adds a significant overhead in the proving time compared
to the base transaction, the additional impact of enforcing a second
rule is small and only increases the proving time by a tenth of a
second on the iPhone and a twentieth on our larger test machine
(while verification time stays constant), which shows that Platypus
can easily support enforcement of multiple regulatory rules.
The fast transaction verification is constant independent of the
size of the proof statement (i.e., regardless of the regulation mechanisms in use) and allows a single machine to process a large number of transactions. In our throughput benchmark, our machine
achieves a throughput of 922 transactions per second.
Even though CBDCs are not intended to replace all other forms of
payments, only to complement them [8], it is interesting to consider
the feasibility of such a system for all payments in a large economic
area. Data from the European Union show that in 2016, the EU
population performed 163 billion payments [19] for a population
of just below 450 million people [22]. This corresponds to a volume
of slightly more than five thousand transactions per second on average, or if we assume that all of these payments take place within
only 8 hours of each day (to exclude times with a low transaction
volume), a volume of about 15.5 thousand transactions per second.
Thus, to handle all transactions in the EU, a deployment of Platypus would require the equivalent of approximately 17 of our test machines (with its 922 transactions per second), which is a modest requirement for such a large economic area. Put differently, assuming
the same transaction volume per person and again assuming that all
transactions are concentrated on 8 hours per day, a single machine
would be able to easily handle the transactions of a small country
like Switzerland (≈ 300 transactions per second), Israel (≈ 320 transactions per second), or Sweden (≈ 350 transactions per second).

Throughput Benchmark. Our throughput benchmark consists
of a simple (non-optimized) server and a client that generates the
full transaction, i.e., simulates both sender and recipient. The server
exposes the functionality of the central bank as a simple REST interface with JSON payloads. Serial numbers submitted by clients
in valid transaction proofs are stored in a local SQLite [2] database.
The client library handles all client-side functionality, i.e., generation of keys and transaction proofs, account state management,
and communication with the server via HTTP.
To measure the transaction throughput that the server can handle, we use our client library to first prepare a large number of
transactions (10k for our measurement). For each transaction, the
client generates and enrolls two accounts and then creates a transaction between these pairs of accounts. In the measurement phase, the
client library then submits these transactions to the server and measures the time required for all submitted transactions to complete.

6.2

Verification [s]
0.000 89
0.000 93
0.000 94
0.000 92

Results

We measured the proving and verification time of our implementation for the base transaction and regulated transactions with
receiving and holding limits (see Appendix A for more detail on
the policies). We also measured the time required for the trusted
setup, which is a one-time operation only run during system setup.
As can be seen in Table 1, this setup is quite fast, taking less than
ten seconds for all configurations.
Table 1 shows the results of our measurements as well as the
number of R1CS constraints for our zero-knowledge proofs and the
transaction sizes. R1CS is an intermediate format, used in many
zero-knowledge proof systems, which represents the proof constraints and thus provides a system-independent measure of the
proof complexity. We performed these measurements on a machine
with an Intel® Core™ i7-7700 CPU (3.60GHz) with 4 cores and
16GB of RAM. We also measured proving time on an Apple iPhone
13 mini to benchmark performance on a mobile device. The results for proof generation and proof verification are provided per
proof, i.e., both the sender and the recipient have to perform a proof
generation and the central bank needs to perform two proof verifications per transaction. The client-side proof generation could be
done in parallel after first communicating the values used to create
the transaction commitment (blindTx and 𝑣𝑣 Tx ), i.e., the transaction
sender and recipient can compute their proofs simultaneously to
reduce the total transaction creation time. Our results show that
this can be done efficiently. Transaction sizes are based on 256-bit

7

RELATED WORK

E-Cash Systems. With e-cash [14], Chaum introduced the first
design for an anonymous digital currency, in which a user can withdraw a coin from a bank by generating a coin identified by a serial
11
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number and receiving a blind signature on it, which ensures that the
bank does not see the serial number. The user later unblinds this signature, which allows them to use the coin for payments. A merchant
receiving a payment deposits the coin at the bank, at which point
the bank checks if the serial number has already been used. If that
is the case, the bank rejects the payment, otherwise it is accepted.
E-cash makes withdrawal and spending of a coin unlinkable,
but it reveals to the bank the total transaction volume of a client
(based on their withdrawals) and the value of each transaction for
every merchant (based on their deposits). It also requires users to
store information linear in the number of coins that they own. Later
designs [11, 13] reduce the overhead. Camenisch et al. later also proposed an e-cash system that offers a form of regulation [12], limiting
the amount that can be spent anonymously by a user per merchant.
However, in all previous e-cash designs, the merchant still reveals
the value of their received coins to the bank when depositing them.
Baldimtsi et al. [7] used techniques for double-spending detection
for a transferable e-cash design, in which a coin can be transferred to
different users without interaction with the bank. Once a coin gets
deposited, the bank then checks for double-spending and identifies
the offending party. This removes the issue that the merchant needs
to reveal the transaction value to the bank for all received funds.
Unfortunately, such a transferable e-cash scheme necessitates that
coins grow in size depending on how often they were used, which
makes spending less efficient than other e-cash schemes. This also
affects linkability, since coins of a different size (i.e. coins that have
been used a different number of times) are distinguishable.

centralized design. In addition, Platypus simplifies regulation compared to the designs of [23] and [42] due to its account-based design,
since it does not require the inclusion of multiple UTXOs in proofs.
Parallel work by Androulaki et al. [6] proposed an auditable
anonymous token management system for use in a permissioned
blockchain targeted towards enterprise networks. In contrast to
Platypus, which is account-based, their design uses a UTXO model,
in which the UTXOs are represented as Pedersen commitments [35].
They then use a combination of a permissioned blockchain and a
potentially distributed certifier to authorize payments. Transactions
are committed to the blockchain after proving that the spender has
a signature on each spent UTXO and later the newly created UTXOs
get signed by the certifier using randomizable signatures [36]. In
addition, the scheme allows for a set of auditors, each of which is
responsible for auditing a different set of participants and which
can access all information of their assigned participants. Platypus
instead allows for fully anonymous transactions as long as specified
conditions are not violated and is extendible with different regulatory rules. The regulation mechanisms enabled by Platypus make it
more suitable for the use as central bank digital currency in which
most transactions should be equivalent to cash with respect to their
privacy properties [8]. In contrast, the auditability provided by the
design from Androulaki et al. [6] is targeted at business-to-business
usecases in which each business has their own auditor who should
be able to access all of the transaction information of the business.
Another parallel design by Tomescu et al. [40] called UTT uses a
similar base design to that of Androulaki et al. [6]. Namely, UTXOs
(called coins) resulting from a transaction are represented as homomorphic commitments and signed with randomizable signatures [36] by a bank (that can be distributed using threshold cryptography). To later use these commitments as inputs, they are rerandomized, a nullifier (used to prevent double-spending) is deterministically computed and revealed by the sender and then the
sender proves that the sum of the output coins is the same as the
sum of the inputs. UTT also provides a monthly anonymity budget
that limits how much money can be sent anonymously. Platypus, in
contrast, enables more expressive regulation policies and can also
enforce them on the side of the recipient. Similar to Zerocash [38],
to receive a UTT payment, the recipient also has to scan all transactions on a ledger and perform a trial decryption for each. In addition,
UTT transactions are 16× larger than ours and transaction verification time is significantly slower than in Platypus.
Finally, parallel work by Gross et al. [25] proposes the use of a
modified Zerocash [38] for a “privacy pool” of a CBDC. Similar to
Platypus, it replaces UTXOs with accounts, but in contrast to the
e-cash style transaction execution of Platypus, it requires proofs of
inclusion in a Merkle tree (like Zcash). In addition, regulation in [25]
only allows hard limits (per transaction or for the account balance)
and is thus less expressive and versatile than in our system.

Blockchain-based Systems. Several proposals for anonymous
cryptocurrencies exist in the blockchain space. Zerocash [38] and its
instantiation Zcash is currently considered to provide the strongest
privacy guarantees. All of the transaction information is completely
hidden and transactions are unlinkable, similar to the guarantees
provided by Platypus. Garman et al. later showed how Zerocash
can be extended with accountability mechanisms [23] that put restrictions on the transaction sender. One of the main drawbacks of
Zerocash and the proposal by Garman et al. are the heavy client
requirements which are difficult to remove or reduce in a decentralized setting [43]. This is particular due to the transaction receiving
mechanism, which requires decrypting every transaction included
in the blockchain as well as the requirement to prove knowledge
of the path of a transaction output in a Merkle tree, which requires
clients to keep this tree up to date. The second also makes scaling
more difficult, since adding new transaction outputs to this tree
requires all transactions to be serialized. In contrast, Platypus can
take advantage of the changed trust assumptions to provide better
scalability and to reduce the requirements for clients.
Other recent research has proposed schemes to provide regulation in a semi-centralized blockchain setting. PRCash [42] provides
a design that uses lightweight zero-knowledge proofs to efficiently
enable a receiving limit per time interval (epoch) for anonymous
transactions. However, PRCash is based on a transaction design
called mimblewimble [27] that does not provide full unlinkability
for transactions and the regulation mechanism requires linking
several transactions within an epoch. Platypus therefore provides
better privacy and at the same time improves scalability through its

8

CONCLUSION

Despite the prominence of blockchain-based digital currencies, they
may not be the best technology choice for issuing a CBDC. Given
the trust model of CBDCs (central authority) and the desirable
features of a CBDC (privacy, performance, scalability, regulation),
we argue that a traditional e-cash scheme can be a more suitable
12
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starting point for designing CBDCs. With our solution Platypus
we have shown that an e-cash like system can provide all these
features at the same time.
We have also proposed a new style of building digital currencies
that combines e-cash style transaction processing with the accountmodel that is common in blockchain systems like Ethereum [41]
and with privacy techniques inspired by Zerocash [38]. We hope
that our work can inspire other researchers to design new e-cash
solutions that leverage the design pattern proposed in this paper,
extend our work, and ultimately provide better CBDC designs.
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A

REGULATION DETAILS

In this appendix, we provide descriptions of two example regulation policies, namely limits on how much money can be held in
one account and how much money can be received within a given
time period. We also show that our regulation mechanism ensures
compliance with the policies that are in place.
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A.1

Holding Limits

transaction to ensure that they cannot be circumvented by simply
splitting a large transaction into multiple smaller transactions.
In the following, we describe how such limits can be added for receiving currency, but the same techniques could also be directly applied for sending currency. Similar to the “anonymity vouchers” proposed by the european central bank [20] and proposed limits in previous work on blockchain-based digital currencies [23, 42], we focus
on soft limits that allow for fully anonymous transactions if the total
received value for each user is below a given threshold within a fixed
time interval, but require reporting if the threshold is exceeded.
Similar to the previous example, the user enrolls in the system
where they receive a certificate that includes a receiving limit 𝑙𝑙𝑙𝑙𝑙𝑙𝑟𝑟𝑟𝑟𝑟𝑟
as part of the parameters 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝. The system additionally defines
epochs, the time intervals for which the limits are defined. The
length of these epochs is a parameter of the deployed system and can
be arbitrary, e.g. a day, a week, or even a year, without affecting the
linkability of transactions (in contrast to PRCash [42]). The current
epoch number is part of the auxiliary public information aux𝑝𝑝𝑝𝑝𝑝𝑝 .
For each user, the account state includes two additional pieces
of information in its auxiliary information aux𝑈𝑈
𝑖𝑖 , namely, the last
epoch in which the user’s account was updated and the cumulative
sum of all funds that the user received within that epoch. With
each transaction, the function updateAux updates this information
accordingly.
Similar to the holding limits above, each transaction includes an
𝑈𝑈 (with the regulator’s public key) of either the total
encryption 𝐸𝐸𝑖𝑖+1
received value in the current epoch and the recipient’s identity –
i.e., the function RegInfo (see Section 4.1) returns the public identity
of the user and the cumulative epoch total – if the balance is above
the limit 𝑙𝑙𝑙𝑙𝑙𝑙𝑟𝑟𝑟𝑟𝑟𝑟 or dummy values otherwise. The user then proves
(in zero-knowledge) that they performed this correctly, i.e. that the
total value that they’ve received in the current epoch is below the
limit or that their correct identity and the correct value were encrypted. Similar to the previous example, to third parties (including
the central bank), all transactions remain indistinguishable.

One compliance rule that is of particular interest for financial stability in an economic system, specifically to prevent bank runs,
consists of limiting the amount of money that can be held in a
CBDC [8, 9]. In addition, such a holding limit can be useful to
authorities to prevent evasion of wealth tax.
A holding limit can be designed in different ways. The simplest
way is to enforce a hard global limit on the amount that can be held
by a single account. The only regulation mechanism required to
enforce this is the establishment of real identities and proving the
possession of a certificate. In addition to this, the value balmax that
is used in the base transaction (see Section 3) and used to prevent
overflows is set to the holding limit required by the regulatory rule
which will prevent any balance from exceeding this limit.
A more flexible option could allow different holding limits for
different users, for example to allow business accounts to hold more
digital currency than private accounts. To do this, this individual
holding limit 𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑜𝑜𝑜𝑜𝑜𝑜 is included as part of the parameters 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝
in the user’s certificate (see Section 4.1). In each transaction, the
user then proves in zero-knowledge (i.e. without revealing the limit)
that their new balance does not exceed this limit, i.e. the predicate
checkOther checks that the user’s new balance bal𝑈𝑈
𝑖𝑖+1 is less than
the holding limit 𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑜𝑜𝑜𝑜𝑜𝑜 . With such hard limits, there is no need
𝑈𝑈 with encrypted information for the
to provide a ciphertext 𝐸𝐸𝑖𝑖+1
regulator and the corresponding.
Lastly, it is possible to have soft limits instead of hard limits that
allow holding a larger amount of currency with the requirement of
revealing this information to the regulator. To enable this, the user’s
certificate again includes an individual holding limit as before, but
the proof in the transaction changes. Instead of proving that they
have not exceeded the limit in the transaction, the user encrypts
their public identity and their account balance with the regulator’s
public key if they have exceeded the limit, or fixed dummy values
otherwise. That is, the function RegInfo (see Section 4.1) returns
the public identity of the user and their balance if the balance
is above the limit 𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑜𝑜𝑜𝑜𝑜𝑜 and the dummy value otherwise. This
𝑈𝑈 is added to the transaction and the user proves in
ciphertext 𝐸𝐸𝑖𝑖+1
zero-knowledge that they have either not exceeded the holding limit
and encrypted the dummy value or that they have exceeded the
limit and encrypted their public identity and their account balance.
Creating the proof in this way leaks no information to third parties, only to the regulator. The regulator can decrypt the encrypted
information and disregard it if it contains the dummy values or keep
it otherwise. However, to third parties all transactions are indistinguishable and they do not learn whether a transaction contains
real information or dummy values.

A.2

A.3

Regulation Integrity

Since Platypus includes regulation mechanisms, we also need to
consider the integrity of this mechanism. In particular, we make
the following claim:
Claim A.1. No client can create a transaction that is non-compliant
with a regulation mechanism.
Proof. This follows directly from the soundness of the zeroknowledge proof system. A transaction will only be valid if the
transacting parties prove compliance with the regulatory rules that
are in place. For example, if a receiving limit is in place, the recipient
proves that either the received amount is within the limit or that
the encrypted values attached to the transaction are correct encryptions of their identity and the received value with the public key of
the regulator. Since the central bank will only sign updated account
state commitments if the corresponding transaction is valid, and
by our assumptions, the regulator trusts the central bank to verify
this, no client can create a transaction that is non-compliant with
the regulation mechanisms that are in place.
□

Receiving Limits

Another example for a compliance rule that is commonly suggested
for CBDCs is a limit on how much money can be received or spent
by a party within a given amount of time [5, 8, 20, 23, 42]. Such
a limit serves to emulate reporting requirements for cash transactions that are required for compliance with anti-money-laundering
legislation or to prevent tax evasion. Since it is easy to quickly
create a large number of digital transactions, these limits should
cover a certain amount of time instead of only applying to a single
14
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A.4

Privacy towards the Regulator

potentially be linked if the central bank is monitoring and correlating queries to the transaction log. Since the number of transactions
that could be linked with this approach is only logarithmic in the
number of total transactions from the user and no other information about these transactions is revealed, it is unlikely that this
presents an issue for most users in practice.
Once the user has retrieved their account state, they need to find
their account balance and other values that their account state commits to (i.e. the values used for the regulation mechanism). Without
these values they cannot create new transactions. The account balance is much smaller than the serial number and the blinding value
and could therefore in principle be brute forced. However, this is
inconvenient and can become infeasible if a significant amount of
additional information (for the regulation mechanism) is also part of
the account state. An easier solution is to add a memo field (similar
to Zcash) in addition to each account state commitment as part of
every transaction, which stores this information encrypted with a
long-term key known to the user. The user can then simply include
this key in their backup and use it to retrieve all relevant values
when performing account recovery after retrieving it together with
the account state commitment.

For any transaction in which the client is not required by the regulation mechanism to include additional encrypted information, the
regulator only receives dummy values from decrypting the fields
storing regulatory information. Since the dummy values are fixed,
the regulator does not gain any additional information from them
and thus, these transaction are indistinguishable for the regulator
(analogous to Section 5.2).
Of course, since this is the explicit goal of the regulation mechanism, the regulator can decrypt encrypted regulatory information
included in a transaction and can thus distinguish them from other
transactions and learn additional information about the client, their
account and their account history, depending on what information
the regulation mechanism requires.

B

DISCUSSION

Network level attacks on privacy. As mentioned in Section 2.2,
full protection against network level deanonymization attacks is out
of scope for this paper. Nevertheless, we designed Platypus to provide some resilience against such attacks. In particular, the sender
of the transaction communicates with the central bank through the
recipient in the standard case, such that the central bank cannot
link the sender and recipient based on the network connections. In
exceptional cases, in which the recipient stops cooperating with
the sender and does not return the signature on the sender’s new
account state, the sender can access the public transaction log, or
a mirror of this log, to retrieve recent transactions.
While these two mechanisms provide some protection against
simple deanonymization attempts, they do not fully protect against
all adversaries, in particular if the adversary can see other traffic in
the network. If a client is worried about such network level attacks,
they can mitigate the risk by using anonymous communication
networks such as Tor [3].

Sharding in Platypus. As mentioned in Section 2, the centralized
and account-based design of Platypus simplifies sharding, as it
enables the use of standard database sharding techniques.
Figure 3 shows an example of how transaction validation can
be sharded. The verification of the zero-knowledge proofs can be
performed in separate compute nodes independently from checking
and updating the serial numbers of the used account states. While
we show each shard here as one database node, each shard can,
of course, also be replicated individually. Each database shard is
assigned a specified subset of all serial numbers. For example, when
using 4 shards, each shard could be assigned a quarter of all possible
serial numbers based on the two most significant bits of the serial
number. The compute nodes are independent of the transactions.
When submitting a transaction, a client can connect to any compute node of the central bank (e.g. through a load balancer), which
verifies the zero-knowledge proofs. If the proofs verify, the compute
node checks in the database shards if the account states with the
provided serial numbers have been invalidated already. Since the
serial numbers are pseudorandom, most transactions will be crossshard transactions if there are at least two database shards. However,
since Platypus uses an account-based design, each transaction will
never require more than two shards, one for checking the serial
number of the sender and one for checking the serial number of the
recipient. This is in contrast to UTXO-based systems in which an
arbitrary number of shards could be involved in each transaction.
To check the serial numbers in the database shards, the compute
node acts as a coordinator in a two-phase commit protocol [28]
between the database shards. Each database shard checks if the
serial number already exists in the database. If this is the case in
one of the shards, the coordinator sends an abort to both shards.
Otherwise, they both add the respective serial number to the set
of used serial numbers and return a success to the compute node.
Finally, the compute node signs the new account states, returns
the signatures to the client and publishes the transaction on the
public transaction log. Since the transaction log does not require

Backups and Account Recovery. The account state model that
Platypus uses, requires users to have knowledge of their current
account state. To enable efficient backups and account recovery,
values such as the blinding value of the account state commitment
or the serial number are pseudorandomly generated from the user’s
secret key. To create a backup, the user can simply store this secret
key as well as their key and certificate used for regulation.
To recover the account from a backed up secret key, the user
needs to retrieve their most recent account state. There are two
possibilities to do this. As first option, the user can estimate a time interval in which their most recent transaction took place and retrieve
all transactions from that time from the public transaction log. They
can then use their secret key and generate serial numbers from it using the pseudorandom generator until they find one that matches a
serial number from the log. The second option is that the user generates a list of potential serial numbers (pseudorandomly derived from
their secret key), which they then use to query the public transaction
log in binary search until they find the latest matching transaction.
The main drawback of the first option is that the user potentially
needs to download a large amount of data, if they are unsure in
which time interval their latest transaction took place. The drawback of the second option is that some of their transactions can
15
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both leak information about Bob’s funds to Alice: Either the transaction is accepted, or it is rejected. In the first case, Alice knows
that previous to the transaction, Bob owned less than balmax − 𝑣𝑣 Tx ,
in the second case, Alice now knows that Bob owned more than
balmax − 𝑣𝑣 Tx .
We argue that not enabling offline receiving is a small drawback
compared to the advantages of Platypus for our use cases. Recall
that Platypus is intended as a “cash-like” CBDC, which is the main
goal for many central banks [8, 16]. In such a setting, interaction
between the recipient and the sender is the standard case, e.g. for
credit card payments or for actual cash payments. Most payments
are for retail payments, in which the device of the user interacts with
a payment terminal or the user interacts with an online shop, or for
peer-to-peer payments between friends, in which their devices can
interact. Nevertheless, online receiving does not necessarily require
the user to be active, but only their device. For example, if Alice
wants to send some funds to Bob and Bob’s device is not online,
Alice can already initiate the transfer on her device. The device can
then, without initiating the actual transaction at that point, contact
Bob’s device in the background until it becomes available. At that
point, the device can initiate the actual transaction and then the
payment can complete since both are online.






Figure 3: Sharding Potential in Platypus. The central bank
can shard both computation and the storage of serial
numbers internally. A client can connect to an arbitrary
compute node (e.g. through a load balancer) which validates
transactions independently from other compute nodes. The
compute node then uses a two-phase commit to check and
update serial numbers in the database shards corresponding
to the serial numbers of the sender and recipient.
ordering, this step can be done concurrently by separate compute
nodes without requiring any consensus protocol between them.
Offline Recipient. Most designs of blockchain-based cryptocurrencies allow a recipient to be offline when receiving funds. The
sender only needs the recipient’s public key to create a full transaction. One limitation of Platypus is that creating a transaction
requires interaction between both participants, i.e. the recipient
needs to be online to receive funds. This is similar to other e-cash
schemes [7, 11, 12, 14, 15], in which the sender and recipient always
need to interact. Involving the recipient in the transaction creation
is necessary for two main reasons. First, it enables an account-based
design with full anonymity. In an account-based system, without
involvement of the recipient, some other party would need to be
able to update the recipient’s account and thus the account would
be linkable to a public key of the recipient by that party.
Anonymous UTXO-based systems with offline receiving are
possible, but require retrieving this information later, e.g. through
downloading all transactions. This puts a heavy load on clients, who
need to download and process all of this information. To reduce
this load, clients currently either need to rely on trusted execution environments [43], private information retrieval protocols that
are very expensive for the server [29], or accept reduced privacy
guarantees by trusting a server to filter transactions for them. By
directly communicating all necessary transaction information between the sender and recipient, this issue is side-stepped in the
e-cash style transaction processing used by Platypus. This guarantees that privacy can be provided efficiently even with a large
transaction volume.
Second, and most importantly, including the recipient in the
transaction creation is a requirement for enabling regulatory rules
affecting the recipient (similar to [42]) that allow full anonymity,
even with respect to the regulator, as long as the transaction conforms to some constraints.
As an example, consider a simple holding limit (as described in
Section 4) that puts a fixed limit balmax on the amount that each
party can hold. Let us now assume that there is some mechanism
that allows the central bank to check compliance with such a rule
without violating any of the privacy properties and without interaction with the recipient. If a sender Alice now creates a transaction
of value 𝑣𝑣 Tx with Bob as the recipient, there are two options, which
16
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1

Introduction

Many central banks are considering issuing central bank digital currencies (CBDCs), a digital
form of central bank money that can be used for retail payments. The Bank for International
Settlements surveyed 65 central banks in 2020, covering 72% of the world population and
91% of the world output. Of these central banks, 86% are engaging in work regarding
a CBDC; 60% have started experiments or proofs-of-concept for a CBDC; and 14% have
moved forward to development and pilot arrangements (see Boar and Wehrli 2021).
In the debate around the impact of introducing a CBDC, one frequently raised concern is
that, by competing with bank deposits as a payment instrument, a CBDC could increase
commercial banks’ funding costs and reduce bank deposits and loans, leading to bank disintermediation. For example, Mancini-Griffoli et al. (2018) caution that a CBDC would force
banks to increase their deposit interest rates, and banks would respond by increasing lending rates at the cost of loan demand. The 2018 report by the Committee on Payments and
Market Infrastructures of the Bank for International Settlements raises the same concern.
This paper develops a general equilibrium model of banking and payments to assess this
disintermediation concern, both theoretically and quantitatively. In this model, banks act
as intermediaries, issuing loans to entrepreneurs and creating deposits, which households
can use as a means of payment to trade consumption goods. Besides deposits, households
have access to two other payment instruments: cash and CBDC. Cash and deposits differ
in the types of exchange they can facilitate. For example, cash cannot be used in online
transactions while deposits can be used via debit/credit cards or electronic transfers. A
CBDC, however, is a perfect substitute for deposits in terms of payment functions and bears
an interest set by the central bank.
Our main finding is that introducing a CBDC does not necessarily lead to disintermediation
if banks have market power in the deposit market. In this case, the impact of a CBDC is
non-monotonic in its interest rate. It expands bank intermediation if its interest rate lies in
an intermediate range and causes disintermediation only if its interest rate is set too high.
The main mechanism through which a CBDC “crowds in” bank intermediation works as
follows. In an imperfectly competitive deposit market, banks restrain the deposit supply to
keep the deposit interest rate below the level under perfect competition. A CBDC offers
an outside option to depositors and sets an interest rate floor for bank deposits. This floor
limits the reduction in the deposit rate and reduces commercial banks’ incentive to restrain
the deposit supply. If the CBDC rate is not too high, banks supply more deposits, reduce
the loan rate, and expand lending.
1
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Interestingly, a CBDC can have a positive effect on deposits, loans, and output even if it
has zero market share. The mere existence of a CBDC as an outside option forces banks to
match the CBDC rate and create more deposits and loans.1 A policy implication is that one
should assess the effectiveness of a CBDC based on its equilibrium effect on deposits or the
deposit rate instead of its usage.
Calibrating our model to the United States economy, we find that a CBDC expands bank
intermediation if its interest rate is between 0.30% and 1.49% (for reference, during the
calibration period, the average 3-month T-bill rate is about 0.90%). At the maximum, it
can increase loans and deposits by 1.96% and the total output by 0.21%. The CBDC leads
to disintermediation, however, if its rate exceeds 1.49%. To break even, banks are forced
to raise the lending rate to compensate for the interest paid on deposits. As a result, both
loans and deposits decrease.2 Finally, even a non-interest-bearing CBDC can restrict banks’
market power and improve intermediation if the use of cash continues to decline. Without
a CBDC, banks would limit intermediation and pay negative deposit rates. We have also
extended the model to incorporate an imperfectly competitive loan market and endogenous
bank entry. A CBDC can still promote bank intermediation, albeit by a smaller magnitude
relative to that in the benchmark model.
Our study highlights the role of banks’ market power in determining the effects of a CBDC
on bank intermediation. The study is closely related to two concurrent papers. Keister
and Sanches (2021) focus on the welfare implications of an interest-bearing CBDC when
the banking sector is perfectly competitive. They find that, while the CBDC always crowds
out bank intermediation, social welfare can still increase when the efficiency in exchange
significantly improves, especially when financial frictions are not very severe.3 In contrast,
Andolfatto (2020) studies the effect of a CBDC on banking when there is a monopolistic
bank. Using an overlapping generations model, he shows that a CBDC could compel the
bank to increase the deposit rate, leading to an increase in bank deposits and financial
inclusion. Under the assumption that the central bank offers a lending facility and a deposit
1
This insight is closely related to that of Lagos and Zhang (2019, 2021), who show that monetary policies
discipline the equilibrium outcome by setting the value of the outside option and can be effective even if the
use of money approaches zero. Rocheteau et al. (2018) show a related message that money holdings can
limit the bank’s market power on the lending side.
2
As suggested by Meaning et al. (2018), an important research question regarding a CBDC is “... at
which point do the benefits of a new competitive force for the banking sector get outweighed by the negative
consequences of the central bank disintermediating a large part of banks business models?” Our calibration
exercise allows us to pin down the interest of a CBDC at which its effect on bank intermediation reverses
from positive to negative.
3
Using a related model, Williamson (2020a) shows that introducing a CBDC to compete with bank
deposits can raise welfare by freeing up scarce collateral for banks that are subject to limited commitment.

2
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facility at the same policy rate, the bank’s deposit and loan decisions are made separately.
The loan rate and quantity are fully determined by the policy rate and are not affected by
the CBDC.
Compared to these papers, our framework is more suitable for quantifying the effects of a
CBDC and accommodates various design choices as the payment landscape evolves. First,
our model captures a complete spectrum of competitiveness. If the number of banks is one,
the banking sector is monopolistic, as in Andolfatto (2020). If this number tends to infinity,
the banking sector is perfectly competitive as in Keister and Sanches (2021). We use data to
discipline the level of competitiveness, which is crucial for quantifying the effects of a CBDC.
Second, we explicitly model cash, deposits and a CBDC as three imperfectly substitutable
payment instruments that facilitate different types of transactions. This allows us to discuss
the design of a CBDC in terms of its acceptability and its effect when the payment landscape
evolves, for example, when the use of cash declines.
The economic literature on CBDCs is just emerging, with several lines of research complementary to our work. A number of studies focus on the role of CBDCs as a monetary policy
tool. Barrdear and Kumhof (2021) evaluate the macroeconomic consequences of a CBDC
in a dynamic stochastic general equilibrium model. Davoodalhosseini (2021) explores the
usage of a CBDC for balance-contingent transfers. Dong and Xiao (2021) examine the effects of CBDC rate when CBDC and deposits are complements. Brunnermeier and Niepelt
(2019) and Niepelt (2020) derive conditions under which introducing a CBDC has no effects
on macroeconomic outcomes, including bank intermediation. Jiang and Zhu (2021) discuss
how the interest on a CBDC and the interest on reserves interact as two separate policy
tools. Another line of research studies the financial stability implications of a CBDC such
as the risk-taking behavior of banks and bank runs. Recent works by Chiu et al. (2020),
Fernández-Villaverde et al. (2020), Schilling et al. (2020), Keister and Monnet (2020), Monnet et al. (2020), and Williamson (2020b) have made some important progress. Our paper
abstracts from these issues and focuses on the effects of a CBDC on bank intermediation
in terms of deposit and loan quantities. For research related to the design of a CBDC,
see Agur et al. (2020) and Wang (2020). For policy discussions on CBDCs, see Fung and
Halaburda (2016); Engert and Fung (2017); Mancini-Griffoli et al. (2018); Chapman and
Wilkins (2019); Davoodalhosseini and Rivadenyra (2020); Davoodalhosseini et al. (2020);
and Kahn et al. (2020).4
4
Our paper is also related to the literature on private digital currencies and currency competition; see Chiu
and Koeppl (2019); Fernández-Villaverde and Sanches (2019); Schilling and Uhlig (2019); Zhu and Hendry
(2019); Benigno et al. (2020); Choi and Rocheteau (2020); and Zhou (2020). For a complete introduction
to the issues in digital currencies, see Schar and Berentsen (2020).

3
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More broadly, our paper contributes to the monetary theory literature by developing a
tractable model with imperfect competition in inside money creation.5 It is also connected to
the literature on how a bank’s market power affects monetary policy transmission. Dreschler
et al. (2017) provide empirical support for banks’ market power in deposit markets and
propose a transmission channel accordingly: since a lower nominal interest rate makes cash
cheaper to use relative to deposits, banks are compelled to lower the spread between the
nominal interest rate and the deposit rate. The effect of a lower nominal interest rate plays
a similar role as a higher interest on a CBDC: both policies reduce banks’ market power in
the deposit market.6
The rest of the paper is organized as follows. Section 2 describes the physical environment.
Section 3 characterizes the equilibrium. Section 4 calibrates the model and assesses its
quantitative implications. Section 5 discusses motivations and implementation of a CBDC.
Section 6 concludes and provides some directions for future research. Appendix A provides
omitted proofs. Extensions and further discussions are collected in the Online Appendix.

2

Environment

Our model is based on the framework of Lagos and Wright (2005). Time is discrete and
continues from zero to infinity. There are four types of agents: a continuum of households
with measure 2, a continuum of entrepreneurs with measure 1, a finite number of N bankers
(each running a bank), and the government. The discount factor from the current period
to the next is β ∈ (0, 1). In each period t, agents interact sequentially in two stages: a
frictional decentralized market (DM) and a Walrasian centralized market (CM). There are
two perishable goods: y in the DM and x in the CM.
Households are divided into two permanent types, buyers and sellers, each with measure
1. In the DM, a buyer randomly meets a seller. The meeting probability is Ω ∈ (0, 1] for
both buyers and sellers. The buyer wants to consume y, which is produced by the seller.
The buyer’s utility from consumption is u(y) with u (0) = ∞, u > 0, and u < 0. The
5
Berentsen et al. (2008) models banking in the environment of Lagos and Wright (2005). Gu et al. (2018)
demonstrate the inherent instability of banking. Dong et al. (2021) study the effects of competition on bank
profits and welfare.
6
Using a variation of the model of Dreschler et al. (2017), Kurlat (2019) shows that banks’ market power
raises the cost of inflation. Scharfstein and Sunderam (2016) propose a transmission channel based on banks’
market power in the loan market. As the nominal interest rate increases, banks reduce their markup due to
lower demand for loans. Wang et al. (2020) estimate a structural banking model and show that the effect
of banks’ market power in monetary policy transmission is sizable and comparable to that of bank capital
regulations.

4
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seller’s disutility from production is normalized to y. Let y ∗ be the socially efficient DM
consumption, which solves u (y ∗ ) = 1. Households lack commitment and cannot enforce
debt repayment. As a result, the DM trade must be quid pro quo and buyers must use a
means of payment to exchange for y. We will discuss available means of payment later. The
terms of trade are determined by buyers making take-it-or-leave-it offers. In the CM, both
buyers and sellers work and consume x. Their labor h is transformed into x one-for-one.
The utility from consumption is U (x) with U  (0) = ∞, U  > 0, and U  < 0.7 Buyers’ and
sellers’ preferences can be summarized respectively by the period utilities
U B (x, y, h) = u (y) + U (x) − h,
U S (x, y, h) = −y + U (x) − h.

Young entrepreneurs are born in the current CM and become old and die in the next CM.
Entrepreneurs cannot work in the CM and consume only when old. Young entrepreneurs are
endowed with an investment opportunity that transforms x current CM goods to f (x) CM
goods in the next period, where f  (0) = ∞, f  (∞) = 0, f  > 0, and f  < 0. Entrepreneurs
would like to borrow from households to invest. However, entrepreneurs and households lack
commitment and cannot enforce debt repayment, so no credit arrangement among them is
viable.
Like entrepreneurs, young bankers are born in the CM, become old and die in the next
CM. Bankers cannot work in the CM and consume only when old.8 Unlike households and
entrepreneurs, bankers can commit to repay their liabilities and enforce the repayment of
debt from entrepreneurs. Therefore, banks can act as intermediaries between households
and entrepreneurs to finance investment projects. A bank can finance its loans by issuing
two liabilities: liquid checkable deposits and illiquid time deposits.9 Checkable deposits can
be used as a medium of exchange to facilitate trading between buyers and sellers in the DM.
Banks are subject to the reserve requirement that a bank’s reserve holdings must cover at
least a fraction χ ≥ 0 of its checkable deposits.
The government is a combination of monetary and fiscal authorities. The monetary authority,
7
For the theoretical analysis, U (x) can be simply linear. The more general functional form U (x) allows
us to introduce a parameter that affects total CM output to better match the ratio of M1 to GDP in the
quantitative analysis.
8
Infinitely-lived banks complicate expositions, but have little impact on the results. In this model, banks
do not have incentives to retain profits for investment because deposit financing is cheaper. Therefore, they
behave as if they live for one period.
9
Time deposits are not important for our results but help to avoid a technical complication. See Online
Appendix I for a detailed discussion.

5
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or the central bank, issues three forms of liabilities: physical currency (or cash), central bank
reserves, and a CBDC. Currency is a physical token, pays a zero interest rate, and can be
used as a means of payment. The reserves are electronic balances that pay a net nominal
interest rate ir ≥ 0; they can be held only by banks and cannot be used for retail payments.
The CBDC is a digital token or electronic entry that can be used for retail payments. It
pays a net nominal interest ie . We focus on stationary monetary policies, where the total
liabilities of the central bank (currency, CBDC, and reserves) grow at a constant gross rate
µ > β and the central bank stands ready to exchange its three forms of liabilities at par in
the CM. We abstract from government purchases. The government collects revenues from
the issuance of new liabilities to pay interest on the CBDC and reserves, and the difference
finances lump-sum transfers (T ) to buyers (a negative T represents lump-sum taxes).
In the following, we describe how payments flow in the economy. In the DM, buyers use
cash, CBDC, and checkable deposits to purchase good y from sellers. We assume that the
two electronic payment methods, CBDC and deposits, are perfect substitutes in terms of
payment functions. Sellers are distinguished in three types by the payment methods they
accept (Lester et al. 2012; Zhu and Hendry 2019). Type 1 sellers (of measure ω1 > 0) accept
only cash and can be interpreted as local cash-only stores that do not accept electronic
payments. Type 2 sellers (of measure ω2 > 0) accept deposits and CBDC, and can be
interpreted as online stores. Type 3 sellers (of measure ω3 = 1 − ω1 − ω2 ≥ 0) accept all
three payment methods and can be interpreted as local stores with point-of-sale machines
that accept both cash and electronic payment methods.
Since the CM is Walrasian, the equilibrium allocation can be supported by different patterns
of payment flows. Some possible types of transactions are as follows. Buyers trade x to
rebalance their payment portfolio, spending the deposits issued by old banks, acquiring
deposits issued by new banks, and adjusting their cash and CBDC balances. Sellers use
their earnings in the previous DM (in cash, CBDC, and old deposits) to buy x. Young
entrepreneurs acquire loans from young banks in the form of new deposits to purchase x for
investment. During the process, new deposits are transferred from young entrepreneurs to
buyers and old entrepreneurs. Old entrepreneurs sell x in exchange for new and old bank
deposits to repay their loans from old banks. Between the banks, young banks use their
newly issued deposits to exchange for reserves from old banks. Old banks use acquired new
deposits to repay remaining liabilities and to purchase x. Note that, as in reality, banks
engage in purely financial transactions, except when they use their profits to buy x. Figure
1 summarizes the activities and timeline for all private agents.

6
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(a) Buyers

(b) Sellers

(c) Entrepreneurs

(d) Bankers

Figure 1: Timeline
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In the benchmark model analyzed in the next section, we assume that banks cannot hold
the CBDC. We also assume that N is fixed, banks engage in Cournot competition in the
deposit market, and the lending market is perfectly competitive. This simple environment
transparently illustrates our main mechanism. In Online Appendix B.2, we consider the
case where banks can use the CBDC as reserves. In Section 4.4 and Online Appendices
C and D, we study a model where N is endogenous and the lending market also features
imperfect competition. Online Appendix F shows a model with price competition in the
deposit market following Burdett and Judd (1983) and Head et al. (2012). Online Appendix
G shows an extension of the model that incorporates risk-taking considerations. Our main
findings are robust in all of these extensions.

3

Equilibrium Characterization

We focus on stationary monetary policies and stationary equilibria where real allocations are
constant over time. It takes four steps to solve for the equilibrium. First, characterize the
household’s problem to derive the demand for cash, CBDC, and bank deposits as functions
of the deposit rate. Second, solve the Cournot game for banks, incorporating the household
demand for deposits, to derive the aggregate deposit supply and loan supply as functions of
the competitive loan rate. Third, derive the aggregate demand for loans from entrepreneurs.
Finally, equate the supply and demand for loans to derive the equilibrium loan rate and
loan quantity and plug them into the solutions to private agents’ problems to obtain other
equilibrium objects, such as the rate and quantity of deposits.

3.1

Households

We first present the buyer’s problem, and then the seller’s problem. Let W and V be the
household’s value functions in the CM and DM, respectively. We suppress the time subscript
and use prime to denote variables in the next period. Define a = (z, e, d, b) as the vector of
the real value of cash, CBDC, checkable deposits, and time deposits held by an agent. Let
 = (Rz , Re , Rd , Rb ) = (1 + i)/µ
i = (iz , ie , id , ib ) be the vector of net nominal returns, and R
be the vector of real gross returns. For example, the net nominal interest on cash is iz = 0,
and its real gross return is Rz = 1/µ. For brevity, we often refer to Re as the CBDC rate
and Rd the (checkable) deposit rate.
In the CM, a buyer chooses consumption x, labor h, and the real asset portfolio a carried
to the next DM and measured at the current price. The value function for a buyer holding
an asset portfolio a is
8
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W B (a) = max U (x) − h + βV B (a )
x,h,a

 · a,
subject to x + 1 · a = T + h + R

where 1 is the unit vector (1, 1, 1, 1) and “·” denotes the inner product of two vectors. The
first-order condition with respect to asset portfolio a is
β

∂ B 
V (a ) ≤ 1, with equality if a > 0 for a = z, e, d, b.
∂a

(1)

Note that, since the type of the DM meeting is not revealed until the start of the DM,
buyers carry a portfolio of cash, CBDC, and bank deposits to the DM. Three standard
results of the Lagos-Wright model are U  (x) = 1, all buyers choose the same portfolio a ,
and ∂W B (a)/∂a = Ra for a = z, e, d, b.
The buyer’s DM value function is
V B (a) =

3

j=1

αj [u(Y (Lj )) − P (Lj )] + W B (a),

(2)

where αj = ωj Ω is the (unconditional) probability of meeting a seller of type j, and Y (L)
and P (L) are the terms of trade and represent the amount of good y being traded and the
amount of payment, respectively. The terms of trade in a type j meeting depend on the
buyer’s usable liquidity Lj , which incorporates the expected return of the asset. Specifically,
L1 = Rz z,

(3)

L2 = Re e + Rd d,

(4)

L3 = Rz z + Re e + Rd d.

(5)

Next we turn to the seller’s problem. Without loss of generality, we assume that the seller
does not take any asset into the DM, or a = 0.10 Therefore, a type j seller’s CM problem is
10
It can be shown that, if the liquidity premium, defined below, on a liquid asset is positive, then the seller
does not take that asset into the DM. The seller is indifferent between holding zero or a positive amount of
illiquid time deposits when Rb = 1/β, which holds in equilibrium as shown below. For simplicity, we assume
the seller does not hold time deposits either. Note that a seller enters the CM with positive asset balances
(a > 0) after trading in the previous DM.

9
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WjS (a) = max{U (x) − h + βVjS (0)}
x,h

 · a.
subject to x = h + R
The type j seller’s DM value function is
VjS (0) = Ω[−Y (L̃j ) + P (L̃j )] + W S (0),
where L̃ is usable liquidity held by the seller’s trading partner.
The terms of trade in the DM are determined by buyers making take-it-or-leave-it offers and
solve
max[u(y) − p] subject to p ≥ y and p ≤ L,
y,p

where the first constraint is the seller’s participation constraint and the second is the liquidity
constraint. The solution is
(6)
Y (L) = P (L) = min(y ∗ , L).
In words, if the buyer has enough payment balances to purchase the optimal amount, then
the optimal amount is traded; otherwise, the buyer’s liquidity constraint binds and the buyer
spends all available payment balances.
Combining (1) to (6), we can characterize the household’s solution as follows. First, the
demand for time deposits is separable from the demand for liquid assets and is given by
Rb = 1/β. Since time deposits have no liquidity value, their return must compensate for
discounting across time. Second, the buyer’s demand for payment balances (z, e, d) is determined by
1
− 1 = α1 λ(L1 ) + α3 λ(L3 ),
βRz
1
− 1 ≥ α2 λ(L2 ) + α3 λ(L3 ) with equality iff a > 0, for a = e, d,
βRa

(7)
(8)

where Lj is defined by (3) to (5), and λ(L) = max{u (L) − 1, 0} is the liquidity premium.
Equation (7) states that the marginal cost of holding cash (left-hand side) equals its marginal
benefit (right-hand side). The cost is that the buyer must delay consumption and bear the
inflation cost to accumulate cash. The benefit is that more cash allows the buyer to consume
more in type 1 and type 3 meetings. Equation (8) is for the CBDC and checkable deposits
10
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and has a similar interpretation.
Under the assumptions u (0) = ∞ and α1 > 0, the demand for cash is positive, so (7) holds
as an equality. Similarly, if α2 > 0, the demand for total electronic (CBDC plus checkable
deposits) balances is also positive. However, because the CBDC and checkable deposits are
perfect substitutes, buyers hold only the instrument with the higher rate of return. From
(8), if Rd < Re , then the demand for checkable deposits is zero. If Rd > Re , then the demand
for the CBDC is zero. If Rd = Re , then the buyer is indifferent between the CBDC and
checkable deposits and cares only about the total electronic payment balances.
Equations (7) and (8) define Rd as a function of d, which is the inverse demand function
for checkable deposits, denoted as Rd (d). To derive Rd (d), it is useful to first obtain the
inverse deposit demand without a CBDC. We denote it as R̂d (d) (from now on, we will use
the accent “ˆ” to denote variables or functions if there is no CBDC). We can solve R̂d (d)
from (7) and
1
− 1 = α2 λ(L2 ) + α3 λ(L3 ),
βRd

(9)

after imposing e = 0. For certain values of d, there may exist multiple values of Rd that
solve (7) and (9). This is because although (7) and (9) uniquely determine d given Rd , d
may not be monotone in Rd . Intuitively, as Rd increases, there are two opposing effects: the
substitution effect implies a higher d and the wealth effect implies a lower d. Throughout this
paper, we assume that the substitution effect dominates and d is monotonically increasing
in Rd .11 Then, R̂d (d) is well-defined and increasing in d, with R̂d (0) = 0 and R̂d (d) = 1/β
for d ≥ βy ∗ . With a CBDC, households hold only the electronic payment instrument that
bears a higher rate of return. Therefore,


 [0, Re ) if d = 0,
Rd (d) =
if d ∈ (0, R̂−1
Re
d (Re )],


R̂d (d) if d > R̂−1
d (Re ).

Figure 2 illustrates the inverse demand for checkable deposits. The solid line represents the
demand with a CBDC, and the dashed line represents the demand without a CBDC. The
two functions overlap if Rd > Re . Once Rd is below Re , the demand for checkable deposits
drops to zero.
11
Without this assumption, an equilibrium of the model still exists but may not be unique. A sufficient
condition for this assumption is −xu (x)/u (x) ≤ 1.

11
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Figure 2: Inverse Demand for Checkable Deposits
Notes. The solid line is the inverse demand for checkable deposits with a CBDC, Rd (d); and the
dashed line is the inverse demand for checkable deposits without a CBDC, R̂d (d). The two lines
coincide with each other if Rd > Re .

3.2

Banks

Banks issue two types of deposits, checkable deposits (d) and time deposits (b), and invest
in two assets, reserves (r), and loans (). They do not invest in cash under the assumption
ir ≥ 0. Bankers maximize consumption in the second period of life, which equals the return
from loans and reserves, minus interest payments on deposits. They engage in Cournot
competition in the deposit market and perfect competition in the loan market. Formally,
banker j chooses {rj , j , dj , bj } to maximize its profit, taking as given the gross real rates
for time deposits (Rb = 1/β), reserves (Rr ) and loans (R ), the inverse demand function for

checkable deposits (Rd (·)), and other banks’ checkable deposit quantities (D−j = i=j di ):
max

rj ,j ,dj ,bj



R j + Rr rj − Rd (D−j + dj )dj − bj /β

subject to

 j + rj = d j + bj ,



(10)

rj ≥ χdj .

This problem has two constraints. The first is a balance sheet identity at the end of the
banker’s first CM. The right-hand side is liabilities, which include checkable and time deposits. The left-hand side is assets, which include reserves and loans. The second is the reserve requirement constraint. We also implicitly impose that dj , bj , and j are non-negative
throughout the paper.
If R > 1/β, then the bank can make unlimited profits by issuing time deposits and investing
12
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in loans. As a result, R ≤ 1/β in equilibrium. From now on, we restrict our attention to
R ∈ [0, 1/β]. We also assume Rr < 1/β. We can separate the bank’s problem into two
steps. In the first step, the bank chooses funding sources (dj , bj ):


max [ξ − Rd (D−j + dj )]dj + (ξb − 1/β)bj ,
dj ,bj

(11)

where
ξ ≡ max{Rr , χRr + (1 − χ)R }
is the gross return on the bank’s checkable deposits, and ξb ≡ max{Rr , R } is the gross
return on time deposits. The first term in (11) is the profit from issuing checkable deposits,
and the second term is the profit from issuing time deposits. Banks can hold their assets
in loans or reserves, and therefore the return on assets is the higher of the two. Note that
the return on checkable deposits accounts for the cost of satisfying the reserve requirement,
while this consideration is absent for time deposits. Additionally, bj = 0 if R < 1/β and
bj ∈ [0, ∞) if R = 1/β: the bank issues time deposits only if the return on loans is sufficient
to cover the return of 1/β required by households.
In the second step, conditional on the choice in the first step, (dj , bj ), the bank solves an
asset allocation problem. If R < 1/β, then the bank issues only checkable deposits. It
invests only in reserves if loans have a lower return than reserves, and invests only a fraction
χ of assets in reserves to satisfy the reserve requirement if loans have a higher return. If the
two assets have the same return, then the bank is indifferent between any allocations that
satisfy the reserve requirement. If R = 1/β, then the bank starts to issue time deposits and
j can take any value in [(1 − χ)dj , ∞).
We focus on a symmetric pure strategy equilibrium in which every bank makes the same
choice (r, , d, b). Denote the equilibrium checkable deposits of the Cournot game as d(R ) to
indicate its dependence on the loan rate R . Following the discussion in the above paragraph,
conditional on d(R ), we can express the equilibrium loan supply function (R ) as


0



 [0, (1 − χ)d(R )]

(R ) =
 (1 − χ)d(R )



 [(1 − χ)d(1/β), ∞)

if
if
if
if

R < Rr ,
R = R r ,
Rr < R < 1/β,
R = 1/β.

(12)

To establish the existence and uniqueness of the equilibrium in the Cournot game, the
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assumption below, Assumption 1, is maintained throughout the paper.12 As discussed above,
bj is indeterminate if R = 1/β, and j is indeterminate for certain values of R . We say that
the Cournot game has a unique symmetric equilibrium if the symmetric checkable deposit
supply is unique.
Assumption 1 a) For any D ∈ [0, βy ∗ ) and ζ ≤ 1/β, there exists a unique dj ∈ [0, βy ∗ −D)
such that R̂d (D + d)d + R̂d (D + d) ≶ ζ if d ≶ dj and d ∈ [0, βy ∗ − D). b) R̂d (N d)d + R̂d (N d)
increases with d on [0, βy ∗ /N ) and is less than Rr if d is sufficiently small.
In the following, we first characterize the Cournot equilibrium if Re = 0, which is equivalent
to the case without a CBDC. It serves as a basis for analyzing the general case where Re > 0.
We characterize the Cournot equilibrium by taking the first-order condition of the bank’s
deposit-issuing problem (11) and imposing symmetry.
Proposition 1 In the absence of a CBDC, the Cournot game has a generically unique
symmetric pure strategy equilibrium, where each bank supplies d̂(R ) ∈ [0, βy ∗ /N ) checkable
deposits. In addition, d̂(R ) increases with R and solves the following equation in d:13
R̂d (N d)d + R̂d (N d) = ξ.

(13)

Proof. See Appendix A.
In Figure 3, we plot the aggregate checkable deposit supply curve D̂s (R ) = N d̂(R ) (black
ˆ  ) (black curve in the right
curve in the left panel) and the loan supply curve L̂s (R ) = N (R
panel) in the absence of a CBDC. Without a CBDC, banks always issue checkable deposits,
and the loan supply is positive if R ≥ Rr . If R < Rr , banks hold only reserves as assets, the
checkable deposit supply is flat and the loan supply is zero. If R = Rr , the loan supply is
vertical. Banks are indifferent between loans and reserves as long as the reserve requirement
is satisfied. Both checkable deposits and loans strictly increase with R if Rr < R < 1/β.
If R = 1/β, then banks start to issue time deposits to finance loans. They are willing to
supply any amount of loans that is no less than (1 − χ)N d̂(1/β).
Now we analyze how a CBDC affects the checkable deposit and loan supply. Since the
CBDC is a perfect substitute for checkable deposits regarding payment functions, it alters
12
Part (a) of Assumption 1 guarantees that the symmetric Cournot equilibrium is generically unique. Part
(b) guarantees that the equilibrium deposit supply is increasing in R and banks issue checkable deposits for
any R . When u(y) = y 1−σ /(1 − σ), Assumption 1 holds if σ < 1 and Rz is not too small.
13
The equilibrium is unique unless R = 1/β and χ = 0. In this case, there is one equilibrium where
banks make positive profits, and a continuum of equilibria with d ≥ N βy ∗ /(N − 1) in which banks make
zero profits. We select the single positive-profit equilibrium.

14
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(a) Checkable Deposits

(b) Loans

Figure 3: Effects of a CBDC on the Supply of Checkable Deposits and Loans
Notes. (1) Dr = N d̂(Rr ). (2) The red line is the case with a CBDC, and the black line represents
the case without a CBDC. The two curves coincide with each other when R ≥ R̄ .

the checkable deposit and loan supply only if the CBDC rate, Re , exceeds the checkable
deposit rate in the Cournot equilibrium without a CBDC, which is denoted by R̂∗d (R ) ≡
R̂d (N d̂(R )). From (13) and Assumption 1, R̂∗d (R ) is constant if R ≤ Rr and strictly
increases in R if R > Rr . Intuitively, under Cournot competition, a higher return on assets
is partly passed on to the checkable deposit rate. Therefore, for a given CBDC rate Re , the
CBDC tends to alter the checkable deposit and loan supply only for low values of R . In the
following, we discuss in detail how a CBDC alters the checkable deposit and loan supply.
To ease presentation, we focus on the case in which Re ∈ (Rr , R̂∗d (1/β)). Other cases are
analyzed in Online Appendix B.1.
If R ≥ R̄ , where R̄ solves R̂∗d (R̄ ) = Re , the CBDC rate is lower than the deposit rate
in the Cournot equilibrium without a CBDC, and a CBDC does not affect the deposit and
loan supply.14 If R < R , where R solves (1 − χ)R + χRr = Re , then a bank’s return on
assets is insufficient to cover the cost of serving deposits, and it stops operating.
If R < R < R̄ , then a bank matches the CBDC rate and supplies de = De /N checkable
deposits, where
De = R̂−1
d (Re ).
Intuitively, if a bank reduces its supply of checkable deposits below de , then the checkable
deposit rate remains equal to the CBDC rate, because the latter sets a floor for the former.
14
The highest deposit rate in the Cournot equilibrium without a CBDC is R̂∗d (1/β). If Re < R̂∗d (1/β)),
then R̄ < 1/β.

15
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The deviating bank has a strictly lower profit because the marginal return of checkable
deposits is higher than the marginal cost, that is, (1 − χ)R + χRr > Re . Therefore, no bank

wants to reduce checkable deposits. On the other hand, no bank wants to increase checkable

deposits, because that raises the deposit rate and lowers profits. Notice that a CBDC raises
deposit quantity compared to the case without a CBDC, i.e., de > d̂(R ). Without a CBDC,
banks restrict deposit supply and pay a deposit rate lower than Re . With a CBDC, this is
no longer possible, because Re becomes a lower bound for the deposit rate. This reduces
banks’ incentives to restrict the deposit supply and leads to more deposits.
Finally, if R = R , the bank is indifferent between operating and not, and the deposit supply
lies in the interval [0, de ]. Proposition 2 summarizes a bank’s checkable deposit supply in the
Cournot equilibrium with a CBDC.
Proposition 2 If Re ∈ (Rr , R̂∗d (1/β)), a bank’s supply of checkable deposits in the symmetric pure strategy equilibrium of the Cournot game is given by


0



 [0, d ]
e
d(R ) =

>
d̂(R )
d
e



 d̂(R )


if
if
if
if

R
R
R
R̄

< R ,
= R ,
< R < R̄ ,
≤ R ≤ 1/β.

(14)

Proof. See Appendix A.
Figure 3 illustrates how a CBDC affects the aggregate checkable deposit and loan supply,
Ds (R ) = N d(R ) and Ls (R ) = N (R ), graphed in red. If R ≥ R̄ , then the deposit rate
offered by banks in the absence of a CBDC is higher than the CBDC rate, and the CBDC
does not affect the economy. Therefore, the checkable deposit and loan supply curves with
and without a CBDC coincide. If R < R < R̄ , then the supply of checkable deposits and
loans is dictated by the CBDC rate Re . The supply of checkable deposits stays at De and
the supply of loans stays at (1 − χ)De . This corresponds to the positive horizontal part of
the solid red line. In this interval, the red curve is above the black curve, reflecting that
a CBDC can increase the deposit and loan supply. If R = R , banks break even, and the
supply of checkable deposits can take any value between zero and De , and the supply of
loans lies between zero and (1 − χ)De . This corresponds to the vertical part of the solid red
line. If R < R , banks cannot compete with the CBDC and do not operate.15
15
Online Appendix B.1 shows that the introduction of a CBDC with Re ∈ (R̂∗d (Rr ), (1 − χ)/β + χRr )
expands the supply of checkable deposits and loans for some values of R (the second and/or third branch
of (14) applies).
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3.3

Entrepreneurs

Entrepreneurs take the gross loan rate R as given and solve
max{f () − R }.


The inverse loan demand for an entrepreneur is f  () = R , which defines the aggregate loan
demand function,
Ld (R ) = f −1 (R ).
The loan demand decreases with R . It is always positive and approaches zero (infinity)
as R approaches infinity (zero). Note that the loan demand function is not affected by a
CBDC.

3.4

Effects of a CBDC

We now combine the aggregate loan supply curve, Ls (R ), with the aggregate loan demand curve, Ld (R ), to determine the equilibrium loan quantity and rate. The loan market
equilibrium is unique because the aggregate loan supply curve is non-decreasing. We can
then use the equilibrium loan rate to derive the equilibrium quantity and rate of checkable
deposits and loans. In the steady state equilibrium, the government budget constraint is
z + e + r = Rz z + Re e + Rr r + Rz T , which determines the equilibrium transfer to buyers.
Note that the transfer T does not affect the household’s demand for real payment balances,
so it does not affect the analysis that determines the equilibrium rates and the quantities of
deposits and loans.
Figure 4 shows the equilibrium with and without a CBDC. The blue curve is the aggregate
loan demand and the black curve is the aggregate loan supply without a CBDC. They
intersect at point a, which corresponds to the equilibrium without a CBDC. Let R̂∗ and R̂d∗
be the rates of loan and checkable deposits, respectively, in this equilibrium.
The red curves illustrate the aggregate loan supply under different values of Re . They
intersect with the loan demand at point b, which corresponds to the equilibrium with a
CBDC. We focus on the case in which R̂∗ > Rr .16 If Re ≤ R̂d∗ , a CBDC does not affect
the equilibrium; otherwise, the effect of a CBDC can be distinguished by three regimes as
Re increases from R̂d∗ . These regimes are distinguished along two dimensions: the effect of
16
If the loan demand is sufficiently low, then the intersection a in Figure 4 would lie on the first vertical
part of the loan supply curve and R̂∗ = Rr . The reserve requirement constraint would be slack and the
equilibrium loan rate would be determined by the interest on reserves Rr . In this case, a CBDC can increase
deposits without affecting lending, as in Andolfatto (2020).
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(a) Regime 1: Re ∈ (R̂d∗ , Re1 )

(b) Regime 2: Re ∈ (Re1 , Re2 )

(c) Regime 3: Re ∈ (Re2 , 1/β)

Figure 4: Effects of a CBDC
Notes. The blue curve is the aggregate loan demand, the black curve is the aggregate loan supply
without a CBDC, and the red curve is the aggregate loan supply with a CBDC. The red curve
joins the black curve for R > R̄ .

introducing a CBDC (relative to the case without a CBDC), and the comparative statics of
deposits and loans with respect to Re .
Regime 1 is shown in Figure 4(a). Compared with the case without a CBDC, a CBDC raises
the deposit rate and the demand for electronic payment balances. If the CBDC had not
been introduced, banks would have restricted their supply of checkable deposits and offered
a lower deposit rate. However, the CBDC sets a floor for the rate of checkable deposits.
Losing the ability to further reduce deposit rate, banks supply De checkable deposits to
meet all the demand for electronic payment balances at the CBDC rate, because the marginal
profit from checkable deposits is positive. In this regime, the CBDC is not used. A bank
invests a fraction 1 − χ of its checkable deposits in loans, so the aggregate loan quantity is
Le = (1 − χ)De . Now we analyze how the economy responds as the CBDC rate increases.
As Re rises, R and R̄ move to the right and the horizontal part of the loan supply curve
rises, because De increases. Therefore, the rate and quantity of checkable deposits increase.
The loan quantity increases and the loan rate decreases. Banks then have a lower profit
margin because of the higher deposit rate and the lower loan rate. If Re = Re1 , which solves
Re = (1 − χ)f  (Le ) + χRr as an equation in Re , the profit margin reaches zero and all banks
make a zero profit.
As Re increases beyond Re1 , the economy enters into regime 2, illustrated in Figure 4(b). In
this regime, a higher Re increases the rates of checkable deposits and loans. The marginal
profit from checkable deposits is zero and banks behave as if they are perfectly competitive.
To stay break-even, banks must increase the loan rate to compensate for a higher deposit
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rate. This lowers the equilibrium loan quantity. Banks then create fewer checkable deposits
to finance loans. However, households increase their electronic payment balances by holding
more CBDC. If Re < Re2 ≡ (1 − χ)R̂∗ + χRr (or equivalently, R = R̂∗ ), a CBDC still leads
to more loans and deposits relative to the case without it.

Finally, as Re increases beyond Re2 , regime 3 occurs. It is the same as regime 2, except that
the CBDC rate is too high and the quantities of checkable deposits and loans drop below
the level without a CBDC. In other words, introducing the CBDC causes disintermediation
if and only if Re > Re2 . The following proposition summarizes these discussions.
Proposition 3 There exists a unique steady-state monetary equilibrium with a CBDC. If
Re ≤ R̂d∗ , then a CBDC does not affect the economy. If Re > R̂d∗ , the effects of a CBDC are
as follows.
1. Effects of introducing a CBDC: Introducing a CBDC promotes lending relative
to the case without a CBDC if Re ∈ (R̂d∗ , Re2 ), and reduces lending if Re ∈ [Re2 , 1/β].
2. Comparative statics with respect to the CBDC rate: Raising Re promotes
lending if Re ∈ (R̂d∗ , Re1 ), and reduces lending if Re ∈ [Re1 , 1/β).
Our analysis delivers two important messages. First, introducing a CBDC does not necessarily cause disintermediation or reduce bank loans and deposits. Indeed, the CBDC expands
bank intermediation by introducing more competition to the banking sector if its rate falls
between R̂d∗ and Re2 . Second, one should not judge the effectiveness of the CBDC based on
its usage, but, rather, on how much it affects the deposit and lending rates or quantities.
Throughout regime 1, the CBDC is not used, but it increases both deposits and loans. In
fact, it maximizes lending at Re = Re1 , which is the upper bound of regime 1. Here, the
CBDC works as a potential entrant. It disciplines the off-equilibrium outcome: if banks
reduce their deposit rates below the CBDC rate, then buyers would switch to the CBDC.
We end this section by comparing a CBDC and an interest-rate-floor policy that sets a
minimum deposit rate that banks can legally offer. These two policies are similar but, in
general, can deliver different outcomes. If the CBDC rate Re is below Re1 , then the CBDC
is not used and its effect is identical to a policy that mandates banks to pay a real rate no
less than Re . However, the two policies lead to different outcomes if Re is larger than Re1 .
With a CBDC, households use both the CBDC and deposits for transactions, and their total
electronic balance increases with Re despite shrinking deposits. With an interest-rate-floor
policy, households end up with lower electronic payment balances and therefore consume less
in type 2 and type 3 meetings. The effects of the interest-rate-floor policy (or the CBDC
19
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with Re < Re1 ) are also related to the effects of a minimum wage on employment in the
labor literature. It has been shown that a minimum wage can increase employment if firms
have monopsony power (Burdett and Mortensen, 1998; Flinn, 2006; and Ashenfelter et al.,
2010).

4

Quantitative Analysis

Theoretically, a CBDC can increase bank lending if its interest rate lies in a certain range.
Empirical questions remain as to how large a range this is and how big the effect of a CBDC
can be. To answer these questions, we calibrate our model without a CBDC to the United
States economy, and conduct a counterfactual analysis to assess the effect of introducing
a CBDC. We also use the calibrated model to study the effects of a non–interest-bearing
CBDC when the economy trends toward cashless.

4.1

Calibration

We introduce two modifications to the model. First, we assume that banks incur a management cost c per unit of deposits. This simply adds the term −c(dj + bj ) to the profit function
in (10). In our model, this cost is equivalent to a variable asset management cost. Second,
we allow sellers in the DM to have some market power. Specifically, the DM terms of trade
are determined by the Kalai bargaining, with bargaining power θ to the buyer. These modifications do not affect the qualitative results but capture two features in the data: banks have
operational costs and sellers have substantial markups. Both features can be quantitatively
important.
Consider an annual model and the functional forms U (x) = B log x, u (y) = [(y + )1−σ −
1−σ ]/ (1 − σ) , and f (k) = Ak η . The parameter  is set to 0.001. This guarantees u(0) = 0
so that the Kalai bargaining is well-defined for all σ. It has little effect on our counterfactual
analysis. There are 15 parameters to calibrate: (A, B, N, Ω, ω1 , ω2 , ω3 , σ, c, ir , θ, β, η, χ, µ).
Nine parameters, ir , c, β, η, µ, χ, and ωi (i = 1, 2, 3), are set directly. The rest are calibrated
internally. We calibrate ω1 , ω2 , ω3 , c, A, N, ir , χ and µ using data from 2014 to 2019. The
calibration of (Ω, B, σ, η) follows the standard approach of matching the money and loan
demand curves, which requires the use of longer time series data.
We use four data sets in our calibration exercise: (1) data from the Survey of Consumer
Payment Choice (SCPC) and the Diary of Consumer Payment Choice (DCPC) from the
Federal Reserve Bank of Atlanta; (2) call report data from the Federal Financial Institutions
20
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Examination Council; (3) new M1 series from Lucas and Nicolini (2015); and (4) several
time series on macro variables and reserves from Federal Reserve Economic Data (FRED).
In what follows, we briefly discuss the calibration of several key parameters. For more details,
see Online Appendix H.
We obtain the payment acceptance parameters, the ωs, from the SCPC (Greene and Stavins
2018) and the DCPC (Premo 2018). The SCPC contains information on the fraction of
online transactions, and the DCPC contains information on the perceived fraction of pointof-sale transactions that do not accept cash or debit/credit cards. We use data from the 2016
wave, and the numbers are similar in 2015 and 2017. The SCPC documents that an average
household makes 67.8 transactions per month. This includes 6.6 automatic bill payments,
5.9 online bill payments, and 4.7 online or electronic non-bill payments. We count these
as online transactions and they represent 25.37% of all transactions. We assume that all
online transactions accept only deposits. At the point of sale, the DCPC reports that 15%
of transactions do not accept debit/credit cards and 2% of transactions do not accept cash.
Then, cash-only transactions are those at points of sale that do not accept cards. This implies
ω1 = 15%(1 − 25.37%) = 11.19%. Deposit-only transactions include online transactions and
point-of-sale transactions that do not accept cash. Hence, ω2 = 25.37% + 2%(1 − 25.37%) =
26.86%, and ω3 = 1 − ω1 − ω2 = 61.94%.
Next, we calibrate the DM trading probability (Ω), the parameters of the utility functions
(σ, B), and the bargaining power (θ) jointly to match the money demand curve and a 20%
retail markup. For the monetary aggregate, we use the new M1 series from Lucas and
Nicolini (2015), which include cash, checkable deposits, and some interest-bearing liquid
accounts. To calculate the money demand in the model, we also need the deposit rates.
The call report data, which was also used in Drechsler et al. (2017), contain the interest
expenses and balances on the transaction accounts of the United States banks. We take
the ratio of these two variables to obtain an average interest rate on transaction deposits.
For this calibration, we use data from 1987 to 2008 for the following reasons. First, interest
expenses on transaction accounts are not available before 1987. Second, after 2008, demand
for M1 rises sharply likely due to non-transactional demand, such as store-of-value or foreign
demand. Because our model focuses on the transactional demand, it is more reasonable to
exclude the post-crisis data. In our calibration exercise, the ωs are set to their values in
2016. It is possible that the ωs changed during 1987–2008 and differ from their values in
2016. However, since we calibrate the parameters to match the aggregate money demand
curve, our approach remains valid if changes in the ωs affect mainly the composition of
M1 but not its aggregate. This is likely, because the money demand curve is stable during
21
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Parameters
Calibrated externally
Discount factor
Curvature of production
Reserve requirement
Interest rate on reserves
Cost of handling deposits
Gross money growth rate
Frac. of type 1 trades
Frac. of type 2 trades
Frac. of type 3 trades

Notation

Value

Calibration Targets

β
η
χ
ir
c
µ
ω1
ω2
ω3

0.96
0.66
5.60%
1.02%
0.02
1.0152
11.19%
26.86%
61.94%

Standard in literature
Elasticity of commercial loans
2014–19 avg. required reserves/trans. balances
2014–19 avg. IORR
Avg. operating cost per dollar asset 2.02%
2014–19 avg. annual inflation 1.52%
SCPC 2016
SCPC 2016
SCPC 2016

Calibrated internally
Prob. of DM trading
Coeff. on CM consumption
Curv. of DM consumption
Total factor productivity
Number of banks
Buyer’s bargaining power

Ω
B
σ
A
N
θ

0.22
2.33
1.66
1.44
19
0.9988

Money demand 1987-2008
Money demand 1987-2008
Money demand 1987-2008
Rate on transaction accounts 0.3049%
Spread b/w transaction accounts and loans 3.39%
Retailer markup 20%

Table 1: Calibration Results
1987–2008.
We set η, the parameter that governs the curvature of the entrepreneur’s production function,
to match the elasticity of commercial loans with respect to the prime rate, using the time
series from FRED. Choose χ to match the average ratio of required reserves to the total
balance in transaction accounts in 2014–2019. Set ir = 1.02% to match the average interest
rate on required reserves. To calibrate A, c, and N , we use several statistics on the banking
sector in 2014-2019 calculated from the call report data. We choose c to match average
non-interest expenditures, excluding expenditures on premises or rent, per dollar of assets.
Given η, χ, ir and c, pick A and N jointly to match the average interest rate on transaction
accounts and the spread between the loan rate and the rate on transaction accounts.
Table 1 summarizes all the parameter values along with their calibration targets.17 Figure
5(a) shows the model-predicted money demand curve against the data between 1987 and
2008. Figure 5(b) shows the loan supply and loan demand without a CBDC under the
calibrated parameters.
17
The money demand is rather flat during 1987-2008, so σ is larger than one. This result implies that the
DM utility has a high curvature and a θ close to one is needed to match the markup. We have also done a
calibration using data from 1987 and 2019. This alternative calibration suggests σ = 0.45 and θ = 0.80, and
the effect of a CBDC is larger than the benchmark calibration.
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(a) Model Fit

(b) Equilibrium

Figure 5: Money Demand and Equilibrium under Calibrated Parameters

4.2

Effects of an Interest-Bearing CBDC

Now we conduct counterfactual analysis and introduce an interest-bearing CBDC as a perfect
substitute for checkable deposits. We are particularly interested in how the CBDC affects
lending and output with different interest rates. Figure 6 shows the results. In all figures,
the horizontal axis is the net nominal interest on CBDC ie . The first row shows the net
nominal deposit and loan interest rates and their difference, that is, the spread. All interest
rates are in percentages. The second row displays the percentage changes of deposits, loans
and total output relative to the equilibrium without a CBDC.
First note that if the interest rate on the CBDC (ie ) is below 0.30%, which is the deposit
rate without a CBDC in our calibration, then the CBDC does not affect the economy; this
corresponds to the flat parts of the figures.
Once ie exceeds 0.30%, the CBDC rate becomes an effective floor of the deposit rate, and
from that point on the deposit rate follows the 45o line. As ie and the deposit rate increase,
total checkable deposits increase as long as banks make positive profits. At ie = 0.85%, a
bank’s profit becomes zero, and the checkable deposits reach their maximum. After that, a
further increase in ie leads to a reduction in checkable deposits. To break even with a higher
deposit rate, banks must raise their lending rates, which reduces the loan demand and hence
the deposit supply. The effect on loan quantity is the same as the effect on deposits. Because
a higher loan supply reduces the loan rate, the loan rate first decreases and then increases
23
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Figure 6: Effects of the Interest Rate on CBDC
with ie . From Figure 6, if the CBDC rate is between 0.30% and 1.49%, then the CBDC
increases both deposits and loans compared to the equilibrium without a CBDC. At the
maximum, the CBDC increases checkable deposits and loans by 1.96% and reduces the loan
rate to around 3.00% from about 3.70%.
We next focus on the spread. The CBDC competes with checkable deposits, and a higher
CBDC rate reduces the spread as long as banks make positive profits. If ie is sufficiently
high, then banks earn zero profits and the spread starts to increase. Intuitively, as the CBDC
rate increases, the interest rate on deposits increases. Because of the reserve requirement,
a bank can lend only a fraction of its deposits. Therefore, the loan rate must increase even
more to compensate for the increase in the deposit rate, explaining the increasing segment
of the spread curve.
Lastly, we move to output.18 The pattern is qualitatively similar to that of loans: as ie in18

The steady state output aggregates consumption and investment in the DM and the CM:
Y=

3

j=1

αj P (yj ) + 2B + Rr (D − L) + ALη − Rd D + L.

The first two terms are households consumption in the DM and CM, respectively. DM consumption is
measured by real payments in terms of CM goods. The third, fourth and fifth terms together measure the
CM consumption of old bankers and old entrepreneurs. It equals revenue from reserves (the third term) and
production (the fourth term) subtracted by repayment of deposits plus interest (the fifth term). The last
term is investment by young entrepreneurs. The net consumption of government is zero.
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creases, the total output first increases and then decreases. Quantitatively, the expansionary
effect on output is more modest relative to lending, because of the diminishing return in
production. Introducing a CBDC increases the total output (relative to the case without a
CBDC) if ie ∈ (0.30%, 1.26%). The highest increase in output is 0.21%, which is achieved
at ie = 0.85%.
In addition to the baseline calibration, we have conducted some robustness checks. First,
we extend the model to allow banks to hold the CBDC as reserves. The results are almost
identical. Second, we assess the sensitivity of our results with respect to values of χ and
ir . We range χ from zero to 10% and ir from zero to 1.02%. The results are very close in
magnitude. For example, if χ = 0 and ir = 1.02%, the CBDC increases deposits and loans
if its rate is between 0.30% and 1.63%. It increases output if the rate is between 0.30%
and 1.37%. At the maximum, deposits and loans increase by 2.13% and output increases by
0.24%.

4.3

Non–Interest-Bearing CBDC in a Cashless Economy

We have so far focused on an interest-bearing CBDC. However, central banks may be wary
of paying interest on a CBDC, at least in initial stages of its introduction. If the CBDC
does not pay interest, can it still have any effect on intermediation? This section assesses
the effect of a zero-interest CBDC as the payment landscape evolves, captured by changes
in the ωs.
In particular, we consider the trend of declining cash usage experienced in many countries.
Several central banks consider this trend an important motivation for issuing a CBDC. We
capture this trend by converting ∆% of type 3 sellers to type 2 sellers; that is, the fraction of
type 3 sellers changes to ω3 −∆%×ω3 and that of type 2 sellers changes to ω2 +∆%×ω3 . One
interpretation is that some brick-and-mortar sellers have closed their physical stores and sell
exclusively online. Therefore, more stores accept only electronic payment methods. However,
such a change can occur for other reasons. For example, some consumers (merchants) have
recently stopped using (accepting) cash for fear of transmitting and contracting the COVID19 virus. We evaluate how an economy with and without a CBDC differs as ∆ increases.
The solid blue line in Figure 7 illustrates the results without a CBDC. As ∆ increases,
checkable deposits become a better payment instrument. Banks gain more market power
and reduce the deposit rate. Buyers hold more deposits despite the reduced deposit rate,
because deposits can be used in more transactions. Banks issue more deposits and make
more loans, and the loan rate decreases. More loans lead to a higher output. The spread
25
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Figure 7: Effects of a Zero–Interest CBDC as Economy Becomes Cashless
Notes. The horizontal axis represents the % of type 3 meetings that change into type 2 meetings.

increases as the reduction in deposit rate exceeds the reduction in the loan rate.
The dashed red curve shows the economy with a zero-interest CBDC. If ∆ is low, then the
CBDC rate is lower than the deposit rate. Therefore, it does not affect the equilibrium
and the dashed red curve overlaps with the solid blue curve. As ∆ increases, the CBDC
prevents the deposit rate from becoming negative, that is, zero becomes a hard floor of the
deposit rate. As a result, banks find it optimal to create more deposits and make more loans.
Compared to the case without a CBDC, the deposit rate and output are higher, while the
loan rate and spread are lower. As ∆ increases, banks gain more market power and the
CBDC has larger effects. A zero-interest CBDC starts to affect the economy if 3.40% of type
3 sellers stop accepting cash. Therefore, the Unites States could reach a situation in which
a zero-interest CBDC affects the economy with a modest change in the payment landscape.

4.4

Endogenous Bank Entry

We have so far taken the banks’ market power as given and assumed that the number of
banks is fixed. In this subsection we endogenize it by modelling bank entry through a fixed
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Electronic copy available at: https://ssrn.com/abstract=3331135

150

2022 Spring Lecture Series

operating cost.19 We study how endogenous entry affects our quantitative results.
With endogenous entry, banks play a two-stage game. In the entry stage, they decide whether
to incur the fixed operating cost, denoted by κ, to become active. In the second stage, the
N active banks play the Cournot game analyzed in Section 3. We solve the model backward
in two steps. First, we solve the N -bank Cournot game and obtain each active bank’s profit
π(N ), which decreases with N . Second, we solve the entry game. The equilibrium number
of banks, denoted by N ∗ , satisfies
π(N ∗ ) ≥ κ and π(N ∗ + 1) < κ.

(15)

There exists a unique equilibrium with active banks (N ∗ ≥ 1) if κ is sufficiently small.
It turns out that if the loan market is competitive, then endogenizing bank entry does not
modify the basic results from the model with a fixed N . The effects of a CBDC on the rate
and quantity of deposits and loans remain the same as in the benchmark model as long as Re
is not too big so that at least one bank is active. Intuitively, the banks’ market power on the
deposit side is disciplined by the CBDC rate, which fully determines the aggregate deposit
supply. On the loan side, the market rate is competitive and independent of the number of
active banks. As a result, the reduction in bank profits and the subsequent exit of banks do
not affect either side. The remaining active banks satisfy the demand for electronic payment
balances at the CBDC rate and lend up to the reserve requirement.
Now suppose banks have market power and engage in Cournot competition on the loan side
too. In a two-sided Cournot game, an individual bank j considers its price impact on both
the deposit and the loan markets and solves
max

j ,rj ,dj ,bj



R (L−j + j )j − Rd (D−j + dj )dj + Rr rj − bj /β



subject to j + rj = dj + bj and χdj ≤ rj ,
where R (·) = f  (·) is the inverse loan demand function and L−j is the aggregate loan supply
of banks other than j. After we solve the N -bank two-sided Cournot equilibrium (see Online
Appendix D for detailed analysis), we can compute the profit of each bank, π(N ), and solve
19
There is indeed evidence that banks have significant fixed operating costs. According to the call report
data, expenses on business premises and fixed assets were, on average, 5.9% of a bank’s income between 1987
and 2010. Corbae and D’Erasmo (2020) estimate that the fixed cost for all banks in the United States is
0.77% (scaled by loans). Liu (2019) finds substantial fixed costs associated with complying with regulations.
In addition, Online Appendix E shows that banks have decreasing average costs, which is consistent with
fixed operating costs.
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N ∗ from (15).
In the model with endogenous entry and Cournot competition on both sides, the impact of a
CBDC on intermediation is more complicated. Since a CBDC reduces bank profits, it reduces
the number of active banks. On the one hand, a CBDC can raise the competitiveness in the
deposit market and lead to more deposits and loans. On the other hand, a smaller number of
active banks lowers the competitiveness in the loan market and results in fewer deposits and
loans. Therefore, the overall effect of a CBDC on intermediation is a quantitative question.
We calibrate the model with two-sided Cournot competition and endogenous entry. The
calibration follows two steps. We first calibrate a model with two-sided Cournot competition
and a fixed number of banks. From this calibration, we obtain the number of banks and
compute π(N ), the profit of active banks. We then set κ = π(N ) and solve the model with
endogenous entry to evaluate the effect of a CBDC.
We find that a CBDC can still increase bank intermediation and output, but the magnitude
is about a quarter of that in the benchmark model. The CBDC increases deposits and loans
if ie is between 0.30% and 0.56%. It increases output if ie is between 0.30% and 0.51%. The
maximum increase in loans is 0.42% and in output is 4.53 basis points. The smaller effects
are due to two reasons. First, banks have less market power in the deposit market in this
calibration, because part of the market power is attributed to loans. Second, a reduction in
the number of banks counteracts the effects of the CBDC in the deposit market.20 If the
CBDC does not pay interest, it can have a positive effect on bank lending and output if
more than 4.00% of type 3 sellers stop accepting cash.
Before we conclude this section, we briefly discuss the welfare implication of a CBDC in our
model. First, different types of agents are affected differently by the CBDC. As ie increases,
buyers bring more electronic payment balances. Based on the calibration, buyers are not
constrained in type 3 meetings. More electronic payment balances increase consumption in
type 2 meetings and do not affect consumption in other meetings. As a result, the welfare of
buyers and type 2 sellers increases with ie , and the welfare of type 1 and type 3 sellers is not
affected. Entrepreneurs benefit from the CBDC if and only if it reduces the loan rate. Banks
lose because the CBDC reduces their market power and hence profits. Second, the analysis
of aggregate welfare is complex and has many components. As discussed in details by Keister
and Sanches (2021), one needs to consider payment efficiency and investment efficiency. In
20
If the loan market features Cournot competition and the number of banks is exogenous, a CBDC increases
deposits and loans if ie ∈ (0.30%, 0.78%) and output if ie ∈ (0.30%, 0.69%). The maximum increase in loans
is 0.78% and in output is 8.35 basis points. Therefore, bank exits significantly dampen the expansionary
effect of a CBDC.
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addition, regarding the latter, over-investment is possible due to cheap deposit funding, so
a higher level of bank intermediation and output does not necessarily imply higher welfare.

5

Discussion

In this section, we discuss some important issues related to CBDCs, including the motivations
for issuing a CBDC and the implementation scheme.

5.1

Motivations for Issuing a CBDC

According to the Bank for International Settlements survey on CBDC (Boar and Wehrli,
2021), domestic payments efficiency is a key motivation for issuing a retail CBDC in both
advanced and emerging market economies. Related to this motivation, our findings suggest
that a CBDC can discipline the bank’s market power in providing transaction deposit balances and improves payment efficiency. In the past, cash has served this disciplinary role.
As the economy enters an increasingly “cashless” digital world, the role of cash weakens, and
a CBDC offers the general public an outside option for conducting electronic payments.
While introducing a CBDC could promote bank competition, one may ask why the payment
market requires special treatment—after all, the government does not enter the supply side of
each market that is subject to imperfect competition. In our view, a couple of features make
the payment market somewhat special relative to others. Central banks are already and
have been intervening in the payment market for a long time by providing payment balances
in the form of cash. Given this historical involvement, the public sector has accumulated
some tangible and intangible capital (e.g., payment infrastructures and social trust) that
are valuable for its entry into the digital payments industry. Furthermore, the government’s
taxation power implies that the public sector has an advantage, relative to the private sector,
in providing safe, liquid balances (Holmström and Tirole, 1998).21
Another motivation for issuing a CBDC is related to the implementation of monetary policy.
It is commonly argued that, if interest rates are close to zero, monetary policy becomes less
effective, because individuals and intermediaries can hold cash to avoid negative interest
rates. In our model, cash is an outside option for households as a means of payment, and for
banks as reserve balances. The existence of cash limits the ability of a central bank to reduce
the interest on reserves and deposits. If cash is replaced with a CBDC, which can bear a
21
The flight to safe government securities and bank notes in a financial crisis is evidence of the public
sector’s relative advantage in providing safe assets of which the nominal redemption value is certain.
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negative nominal interest rate, then the limit on the interest rates on reserves and deposits
can be relaxed. In practice, completely eliminating cash is unlikely in the near future, but
whether cash is around or not, our model suggests that the interest on the CBDC becomes
a new policy tool. Combining it with traditional monetary policy tools such as the interest
rate on reserves, the central bank can implement a larger set of equilibrium allocations. It is
straightforward to adapt our framework to discuss such issues; see, for example, Jiang and
Zhu (2021).
Finally, there are other motivations, including safety and resiliency of the payment system,
financial inclusion, monetary policy sovereignty and data privacy.22 Regardless of the motivation, our paper helps central banks understand the potential impact of a CBDC on the
financial industry.

5.2

CBDC Implementation

We now discuss some issues related to the implementation of a CBDC. In our model, the
central bank sets the interest rate on the CBDC. An alternative arrangement is to control its
quantity, with the interest rate on the CBDC and deposits endogenously determined by the
market (Kumhof and Noone, 2018). Under this quantity rule, competition from the central
bank will still induce private banks to raise the deposit rate. However, a key difference
is that the CBDC always causes bank disintermediation. Specifically, the CBDC takes a
positive market share away from banks, leading to fewer deposits and loans relative to the
case without a CBDC.
Another implementation issue is related to the architecture of the CBDC system. Our results
on bank intermediation require two conditions: the CBDC pays an interest set by the central
bank, and the CBDC is a close substitute for bank deposits in terms of payment functionality.
In addition, our theoretical analysis requires that the central bank can offer payment services
as efficiently as banks. In practice, what architecture can meet these requirements without
returning the market power to commercial banks? One option is that the central bank runs
an independent CBDC system by itself. The central bank may be able to utilize new payment
technologies to reduce the costs of operating an independent payment system. For example,
the Riksbank’s e-krona pilot considers running an independent payment system based on
22
Related to the safety motivation, Chiu et al. (2020) suggest that private agents might not fully internalize the benefit of circulating safe payment balances. Andolfatto (2020) shows that a CBDC can expand
deposit funding through greater financial inclusion and desired saving. Our result that a CBDC can expand
intermediation suggests a similar impact. Also, Garratt and van Oordt (2021) argue that introducing a
CBDC helps to promote privacy which is a public good.
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the Distributed Ledger Technology. However, in such a system, it may still be challenging
to provide comprehensive customer service and to satisfy anti-money-laundering/know-yourcustomer requirements.
Alternatively, the central bank can delegate payment and customer services to third parties
and take measures to avoid returning market power to banks. One choice is to delegate the
operation of the CBDC system to new non-bank players such as private fintech companies.
For example, the Central Bank of the Bahamas has built the infrastructure, technology
and regulatory framework for its CBDC (the Sand Dollar), and authorises non-banks as
Sand Dollar agents to enrol customers. The central bank can also rely on traditional banks
to provide payment and customer services and impose sufficient regulations. For example,
the central bank could request banks to offer segregated CBDC accounts and impose the
following regulations. Banks should not be allowed to charge excessive account fees or delay
CBDC transactions, and should pay the CBDC interest in full (for further discussion, see
Kahn et al., 2018).

6

Conclusion and Future Research

This paper develops a model with imperfect competition in the deposit market to analyze
whether introducing a CBDC would cause disintermediation in the banking sector. We
show that, contrary to the common wisdom, a CBDC can promote bank intermediation.
Intuitively, if banks have market power, they restrict the deposit supply to lower the deposit
rate. An interest-bearing CBDC introduces more competition, which leads to more deposits
and lending, and a lower loan rate. However, greater intermediation arises only if the interest
rate on the CBDC lies in some intermediate range. If the CBDC rate is too low, then the
CBDC does not affect the equilibrium. If the CBDC rate is too high, disintermediation
occurs.
Our model is useful for analyzing the effects of CBDCs with various design choices: interest
bearing or not, cash like or deposit like, serving as reserves or not, with a fixed quantity or a
fixed rate, and so forth. It can also be used to study the role of a CBDC in an increasingly
cashless world and the interaction between CBDC-related policies and existing monetary
policy instruments, such as interest on reserves.
Our model abstracts from the financial stability issue related to a CBDC. For instance,
an interest-bearing CBDC would increase banks’ funding costs. As a result of their lower
charter value, on the asset side, banks could invest in riskier projects, increasing the total
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Electronic copy available at: https://ssrn.com/abstract=3331135

155

CBDC Think Tank

risk in the financial system. On the liability side, banks could switch to less stable funding
sources, such as wholesale funding, increasing the likelihood of runs in the wholesale market.
Hence, introducing a CBDC could lead to financial stability concerns. Other policy tools
(e.g., capital requirements and emergency lending facilities) could help limit banks’ risk
taking and alleviate the risk of runs in the banking system. Combining these policies with a
well-designed CBDC could potentially promote bank intermediation without increasing risk
in the economy. We take some initial steps to explore these issues in Online Appendix G,
and leave a full analysis of this important issue for future research.23
Finally, our paper does not investigate central bank lending policy. As CBDCs become an
alternative to deposit accounts, the central bank may also reconsider its lending policy.24
Brunnermeier and Niepelt (2019) show that central bank lending to private banks can insulate private lending and investment against the reduction in bank deposits caused by a
CBDC.25 Our analysis suggests that a CBDC can promote bank intermediation without
central bank lending. However, central bank lending can still serve as an additional (or complementary) policy tool to affect aggregate investment. For example, with endogenous bank
entry and non-competitive loan market, the introduction of a CBDC weakens competition
in the loan market, and central bank lending can counteract this negative effect. We leave
a full analysis of how to coordinate central bank lending and CBDC policies to a separate
paper.
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Appendix
A

Proofs

Proof of Proposition 1. The bank’s choice of checkable deposits solves:


max ξ − R̂d (D−j + dj ) dj .
dj

First, suppose ξ < 1/β, which occurs if χ > 1 or R < 1/β. Focus the case where D−j + dj <
βy ∗ because banks make negative profit otherwise. By Assumption 1(a), this problem has
a unique solution. It satisfies R̂d (D−j + dj ) dj + R̂d (D−j + dj ) = ξ. Then the symmetric
pure strategy Nash equilibrium d must satisfy (13). Because R̂d is positive and R̂d (βy ∗ ) =
1/β > ξ, R̂d (N d) d + R̂d (N d) > ξ if d is slightly smaller than βy ∗ /N . By Assumption 1,
equation (13) has a unique solution, which is increasing in ξ and hence increasing in R .
Next, we show that there is a solution to (13) on [0, βy ∗ ) if ξ = 1/β. Let ξn be an increasing
sequence that converges to 1/β and dn be the solution to (13) if ξ = ξn . Then dn is the
Cournot equilibrium supply of checkable deposits if ξ = ξn . Let d˜ = limn dn ≤ βy ∗ /N .
We show that d˜ < βy ∗ /N and therefore solves (13) under ξ = 1/β by continuity. Suppose
towards contradiction d˜ = βy ∗ /N . Then a bank’s profit under ξn is [ξn − R̂d (N dn )]dn ,
which converges to 0 because dn converges to βy ∗ /N and ξn converges to 1/β. But if a
bank unilaterally deviate to dn /2, its profit is [ξn − R̂((N − 1/2)dn )]dn , which converges to
[1/β − R̂((N − 1/2)βy ∗ /N )]y ∗ /2N > 0. This implies that for n sufficiently large, a bank can
choose dn /2 and gets a higher profit. Therefore, dn cannot be an equilibrium. This leads to
a contradiction. As a result, d˜ < βy ∗ /N and solves (13) if ξ = 1/β.
Proof of Proposition 2. We only prove the third branch of (14), which says d(R ) =
de > d̂(R ) if R < R < R̄ . The other branches are obvious. First, if the total supply of
checkable deposits D is lower than N de = De , then increasing dj does not change the real
gross rate of deposits, which is fixed at Re . The first-order derivative of (11) with respect
to dj is ξ − Re , which is positive if R > R by the definition of R . Therefore, bank j
can always increase its profit by increasing dj . Second, by the definition of R̄ , if R = R̄ ,
then R̂d (De ) + R̂d (De ) DNe = ξ. Therefore, by Assumption 1, the marginal profit of a bank
D
< 0 for all D > De and R < R̄ . It is profitable for a bank to reduce
ξ − R̂d (D) − R̂d (D) N
its supply of deposit if D > De . Combining both arguments, banks supply De checkable
deposits in total and d(R ) = de by symmetry.
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Appendices for Online Publication
B
B.1

Supplementary Analysis
Detailed Analysis of Checkable Deposit Supply

In the main text, the discussion assumes Re ∈ (Rr , R̂∗d (1/β)), where the checkable deposit
curve experiences all four branches in (14). For Re located out of this range, some branches
in (14) disappear. We now describe d(R ) for all Re ∈ [0, 1/β] in more detail. One main
take away is that for Re ∈ (R̂∗d (Rr ), (1 − χ)/β + χRr ), the introduction of a CBDC could
expand the supply of checkable deposits and loans for some values of R (the second and/or
the third branch of (14) apply).
Case 1. If Re ≤ R̂∗d (Rr ), then the CBDC rate cannot beat the lowest deposit rate offered
by the bank regardless of the level of the lending rate, and the CBDC does not affect the
deposit supply. Therefore, d(R ) = d̂(R ) for all R ∈ [0, 1/β] and only the last branch in
(14) remains.
Case 2. If R̂∗d (Rr ) < Re < Rr , then 1/β > R̄ ≥ Rr . The bank makes a positive profit for
all R , and only the last two branches in (14) remain: d(R ) = d̂(R ) if R ∈ [R̄ , 1/β] and
d(R ) = de if R < R̄ .
Case 3. If Re = Rr , then 1/β > R̄ > Rr and R = Rr . Note d(R ) remains the same for all
R ≤ Rr (the return of the bank’s deposit is bounded below by Rr ), d(R ) = d(R ) = [0, de ]
if R ≤ R . In this case, the bank can always break even (though may not make positive
profits), and the last three branches in (14) remain: d(R ) = d̂(R ) if R ∈ [R̄ , 1/β];
d(R ) = de if R < R < R̄ ; and d(R ) = [0, de ] if R ≤ R .
Case 4. If Rr < Re < R̂∗d (1/β), then we are back to the case described in the main text
and all four branches in (14) apply.
Case 5. If R̂∗d (1/β) ≤ Re < (1 − χ)/β + χRr , then the CBDC rate exceeds the highest
deposit rate offered by the bank (without a CBDC) and the CBDC affects the economy for all
values of R ∈ [0, 1/β]. At the same time, we have 1/β > R > Rr . The first three branches
in (14) remain: d(R ) = 0 if R < R ; d(R ) = de if R ∈ (R , 1/β]; and d(R ) = [0, de ] if
R = R  .
Case 6. If Re = (1 − χ)/β + χRr , then the CBDC affects the Cournot equilibrium for all
values of R ∈ [0, 1/β], and R = 1/β (or the bank cannot make positive profits and can
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break even only when R = 1/β). Only the first two branches of (14) remain.
Case 7. If Re > (1−χ)/β +χRr , then the required rate for checkable deposits is higher than
the highest possible return on the bank’s assets. As a result, d(R ) = 0 for all R ∈ (0, 1/β].
In this case, only the first branch in (14) remains. If R = 1/β, the bank could still offer
time deposits. This case occurs only if χ > 0.

B.2

CBDC as Reserves

Now we allow banks to hold the CBDC to satisfy the reserve requirement.26 The CBDC
then plays two roles. First, it is a means of payment that competes with checkable deposits.
Second, it can lower the cost for the banks to hold reserves if it has a higher return than
reserves.
The household’s and entrepreneur’s problems remain the same as in the main text. The
bank’s problem changes to
max

bj ,ej ,rj ,j ,dj



s.t.

R j + Rr rj + Re ej − Rd (D−j + dj )dj − bj /β



j + ej + rj = bj + dj , ej + rj ≥ χdj ,

where ej is bank j’s CBDC balance. As before, we solve the Cournot game among banks for
each value of R and trace out the aggregate loan supply. The only difference is that now
banks hold the CBDC to satisfy reserve requirement if its rate is higher than the rate on
reserves.
The red curves in Figure 8 illustrate the resulting aggregate loan supply curve. Again, we
focus on the case with Re > Rr . Same as in Figure 4, the aggregate loan supply curve with
the CBDC coincides with the horizontal axis if R is low. If R is intermediate, the curve is
flat. The deposit rate matches the CBDC rate, and the quantity of loans is fully determined
by the CBDC rate and equals De . If R is above a cut-off R̄R , the return of the checkable
deposits is higher than that of the CBDC, and the aggregate loan supply curve is upward
sloping.
26
If banks can hold the CBDC but not as reserves, then the effect of a CBDC remains the same as in the
benchmark model and banks do not hold any CBDC. The intuition is as follows. If Re ≤ Rr , then banks
prefer reserves to the CBDC. If Re > Rr , then the marginal benefit of investing in the CBDC is negative. To
invest in the CBDC, banks need to issue deposits with at least the same return as the CBDC. In addition,
banks must hold reserves and invest only a fraction of deposits on the CBDC, which implies that the total
cost of holding the CBDC exceeds the return.
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(a) Regime 1: Low Re

(b) Regime 2: Medium low Re

(c) Regime 3: Medium high Re

(d) Regime 4: High Re

Figure 8: CBDC as Reserves
Notes. (1) The blue curve is the loan demand, the black curve is the loan supply without a
CBDC, the dashed black line is the loan supply when a CBDC is used as reserves but cannot be
used for payments, and the red curve is the final new loan supply with a CBDC that can be used
for both
 reserves
 and payments. The dashed line coincides with the red curve except for
R ∈ Re , R̄R . All three curves join each other at R = 1/β.
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Compared with the baseline design, besides being an alternative payment method (payment
competition effect), the CBDC can also reduce the bank’s cost to hold reserves (cost-saving
effect). The two effects together shift the loan supply curve without a CBDC, shown by the
solid black curve, upward to the one with the CBDC. To decompose these two effects, we
also plot the aggregate loan supply curve in an auxiliary model, where we shut down the
payment competition effect. It is the dashed blue curve on (Re , R̄R ) but overlaps with the
red curve otherwise. The shift from the solid black curve to the dashed curve captures the
cost-saving effect, and the shift from the dashed curve to the red curve captures the payment
competition effect.27
We can analyze Figure 8 in the same way as Figure 4. It is easy to see that a CBDC that
serves as reserves can also promote bank intermediation. Compared with the benchmark
model, the CBDC has the additional cost-saving effect. This effect can be active and increase
lending even if the CBDC has a lower rate of return than checkable deposits, as shown in
Figure 8(a). This happens if the rate on reserves is low. Therefore, this design can increase
bank intermediation more compared to the benchmark design. Moreover, it can promote
bank intermediation for a wider range of ie than in the benchmark model.

C

Imperfectly Competitive Loan Market

This section considers the setup where banks engage in Cournot competition in both deposit
and loan markets. We show that the equilibrium is the same as in a setup where banks
have deposit and loan departments and these departments allocate funds among themselves
in a perfectly competitive market. Therefore, we only need to analyze the equilibrium in
the latter setup. The latter setup is attractive because we can use the loan supply and loan
demand curves in the interbank market to study the equilibrium. Moreover, the loan supply
curve is similar to the one obtained in the main text. A similar analysis shows that the CBDC
can increase both deposits and loans. Throughout, we impose the following assumption.
Assumption 2 The production function satisfies 2f  (L) + f  (L)L < 0 .
27
In the increasing part of new (red) loan supply curve (R ∈ [R̄R , 1/β)), the payment competition effect
is muted, and the higher loan supply relative to the old (black) supply curve is due to the cost-saving effect.
In contrast, with the baseline CBDC design, the cost-saving effect is absent and the loan supply curves with
and without the CBDC coincide if R ∈ (R̄ , 1/β)).
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First, we consider the original setup without the interbank market. Bank j solves
max

j ,rj ,dj ,bj



R (L−j + j )j − Rd (D−j + dj )dj + Rr rj − bj /β



(16)

st j + rj = bj + dj and χdj ≤ rj ,
where R (·) = f  (·) is the inverse loan demand function and Lj is the aggregate loan supply
of banks other than j. Now bank j internalizes its impact on the loan rate. To solve (16),
form the Lagrangian
max

j ,rj ,dj ,bj



R (L−j + j )j − Rd (D−j + dj )dj + Rr rj − bj /β

+ Λ1 (bj + dj − j − rj ) + Λ2 (rj − χdj ) .

One can obtain the first-order conditions and then impose symmetry to obtain the following
set of equilibrium conditions.
L
+ R (L) − Λ1 ,
N
∂+
D
0 ≥ [(1 − χ)Λ1 + χRr ] −
Rd (D) − Rd (D),
∂D
N
∂−
D
Rd (D) − Rd (D),
0 ≤ [(1 − χ)Λ1 + χRr ] −
∂D
N
0 = Rr − Λ1 + Λ2 ,
0 = R (L)

+

(17)
(18)
(19)
(20)

0 = Λ2 if L < (1 − χ)D and 0 < Λ2 if L = (1 − χ)D,

(21)

1 = βΛ1 if bj > 0 and 1 > βΛ1 if bj = 0,

(22)

−

∂
∂
Rd (D) and ∂D
Rd (D) denote the right and the left derivatives of Rd , respectively.
where ∂D
They are introduced because Rd (D) has a kink at D = De . The above conditions determine
the equilibrium with Cournot competition in both the deposit and loan markets. Assumption
2 and the assumptions on Rd imply that the above conditions are necessary and sufficient,
and the equilibrium is unique.

Now consider the setup with an interbank market. Each bank has a deposit department
and a loan department. Each of the department cares only about their own profit. The
deposit departments create deposits and lend them in a competitive interbank market. The
loan departments borrow deposits in the interbank market and lend to entreprenuers. The
equilibrium interbank market rate RI equates the demand and the supply of funds in the
interbank market. Deposit departments engage in Cournot competition with each other in
43
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deposit creation while the loan departments engage in Cournot competition with each other
in lending.
Then bank j’s deposit department solves
max

j ,rj ,dj ,bj



RI j − Rd (D−j + dj )dj + Rr rj − bj /β



(23)

st j + rj = bj + dj and χdj ≤ rj ,
which is the same as the problem in our benchmark model except that now the lending rate
in the interbank market appears in the problem.
The Cournot equilibrium among the deposit departments determines the aggregate loan
supply in the interbank market. Without loss of generality, assume that RI ≥ Rr . Then we
can form the Lagrangian
max

j ,rj ,dj ,bj




RI j − Rd (D−j + dj )dj + Rr rj − bj /β + Λ1 (bj + dj − j − rj ) + Λ2 (rj − χdj ) .

Again, take the first-order conditions and impose symmetry to obtain
∂+
D
Rd (D) − Rd (D),
∂D
N
∂−
D
0 ≤ [(1 − χ)RI + χRr ] −
Rd (D) − Rd (D),
∂D
N
0 = Rr − RI + Λ2 ,

0 ≥ [(1 − χ)RI + χRr ] −

s

s

(24)
(25)
(26)

0 = Λ2 if L < (1 − χ)D and 0 < Λ2 if L = (1 − χ)D,

(27)

1 = βRI if bj > 0 and 1 > βRI if bj = 0,

(28)


where Ls = N
j=1 j is the aggregate loan supply. Notice that the loan supply curve obtained
here is identical to the one in the benchmark model except it depends on RI instead of R .
The lending department j solves


max R (L−j + j )j − RI j .
j

(29)

From the Cournot game among the loan departments, we can obtain the aggregate loan
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demand in the interbank market. Under symmetry, the loan demand Ld satisfies
R (Ld )

Ld
+ R (Ld ) = RI .
N

(30)

Notice that if we combine (24)-(30) and use the market clearing condition in the interbank
market, Ld = Ls = L, we obtain the same set of equilibrium conditions as in (17)-(22) with
RI = Λ1 . In the original problem, Λ1 is the shadow value of loanable funds. It is equal
to the interbank market rate RI if there is a perfectly competitive interbank market. This
proves that the model with and without a perfect competitive interbank market yield the
same equilibrium.28

D

Fixed Operating Costs and Endogenous N

Assuming that the the number of banks is fixed in the benchmark model, we found that a
CBDC can increase bank lending by reducing their market power. However, if banks have
fixed operating costs, a CBDC could cause banks to exit because it reduces the profit of
operating banks. This in turn can strengthen the market power of remaining banks and
offsets the positive effect of the CBDC. In this section, we show theoretically that taking
this into account, the CBDC can still improve bank intermediation. In the following, we first
study the case with a perfectly competitive loan market and then the case with a Cournot
loan market.
Each period, N̄ potential bankers decide whether to be active. If a potential banker decides
to be active, the banker needs to pay a fixed operating cost κ. After the decisions are made,
active bankers engage in Cournot competition in the deposit market and perfect competition
in the loan market. This model can be solved in two steps. We first solve our benchmark
model for different values of N and calculate the profit of a bank without the fixed operating
cost, denoted by π(N ). Then the equilibrium number of banks N ∗ satisfies π(N ∗ ) ≥ κ and
π(N ∗ + 1) < κ. We can again use the loan supply and demand curve to show that the CBDC
can increase bank lending. The only difference is that we need to take into account the effect
on the number of banks.
Figure 9(a) shows the equilibria with and without a CBDC. Again, the blue curve is the
loan demand curve and the black curve is the loan supply curve if N = N̂ ∗ , where N̂ ∗ is the
equilibrium number of banks without a CBDC and point a corresponds to the equilibrium.
28

If banks are heterogeneous, the equilibrium with and without the interbank market can differ.
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(a) Cournot in Deposit Market

(b) Cournot in Deposit and Loan Markets

Figure 9: Fixed Operating Costs
Now consider introducing a CBDC with Re higher than the gross real deposit rate without a
CBDC but not too high. At the new equilibrium, N ∗ < N̂ ∗ because the CBDC reduces bank
profits. The red curve plot the loan supply if N = N ∗ . The same as in the benchmark model,
the loan supply is 0 if R < R . If R ∈ (R , R̄ ), the aggregate loan supply is (1 − χ)De ,
which is also the same as in the benchmark model. The intuition is also the same: in this
region, banks cannot reduce the deposit rate by reducing the supply because the CBDC rate
is an effective lower bound. As they are making positive profits per unit of deposits, they
satisfy all the demand for electronic payment balances. As R moves beyond R̄ , the CBDC
is not effective and the loan supply equals to the one without the CBDC under N = N ∗ .
Notice that R̄ is higher than its value if the number of active banks is fixed at N̂ ∗ . Because
there are fewer banks and more market power, a higher lending rate is needed to make a
CBDC ineffective. Moreover, the red curve lies below the black curve if R̄ < R < 1/β,
because the aggregate loan supply decreases with N if the CBDC is not effective.
The equilibrium with the CBDC is point b. It features more deposits, loans and lower
lending rate compared to the equilibrium without the CBDC. Moreover, it coincides with
the equilibrium with the number of banks fixed at N ∗ . Intuitively, the CBDC sets the deposit
rate and force active banks to compete, which completely off-sets the effect of fewer active
banks. Indeed, as long as there is one active bank, the equilibrium remains at point b.
The above result depends crucially on the assumption of perfect competition in the loan
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market. If the banks also have market power in the loan market, they would reduce aggregate
loan supply if fewer banks are active. As shown in Appendix C, the equilibrium with a fixed
N is the same as the equilibrium in a model where each bank is split into a deposit and a
loan department and they trade in a competitive interbank market. Therefore, we can focus
on the latter to simplify the analysis. In particular, we can plot the loan supply and loan
demand in the interbank market to obtain the equilibrium just as in the previous analysis.
Figure 9(b) shows the effect of a CBDC if the loan market is imperfectly competitive. Same
as the above, suppose that N = N̂ ∗ in the equilibrium without the CBDC. The black curve
is the loan supply in the interbank market if N = N̂ ∗ . The blue curve is the loan demand
curve. Their intersection, point a, is the equilibrium without the CBDC. With the CBDC,
N decreases to N ∗ . The the red curve is the loan supply in the interbank market with the
CBDC if N = N ∗ . The loan supply is the same as in the case with a perfectly competitive
loan market, except that it depends on the lending rate in the interbank market, RI . But
there is an additional effect on the loan demand. Because fewer banks are active, they have
more monopoly power in the final loan market. Active banks then demand higher lending
rate from entrepreneurs and lend out less for any rate in the interbank market. As a results,
the loan demand in the interbank market declines. This shifts the loan demand to the left
to the green curve. If the shift is not too big, the equilibrium changes to point b. The
amount of loans in the interbank market is higher after introducing the CBDC. Because the
lending departments lend out all the borrowed funds in the interbank market, entrepreneurs
get more loans and face a lower rate. As a result, the CBDC promotes bank intermediation.
However, if the loan demand shifts too much, it could intersect on the vertical part of the
loan supply curve, as a result, the loan quantity may decrease and a CBDC reduces bank
intermediation.

E

Empirical Evidence of Fixed Operating Costs

We now show that banks have increasing return to scales, which is majorly caused by decreasing average costs. This provide an indirect evidence of significant fixed operating costs.
We first calculate a bank’s profit and revenue per unit of assets from the call report data
between 1987 and 2010, which we call profit rate and revenue rate, respectively. We then
regress it on the bank’s assets (in trillion dollars). To eliminate the outliers, we drop the
observations with the lowest 1% of asset or the lowest 1% profit rate.
Table 2 shows the regression results. The first three columns are results on revenue rates.
The first column is from a simple OLS. The second column adds bank fixed effects and
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Table 2: Evidence of Fixed Operating Costs

Assets

Revenue
Revenue
-0.0027*** -0.0182***
(0.0004)
(0.0054)

Revenue
-0.0069***
(0.0026)

Profit
Profit
0.0037*** 0.0003
(0.0004) (0.0004)

Profit
0.0012***
(0.0004)

Bank FE

No

Yes

Yes

No

Yes

Yes

Time FE
N

No
885313

No
885313

Yes
885313

No
885313

No
885313

Yes
885313

* p < 0.10, ** p < 0.05, *** p < 0.01

the last column further adds time fixed effects. The coefficients on assets are negative and
significant at 1% level in all specifications. This suggests that average revenue drops with
total assets. The last three columns are the same regressions but with the dependant variable
being the profit rate. The coefficients on assets are positive and highly significant except one
specification. This means that the profit rate is increasing in total assets. Since the revenue
rate is decreasing in assets, this suggests the average cost must be decreasing in assets. This
is consistent with fixed operating costs.

F

Price Competition in the Deposit Market

Consider an alternative deposit market structure, where banks set the real interest rate on
deposits. They have market power due to information frictions following Burdett and Judd
(1983) and Head et al. (2012). There are a continuum of banks. Each of them quote
rates for its checkable deposits and time deposits. Due to information frictions, a buyer
does not see all the quotes. Instead, he or she sees one quote with probability b1 and two
quotes with probability b2 . For simplicity, assume that b1 + b2 = 1. If the buyer sees two
quotes, he or she chooses to stay with the bank that quotes a higher rate. After choosing the
bank, the buyer works and makes portfolio choices. There is heterogeneity in the portfolio
choices because buyers face different interest rates on their deposits. Nevertheless, the inverse
demand function for a buyer remains to be Rd . Throughout this section, we require that
Assumption 1 holds with N = 1. It is convenient to work with demand function instead of
−1
inverse demand. Therefore, define D (Rd ) = R−1
d (Rd ) and D̂(Rd ) = R̂d (Rd ). Notice that
D(Rd ) = D̂(Rd ) if Re = 0.
Banks engage in perfect competition in the loan market. Given the loan rate, they choose
48
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Rd and Rb to maximize the expected profit. Same as before, banks offer time deposit only
if R ≥ 1/β. If R = 1/β, they are indifferent between any amount of time deposits and
Rb = 1/β. Therefore, we can focus only on the choice of Rd . As in the main paper, we derive
the loan supply as a function of R from the bank’s problem and then intersect it with the
loan demand curve to determine the equilibrium. The latter remains unchanged, so we focus
on the former.
Following Head et al. (2012), there is a continuum of Rd quoted in the equilibrium. They
all lead to the same expected profit. Banks trade off the profit from a customer and the
probability of getting a customer. Given R , the distribution of Rd is F (·; R ). One can show
that F (·; R ) is non-atomic and has an interval support. Given R , the lowest quoted rate
solves
max b1 [R  + Rr r − Rd D(Rd )]

r,,Rd

st

r +  = D (Rd ) and r ≥ χD (Rd ) .

A bank with the lowest rate gets a customer only if the customer sees only one quote. This
happens with probability b1 . Conditional on having a customer, the problem is the same as
before with D−j = 0, i.e., the bank is a local monopoly. This problem can be rewritten as
max b1 (ξ − Rd ) D (Rd ) .
Rd

(31)

where ξ = max {R (1 − χ) + χRr , Rr }. Let R̂d (R ) solve the following equation in Rd :
(ξ − Rd )D̂ (Rd ) − ξ D̂(Rd ) = 0.
Then the solution to (31) is Rd (R ) = max(Re , R̂d (R )). The CBDC rate sets a floor for the
lowest deposit rate. Then F (·; R ) satisfies the equal-profit condition
b1 [ξ − Rd (R )] D (Rd (R )) = {b1 + 2b2 F (Rd ; R )} (ξ − Rd ) D (Rd ) .
The left hand side is the profit from quoting the lowest rate. The right hand side is the
profit from quoting the higher rate Rd . A bank with rate Rd gets a customer if either the
customer has a quote only from this bank or the customer’s other quote has a lower rate.
This equal-profit condition gives a closed-form solution
F (Rd ; R ) =

b1
2b2




[ξ − Rd (R )] D (Rd (R ))
−1 .
[ξ − Rd ] D (Rd )
49

Electronic copy available at: https://ssrn.com/abstract=3331135

173

CBDC Think Tank

Denote the highest rate in the support of F as R̄d (R ). It solves F (Rd ; R ) = 1. If R ≤ 1/β,
then R̄d (R ) < 1/β.
The accepted quotes have the price distribution
G (Rd ; R ) = b1 F (Rd ; R ) + b2 F (Rd ; R )2 .
Use F̂ and Ĝ to denote the equilibrium distributions of quoted and accepted rates if there is
no CBDC (i.e., if Re = 0). By Assumption 1, R̄d (R ) is increasing in R . This implies that
as R increases, F , F̂ , G and Ĝ increases in the sense of first-order stochastic dominance.
Similar as in the benchmark model, the aggregate loan supply without the CBDC is





0



 0, (1 − χ) D̂ (x) dĜ (x; R )
s

L̂ (R ) =


 (1

 − χ) D̂ (x) dĜ (x; R )


 (1 − χ) D̂ (x) dĜ (x; R ) , ∞

if R < Rr
if R = Rr
if 1/β > R > Rr

.

if R = 1/β

It takes the same form as the case with Cournot competition. It increases with R because D̂
is increasing with R and Ĝ increases with R in the sense of first-order stochastic dominance.
Now introduce a CBDC with Rr < Re < 1/β as in the main text. Again, define R as the
solution to
(1 − χ) R + χRr = Re .
 
Let R̄ satisfy R̂d R̄ = Re . If R < R , banks do not operate. If R ≥ R̄ , R̂d (R ) ≥
Re and the CBDC does not change the distribution of Rd , i.e., F (·; R ) = F̂ (·; R ) and
G(·; R ) = Ĝ(·; R ). If R < R < R̄ , then Re > R̂d (R ). This implies that F (·; R ) and
G(·; R ) first-order stochastically dominate F̂ (·; R ) and Ĝ(·; R ), respectively. If R = R ,
then Rd = Re is degenerate, so banks are indifferent between any amount of deposits and
lend up to the reserve requirement. On the other hand, households are indifferent between
the CBDC and checkable deposits. As a result, the deposit quantity can be anything between
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Figure 10: Equilibrium with Burdett-Judd Deposit Market
0 and D̂(Re ). The aggregate loan supply is




0




0, (1 − χ) D̂(Re )



Ls (R ) =
(1 − χ) D̂ (x) dG (x; R )




(1 − χ) D̂ (x) dG (x; R )






 (1 − χ)  D̂ (x) dG (x; R ) , ∞


if R < R
if R = R
if R̄ > R > R .
if β1 > R ≥ R̄
if R = 1/β

Figure 10 shows the loan demand and loan supply curves. The black curve is the aggregate
loan supply curve without the CBDC and the red curve is the curve with the CBDC. Similar


to the Cournot model, the red curve is above the black curve if R ∈ R , R̄ and overlaps
with the black curve if R > R̄ . Different from the Cournot model, it is increasing on


R , R̄ . The blue curve is the loan demand curve. Its intersections with the loan supply
curves correspond to equilibria with and without the CBDC. In this figure, we plot the
case where ie is intermediate. The equilibrium with the CBDC (point b) has a higher loan
quantity and a lower loan rate than the equilibrium without the CBDC (point a). Because
the equilibrium is between R and R̄ , households do not use the CBDC in equilibrium
despite that it has a positive effect on bank intermediation. Same as in the Cournot model,
a higher ie increases both R and R̄ . As Re increases from Rr , the CBDC first increases
bank intermediation and then decreases bank intermediation.
Proposition 4 There exists a unique steady-state monetary equilibrium. With a proper
interest rate, the CBDC can increase bank intermediation.
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G

Bank Profit and Risk-Taking Behaviors

So far, we show that the CBDC can increase bank lending by reducing the market power
of banks. A reduction in market power lowers bank profits, which may have implications
on the risk of the economy if investment is risky. Although this is not the main focus of
this paper, our framework is flexible enough for studying the effect of the CBDC on the
risk. It turns out the CBDC can increase or decrease risk in the economy depending on
whether it is the entrepreneurs or the banks who decide the risk level of the investment
projects. If entrepreneurs make the decision, the CBDC can increase loans and decrease risk
taking. If banks make the decision, the CBDC can increase both loans and risk taking. In
the latter case, the government can use contingent transfers to reduce the risk taking and
use the CBDC to reduce banks’ market power. This opens the door to the general question
of coordinations between the CBDC policy and policies targeting directly at the risk-taking
behaviors. We leave a careful study of this policy coordination problem to future research.

G.1

Risk-Taking Behaviors of Entrepreneurs

Following Boyd and De Nicolo (2005), each entrepreneur has access to a risky project that
requires 1 unit of investment. Each project gives s CM good with probability p(s) and 0
with probability 1 − p(s), where p is strictly decreasing and concave with p(s) = 0 and 1 ≥
p(0) > 0. The projects with the same risk level are perfectly correlated. Each entrepreneur
has a heterogeneous cost κ to operate the investment. The measure of entrepreneurs with κ
less than x is G(x).
Entrepreneurs have limited liability. They pay back the loans only if the project is successful.
Notice that entrepreneurs care only about the expected profit and do not have incentives to
diversify investments across projects with different risk levels. Therefore, their problem is
max p(s)(s − R ),
s

which yields a decision for risk level
R = s +

p(s)
.
p (s)

This defines risk taking as an increasing function of R denoted as s(R ). Higher lending
rate induces entrepreneurs to take more risk and utilize their limited liabilities. Then the
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profit of a entrepreneur is
π(s(R )) = p [s(R )] [s(R ) − R ],
which is decreasing in R by the envelope condition. An entrepreneur invests if and only if
π(s(R )) ≥ κ. Therefore, the total loan demand is G(π(s(R ))), which is decreasing in R .
We can invert it to obtain the inverse loan demand function R .
Now we consider the bank’s problem. Banks engage in Cournot competition in both the
deposit and the loan markets. To simplify presentation, we assume that all bank deposits
are insured by the government at zero cost. The government finances deposit insurance by
lump-sum tax in case of a bank default. We assume that banks do not have enough assets to
cover liabilities if entrepreneurs default on the loan, which requires χ to be small. If a bank
fails, it exhausts its assets to pay back deposits but do not have further obligation. Banks
engage in Cournot competition in both deposit and loan markets. Therefore, bank j solves
max q(L−j + j ) [R (L−j + j )j − Rd (D−j + dj )dj + Rr rj ]

j ,rj ,dj

(32)

st j + rj = dj and χdj ≤ rj ,
where q(·) = p[s(R (·))].
We form the Lagrangian
max

j ,rj ,dj



q(L−j + j ) [R (L−j + j )j − Rd (D−j + dj )dj + Rr rj ]

+ Λ1 (dj − j − rj ) + Λ2 (rj − χdj ) .

Imposing symmetry, we can obtain a set of equilibrium conditions




L
D
L
0 =q(L) R (L) + R (L) + q (L) R (L) − Rd (D) + Rr rj − Λ1 ,
N
N
N
 +

∂
D
0 ≥[(1 − χ)Λ1 + q(L)χRr ] − q(L)
Rd (D) + Rd (D) ,
∂D
N
 −

∂
D
0 ≤[(1 − χ)Λ1 + q(L)χRr ] − q(L)
Rd (D) + Rd (D) ,
∂D
N

(33)
(34)
(35)

0 =q(L)Rr − Λ1 + Λ2 ,

(36)

0 =Λ2 if L < (1 − χ)D and 0 < Λ2 if L = (1 − χ)D.

(37)
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Again Λ1 is the marginal value of loanable funds. Different from the case without risk,
the bank profit when it does not fail enters into (33). If this profit is lower, Λ1 is lower.
Intuitively, banks have an incentive to issue more loans to reduce entrepreneur’s risk, which
increases their probability of being profitable. However, if the bank profit drops, they have
less incentive to reduce the risk and as a result the value of loanable funds drops. This
channel could reduce bank lending and increase risk if the CBDC cut bank profits.
Proposition 5 If entrepreneurs decide the level of risk, a CBDC can increase bank lending
and decrease risk if Re is slightly higher than the gross real rate of deposits without the CBDC.
Proof. If there is no CBDC, Rd = R̂d is a smooth function. Therefore, (34) and (35) hold as
equality. Denote the equilibrium quantities without the CBDC as D̂∗ , L̂∗ , Λ̂∗1 , Λ̂∗2 . Consider
the case where Λ̂∗2 > 0 and the reserve requirement binds. We show the if ie is set such
that Re is only slightly higher than R̂(D̂∗ ), then D∗ = De , L∗ = (1 − χ)D∗ constitute an
equilibrium with a CBDC. To achieve this, we only need to show that we can find Λ∗1 > 0
and Λ∗2 > 0 such that (33)-(36) hold with (D∗ , L∗ , Λ∗1 , Λ∗2 ). We first define Λ∗1 to be the
solution of (33) if we replace (D, L) by (D∗ , L∗ ). Notice that Λ∗1 is continuous in De and
∂−
Rd (De ) = 0 and
hence continuous in Re . Now we evaluate (35) at (D∗ , L∗ , Λ∗1 ). Because ∂D
−
∂
∗
R̂ (D̂ ) > 0, the right-hand side of (35) is strictly greater than 0 if Re is slightly higher
∂D d
than R̂d (D̂∗ ). Similarly, the right-hand side of (34) evaluated at (D∗ , L∗ , Λ∗1 ) is less than or
equal to 0. Otherwise, it suggests that the equilibrium without the CBDC should feature
more than D∗ deposits and L∗ loans, which contradicts the assumption. Lastly, because Λ∗1
and L∗ are continuous in Re , (36) defines a positive Λ∗2 if Re is not too far from R̂d (D̂∗ ).
Now we have constructed Λ∗1 and Λ∗2 that satisfy the requirement. Therefore, D∗ and L∗ are
the equilibrium quantities if Re is higher but not too much higher than R̂d (D̂∗ ). Because
L∗ > L̂∗ and risk is decreasing in total loan supply, a CBDC can increase bank lending and
reduce risk.

G.2

Risk-Taking Behaviors of Banks

We next study a variation of the model where banks choose the risky investment. This
model is also studied in Boyd and Di Nicolo (2005). It is the same as the above except that
now the banks decide both the risk of the investment s and the quantity of the investment
. The investment returns s with probability p(s) and 0 with probability 1 − p(s). Returns
are perfectly correlated across projects.
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Bank j solves
max p(sj ) [sj j − Rd (D−j + dj )dj + Rr rj ]

sj ,j ,rj ,dj

(38)

st j + rj = dj and χdj ≤ rj .
We form the Lagrangian:
max

sj ,j ,rj ,dj




p(sj ) [sj j − Rd (D−j + dj )dj + Rr rj ] + Λ1 (dj − j − rj ) + Λ2 (rj − χdj ) .

Impose symmetry and eliminate Λ1 and Λ2 to obtain

∂+
D
Rd (D) + Rd (D) ,
∂D
N
 −

∂
D
0 ≤ [(1 − χ)s + χRr ] −
Rd (D) + Rd (D) ,
∂D
N


D−L
L
L
D
0 = p(s) + p (s) s − Rd (D) + Rr
,
N
N
N
N
0 ≥ [(1 − χ)s + χRr ] −



s = Rr if L < (1 − χ)D and s > Rr if L = (1 − χ)D.

(39)
(40)
(41)
(42)

Proposition 6 If banks decide the risk level directly, a CBDC can increase bank lending
and risk taking if Re is slightly higher than the gross real rate of deposits without the CBDC.
Proof. Let ŝ∗ , D̂∗ , L̂∗ be the equilibrium without the CBDC. And assume that ŝ∗ > Rr .
Then L̂∗ = (1 − χ)D̂∗ . Therefore, ŝ∗ , D̂∗ solve


D
0 = [(1 − χ)s + χRr ] − R̂d (D) + R̂d (D) ,
N
p(s)
0 = [s +  ](1 − χ) + χRr − R̂d (D).
p (s)

(43)
(44)

Now we show that if Re is higher than but close to R̂d (D̂∗ ), then D∗ = De and L∗ = (1−χ)D∗
constitute an equilibrium. Let s∗ be the solution to (44) when D = D∗ . If Re is close to
R̂d (D̂∗ ), D∗ is close to D̂∗ . Therefore, s∗ is close to ŝ∗ and strictly larger than Rr . Moreover,
because D∗ > D̂∗ and s+p(s)/p (s) is increasing, s∗ > ŝ∗ . If s∗ , D∗ and L∗ satisfies (39)-(41),
they are the equilibrium with the CBDC. First, (41) is satisfied by the definition of s∗ and
the fact that R̂d (D∗ ) = Rd (D∗ ) = Re . Second, (40) is satisfied by a similar argument as
in the previous section. Lastly, one can show that (39) is satisfied because otherwise, the
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equilibrium without the CBDC should have a deposit quantity larger than D∗ . This shows
that (D∗ , L∗ , s∗ ) is the equilibrium if Re is slightly higher than R̂d (D̂∗ ). Therefore, both
bank lending and risk level increase after introducing the CBDC.
The government can keep the risk level unchanged by giving banks a lump-sum transfer if
they do not fail. Define
τ=



Re − [ŝ∗ +

p(ŝ∗ )
](1 − χ) − χRr
p (ŝ∗ )



D∗
D∗
= [Re − R̂d (D̂∗ )] .
N
N

One can check that (D∗ , L∗ , ŝ∗ ) constitutes an equilibrium. Notice that τ and the CBDC
rate are two orthogonal policy tools. Although the government can choose τ to maximize the
expected productivity p(s)s, the quantity of investment can be too low due to the market
power of banks. The CBDC can help to raise investment quantity. Although such transfers
may not be possible in practice, the message is that the government may have other policy
tools that target directly at the risk-taking behaviors. These tools can be used in conjuncture
with the CBDC rate to reduce banks’ market power without making them more risky. An
example of such a tool is the contingent transfer studied above. There are more practical
tools like capital requirements. A careful study of the interaction between these policies and
the CBDC rate can be very interesting and is beyond the scope of this paper. Therefore, we
leave it for future research.

H

Calibration Method and Data

In the calibration, we use Kalai bargaining as the DM trading mechanism. It is more flexible
and allows sellers in the DM to have positive markups. The bargaining power to the buyer
is θ ∈ [0, 1]. The solution maximizes the buyer’s surplus given that he or she gets θ fraction
of the total surplus and the liquidity constraint, i.e., if the buyer has a real balance L, the
Kalai solution solves
max [u (y) − p] s.t. u (y) − p = θ [u(y) − y] and p ≤ L.
y,p

All the analysis in the main text stays unchanged except that
λ(L) = max




u [Y (L)]
−
1,
0
,
(1 − θ)u [Y (L)] + θ

where Y (L) satisfies (1 − θ)u[Y (L)] + θY (L) = L. If θ = 1, Kalai bargaining reduces to the
buyer’s take-it-or-leave-it offer studied in the main text.
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Data
From FRED, we obtain the time series for inflation, 3-month t-bill rates, prime rates, GDP
and total commercial loans. The SCPC data contain the number of transactions by type.
Table 9 in Greene and Stavins (2018) contains these numbers for 2015-2017. DCPC asks
consumers to record whether they think a transaction accepts cash or cards. Page 13 and
14 in Premo (2018) contain summary statistics of answers to these questions.
For calibration, we need times series of interest rates on transaction deposits and loan, and
information on the operation costs of banks. We obtain them from call report data from
1987-2019. This data contain quarterly information on balance sheet and income statement
of banks in the US. We obtain this data from WRDS by using the SARS code by Drechsler
et al. (2017). To obtain the rates on transaction deposits, we first divide interest expenses
on transaction accounts (item code: RIAD 4508) by total transaction deposits (RCON2215)
to obtain the rates for each bank in a given quarter. Then we take the average across all
banks weighted by their transaction deposits to obtain a quarterly industry average. Lastly,
we aggregate to the annual level. Notice that RIAD4508 starts only from 1987.
To obtain the loan rates, we first divide the interest income from loans (RIAD4010) by the
loan quantity (RCON3360) to obtain bank-level loan rates. These rates are very heterogeneous across banks. This could be because loans of different banks have different risk.
Since we do not model risky investment, we focus only on the safe loans. We define our
loan rate to be the first percentile of the loan rate distribution in the data. This leads to
rates comparable to the FRED on loans of minimal risk, which is reported between 1998
and 2008. In this period, our average loan rate is about 4.4%, while the FRED data have
an average rate of 4.7%. This gives a 3.69% loan rate. We have also done a calibration with
the average loan rate 5.19%. The results are similar but the positive effect of the CBDC is
larger because the higher loan rate implies a higher market power in the banking sector.
Lastly, we compute the operational cost per dollar of asset between 2014 and 2019 to calibrate
c. Unfortunately, assets data are missing for many banks during this time frame, but we
observe total deposits (RCON2200+RCFN2200) for this period. We also observe both assets
and deposits between 1987 and 2010. In this period, assets is about 1.505 times the total
deposits. We then assume that the this ratio is stable over time. Therefore, we can divide the
operational cost per dollar of deposits by 1.505 to obtain operational cost per dollar of assets.
To this end, we first calculate the average operational cost for each bank by subtracting
expenses on premises or rent (RIAD4217) from the non-interest expenses (RIAD4903). Then
take an average across banks weighted by total deposits to get the industry average. Finally,
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we aggregate to annual level and set c to be the time average divided by 1.505.

Computation
One straightforward way to calibrate the model is to solve the equilibrium given each parameter value and choose one that best fits the money demand curve, the deposit rates and
the spread. This method, however, can be computationally cumbersome because one needs
to solve the model for each data point used for the money demand and then optimize over a
six-dimensional parameter. One key insight is that the money demand can be solved independent of the banking sector. This leads to the following algorithm that greatly simplifies
the calibration.
1. Match the money demand between 1987 and 2008 to obtain B, σ, θ, Ω. In this step, we
set ir = 0 and χ = 2.4% to match the average interest on reserves and the average ratio
of required reserves excluding vault cash to transaction balances during this period.
(a) Fix the value of Ω and θ. Fit the money demand curve by choosing B, σ. More
specifically, for each interest rate, calculate the steady state equilibrium using the
nominal interest rate and the deposit rate for each year. Then choose (B, σ) to
minimize the distance between the model predicted M1 to GDP ratio and the
data. The M1 to GDP ratio in the model can be calculated by (Rz Z + Rd D) /Y,
where
3

D−L
+ ALη − Rd D + L
αj P (yj ) + 2B +
Y=
1+π
j=1
is the output and π is the inflation rate. It is the sum of the consumption of
households in DM and CM (the first two terms), the consumption of old bankers
(Rr (D−L)+Rl L−Rd D), the consumption of old entrepreneurs (Af (L)−Rl L), and
the investment by young entrepreneurs (L). The DM consumption is measured
by the amount of payment. Because the reserve requirement binds during this
period, L = (1 − χ)D. The first-order condition of the entrepreneurs implies
AηLη−1 = R . Therefore,
Y=

3

j=1

αj P (yj ) + 2B +

(R + η) (1 − χ) D
χD
+
− Rd D.
1+π
η

We plug in the time series for R and Rd . The above formula does not involve A.
This insight allows us to calibrate B and σ independent of the bank’s problem.
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(b) Calculate the markup. If it is less than 20%, then decrease θ, otherwise increase
θ. Repeat 1-2 until the markup in the model matches 20%.
(c) Calculate the model fit at different values of Ω. And find the value that gives the
best fit.
2. Match banking data from 2014 to 2019 to obtain A, N
(a) Set N such that the solution of the Cournot competition leads to a spread of
3.39% between loans and transaction account.
(b) Set A to match a 0.3049% interest rate on transaction accounts.

I

The Role of Time Deposits

The analysis of this paper does not depend on the existence of time deposits. But they help
to avoid a technical complication: if checkable deposits are the only funding source, the loan
supply curve is not continuous and an equilibrium where banks adopt pure strategies may
not exist.
To see this, suppose checkable deposits are the only funding source and χ = 0. When
R = 1/β, there are two types of equilibria in the Cournot game among banks. In the first
type, the gross real deposit rate is 1/β and banks make 0 profits. This occurs if for any bank
j, its competitors supply D−j ≥ D∗ = βy ∗ . Buyers are unconstrained even if bank j supplies
0 checkable deposits and the liquidity premium for checkable deposits disappears. Therefore,
Rd = R = 1/β and bank j is indifferent between any amount of checkable deposits. Because
the lending rate is positive, the deposit quantity is equal to the loan quantity. Therefore, the
total loan supply equals the total deposits supply and is at least N D∗ /(N − 1) by symmetry.
In the second type of equilibrium, the gross real return on deposits is less than 1/β and
banks earn positive profits. In this case, for any bank j, its competitors supply D−j < D∗
deposits. Therefore, it is optimal for bank j to supply less than D∗ − D−j and obtain a
positive profit. By symmetry, the total deposits and loans are N d̂(1/β) < D∗ .
The loan supply cannot take any value between N d̂(1/β) and N D∗ /(N − 1) in a symmetric
pure-strategy equilibrium, generating a hole in the loan supply curve. In fact, one can show
that the loan supply cannot be between D∗ and N D∗ /(N −1) even if we allow for asymmetric
strategies. Figure 11 shows the implication on the equilibrium. The black curve is the loan
supply without the CBDC and the red curve is the loan supply with the CBDC. If the loan
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Figure 11: No Time Deposits
demand goes through the hole of the loan supply curve as in Figure 11, there does not exist
an equilibrium. If time deposits are available, banks can use funding raised by time deposits
to fill the gap in the loan supply curve. An equilibrium always exists.
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Introduction
The rise of new and proposed monetary vehicles, including central bank digital currency (CBDC), stablecoins,
payment service providers (e.g., mobile network operators), etc., means an unprecedented change in the retail
and wholesale payments system. At the same time, central banks and infrastructure providers are examining
new ways to facilitate transfer of value across wholesale payments platforms. An important question for central
banks is the extent to which these innovations upend the role of and implementation of monetary policy.
On the one hand, it can be argued that while the changes the monetary systems are undergoing are rapid, they
are no more extensive than changes seen in the past: the rise of card-based payments at the retail level,
netting systems and new cross-border systems at the wholesale level—all of which were taken in stride by the
departments in the central banks responsible for monetary policy implementation. On the other hand, several
observers and commentators have argued that the speed of the change, the ability of technology to effect
rapid, possibly uncontrolled transmission from one payments arrangement to another, and the increased
attractiveness of new non-bank, and non-regulated structures mean that central banks must take account the
extra stress on their systems, 1 and indeed the threat of irrelevance. Coupled with this threat is a potential
opportunity, noted by other commentators: the addition of new monetary instruments may enable the central
bank to operate on additional dimensions, opening up new avenues for more targeted policy responses,
through adjustment of multiple interest rates or monetary aggregates.
This paper attempts to start to untangle this puzzle, examining the effect on monetary policy implementation of
the introduction of CBDCs and of bank and nonbank stablecoins into an economy (Quarles, 2021; Carney,
2021). The significance of the advent of alternative payment arrangements differs depending on whether the
monetary authority is conducting a traditional policy intended to affect overall real interest rates, or a
quantitative easing or tightening, focused on altering the differential between returns on two different categories
of assets, for example maturity premia, risk premia, or liquidity premia. It also differs depending on whether the
authority implements its policy by targeting nominal interest rates or by targeting monetary aggregates. We
take the perspective in this paper that controlling relevant interest rates is the macroeconomic goal of the
monetary authority, and that monetary aggregates are used as a target by an authority that finds interest rates
are difficult to observe or directly control on a timely basis.
In addition, a central bank has other goals besides reaching a macroeconomic target. New payment systems
can be sources of financial instability and so it may be appropriate to have policies which focus on these risks.
Different forms of new money will yield different seigniorage revenues; if these revenues are an important part
of the central bank’s mandate, it may need to establish policies that tilt the mixture of payment arrangements
chosen in the economy. There are many different implications for central bank operations from the introduction
of digital money; the paper will focus on three questions: (i) Can digital money affect the interest rate channel?;
(ii) Would it require a new instrument for the central bank?; and (iii) What are the implications for currency-incirculation, monetary base and seigniorage?
The paper is outlined as follows: Section I describes key features of the existing and new types of payments
arrangements we consider. Section II focuses on the interest rate channel and whether digital money will
change monetary policy and central bank operations (with a focus on CBDC). It also suggests the need to
For example, Gorton and Zhang (2021) argue that, while there is nothing new about privately provided money, stablecoins create
systemic risks that should be addressed by regulation and CBDC issuance.
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redefine monetary aggregates to take into account new payment assets. Section III focuses on other central
bank goals. It argues that new instruments make sense to the extent that there is limited substitutability
between the various payment sectors, both on the demand side of customers for the instruments, and on the
provision side. Section IV centers on currency-in-circulation (CiC) trends globally, and how it may impact
central bank operations such as seigniorage, transactional velocity of digital money, and sterilization, including
parallels between CiC and CBDC.
Many of the issues that arise from the introduction of non-bank providers of payments assets are already
present in countries with large penetration of e-money. Section V focuses on a sub-set of digital money: emoney and payment service providers (PSP) such as mobile network operators (MNOs), and how liquidity
outside the monetary base may be important to understand, including decline in money demand and other
money metrics such as M2. Section VI concludes that we will need a better understanding how the elasticities
of their demand of the new digital technology compare with the elasticities of the demand for the existing
methods of payment.

I. Payments Assets, Old and New
Proposed and actual innovations in payments are arriving at a mind-boggling rate. To understand the different
implications, we need to provide our own typology (for different typologies, see Adrian and Mancini-Griffoli,
2021; Carstens, 2021, McLaughin, 2022, Bech and Garratt, 2017). For the most part, existing money comes in
two varieties: debt of a central bank, used by individuals in the form of physical currency, and bank money—
that is, debt of commercial banks in a form acceptable for payments. Central bank money is fiat currency,
issued by the central bank essentially without cost. Commercial bank money promises redemption in central
bank debt. Commercial bank money is backed by reserves of central bank debt, by regulatory structures
assuring the safety and soundness of the issuing commercial bank, and by deposit insurance and central bank
lender-of-last-resort facilities.
Since money is useful for payments it commands a liquidity premium. Thus, issuers of it can reap profits by
providing it to agents in the economy who desire it for payments purposes. When provided by the central bank,
the profits are "seigniorage": the central bank trades its monetary asset for non-monetary assets (for example
Treasury bonds) and profits from the difference between the interest payable on the bonds and the interest cost
it pays (typically zero) on the monetary asset. 2 Similarly, a commercial bank profits from the spread between
the interest it receives on the loans it makes, and the lower interest it pays to individuals who hold transactions
deposits for payments purposes, net of the costs of any reserves it is necessary carry as backing for the
deposits. The mix of cash and demand deposits that the public prefers to hold depends on the convenience
and relative cost of each.
We consider two basic types of monetary innovations: (i) central bank digital currency (CBDC); and (ii) bank
electronic money and fintech-issued electronic money. In each case we only consider moneys whose rate of
exchange with existing money is intended to be "fixed." 3 The primary difference in types of innovations we
consider is in the nature of the guarantee of fixed redemption. The guarantee for CBDC comes from the fact
2
Seigniorage is (and has been) an integral part of non-AE. Central banks send a check to their Ministry of Finance as part of the
MoF budget. See Reserve Bank of India speech: https://www.rbi.org.in/Scripts/BS_SpeechesView.aspx?Id=1111.
3
Realistically speaking only assets denominated in the prevailing unit of account are serious contenders for use as mainstream
payments assets.
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that the central bank can issue whatever currency it needs to redeem CBDC. The redemption guarantee for the
other forms of money depends on the nature and extent of the backing the issuing entity holds: electronic
money may be backed wholly or fractionally, and the backing asset may be central bank reserves or short-term
government assets. The liabilities may be liabilities of the payment institution, backed by the assets of the
institution as a whole, or the backing assets may be ring fenced; for example, held by the issuing authority in
custody for the holders of the electronic money, protected from any bankruptcy risk of the institution (see Box 1
and Box 2).
Box 1. Types of Central Bank Digital Currency
A variety of arguments have been made as to why central banks might wish to issue CBDC, among them, financial
inclusion, spurring retail payments innovation by slow moving financial institutions, simplifying wholesale and
international payments, breaking the zero-nominal interest rate lower bound in monetary policy, and protecting
central banks from irrelevancy. Corresponding to this variety of justifications, there has been a variety of design
proposals, suggesting CBDCs at the retail level and at the wholesale level; CBDCs implemented through accounts
at the central bank, or through wallets maintained by intermediate institutions, CBDCs which are non-interest
bearing or interest bearing (or possibly negative interest bearing), and CBDCs with restrictions on the amounts a
user can accumulate or with additional functionality for use in smart contracts.1/ Each variation would potentially
put its own wrinkle on monetary policy (Sanches and Keister, 2021; Kahn et al., 2020; Adrain and Mancini-Grifolli,
2019).
In this paper we focus on a set of features we regard as the most relevant case, a non-interest bearing asset
issued by the central bank, useful for payments purposes and acting as a substitute for CiC, and freely
redeemable in CiC (although authorized firms will probably handle customer service for administering the
electronic wallets in which CBDC is stored).2/ To the extent that the CBDC is an improved means of payment over
CiC, interest would be unnecessary for its acceptance. At the retail level, an interest-bearing CBDC is most easily
thought of as a savings vehicle substituting for time deposits and the like, and its economic effect would be
comparable, for example, to an expansion of a program for issuing retail government savings bonds. At the
wholesale level, an interest bearing CBDC would quickly replace other forms of central bank reserves. For central
banks, moving from being a net recipient of interest from the rest of the economy to a net payer of interest to the
rest of the economy would be a dramatic shift, one that no central bank would willingly contemplate.

______________
1/ See for example the recent speech by Brainard (2022) in which she highlights “design features that could be introduced to limit
such risks, such as offering a non-interest bearing CBDC and limiting the amount of CBDC an end user could hold or transfer.”
Brainard also notes that “such that financial intermediaries rather than the Federal Reserve interface directly with consumer.”
(See also Box 2 on Stablecoins.)
2/ Some have considered the possibility of an interest bearing CBDC; for example, CBDC may remunerate retail in the same
vein as deposits at a bank. Also, inter-bank market settle in central bank money or “reserves”; however, excess reserves and
paying interest on excess reserves (IOER) is only a recent post-Lehman phenomenon. This paper is not about QE related
excess reserves, which is a paper in itself (e.g., should wholesale CBDC be remunerated at policy rate, or at excess reserve
rate, or at zero rate like CiC, etc.)
3/ If policy rate in a country is 12 percent, remunerating the stock of CBDC at 12 percent (and not just the flow), may likely result
in negative seigniorage—unless required reserves from the banking system are relatively large. This will be a significant change
from CiC that generates positive seigniorage.
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Box 2. Stablecoins are Money if Backed by Central Bank Reserves
Stablecoins are sometimes dismissed as the poor relations of the cryptocurrency family. Think of them like
government money market funds that are anchored at a par value of $1, versus stocks whose prices can swing
around wildly. Stablecoins are designed to be a medium of exchange, rather than a speculative asset. And,
despite their apparent stability, they may pose bigger challenge for policymakers than their freewheeling cryptocousins. The market for stablecoins backed by high quality liquid assets is around $180 billion and sizable growth
is expected for US dollar backed coins. To maintain a stable value, issuers need to back the coins with a riskless
asset, such as short-term US Treasury obligations. This introduces into the economy a privately established dollardenominated currency that is not backed by reserves at the US central bank. Their appearance on the scene
requires a rethink of the basics of monetary policy—a rethink so fundamental that it is useful to go back to the
foundations of monetary policy, and rework from there.
The traditional understanding of monetary policy was based on the idea that the money supply was influenced by
the central bank’s open market operations (OMOs). Most money was bank account money—deposits at banks—
after all. Central banks require that deposits be partially backed by central bank reserves, they tended to be a
multiple of those reserves; in this model, US Treasury bonds, while a safe and interest-bearing, cannot be used to
back bank accounts. So, when the Fed carried out OMOs, trading its reserves for Treasuries, it changed the
amount of reserves available to banks and thus altered the money supply. One consequence of stablecoins
becoming available as money is that the money supply no longer needs to be backed by reserves only—
Treasuries work just as well. Thus, the central bank's ability to influence the money supply through OMOs will be
reduced as stablecoins grow.
Reserves will continue to be in demand in the banking system. The crucial difference between reserves and safe
collateral is not their safety (both are safe) but their liquidity. For some purposes—specifically for instantaneous
transmission over large value payments systems in order to meet obligations—reserves are useful, and Treasuries
are not. However, this need for reserves does potentially have knock-on effects as the bank must be able to
provide payment services to any customer with a demand deposit. To the extent that the rest of the economy
depends on banks to make payments for them, the banking system will need reserve balances (Singh, Kahn,
Long, 2021).
But, as the stablecoin business grows sizably, the demand for Treasuries, or Bunds or JGBs will grow as well.
Central banks have no means of directly meeting this demand through standard monetary policy. An alternative
would be to allow—or even encourage—stablecoin issuers to use reserves as backing rather than Treasuries
(Singh et al, 2021). Nonbank stablecoin issuers would likely favor direct access to reserves through Fed master
account and access to central bank payment rails, as this would be preferable to siloing caches of Treasuries or
obtaining reserves through a correspondent bank (i.e., very unlike Tether). Should circumstances warrant,
reserves are more plentiful in the post QE and post COVID era than good collateral (e.g., Eurozone).

At one extreme are stablecoins whose backing is central bank reserves or ring-fenced deposits of a banking
system; at the other extreme are some “e-moneys” issued by companies and backed primarily by the
reputation of the company itself (as is the case with PSP or MNOs in some jurisdictions—see Section V).
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II. Interest Rate Channel
The most basic route for macroeconomic effects of monetary policy is the interest rate channel. 4 By altering, for
example, the interest rate on government bonds, macroeconomic policy alters the level of investment in the
economy, thereby adjusting the levels of economic activity and inflation. While the introduction of new means of
payment can themselves have effects on economic activity, these are unlikely to be of first-order importance or
sufficiently rapid to pose a significant effect on monetary policy in these circumstances. Thus target interest
rates for real investment in the country are unlikely to change as a result of payments innovations.
Typically, the central bank targets the interest rates in the interbank market. Changing the cost of funding for
banks, the monetary authority attempts to affect general economic activity, as banks expand or contract their
lending activity in response. However new means of payment can also have direct effects on the financial
institutions' behavior, either encouraging or discouraging its activity. Thus, one possible consequence of a
payments innovation arises through the potential for new payments arrangements to change spreads between
bank funding costs and lending rates, either by increasing the cost of funds through introduction of payments
arrangements which compete with bank payment systems, or by enhancing the efficiency of those systems.
Not only may changes in the payment system alter the average level of the differential between the rates set by
the monetary authority and the rates at which banks lend to the public, they may also affect the variability of the
differential.
The effects are even more significant if the monetary authority targets monetary aggregates. Money multipliers
for various types of new payments media will be different from existing money multipliers and are likely to vary
based on different external shocks. The question of which aggregates to target and how strongly to respond to
changes in those aggregates will depend on the substitutability between the various payment mechanisms.
Consider for example, the effects of policy of quantitative easing whereby a central bank purchases relatively
illiquid, non-payments assets in return for money. Changing the relative availability of the two types of assets
changes their relative price. The effects on the interest rate premium will generally be more dramatic the less
substitutable and more segmented the markets for two assets. If on the other hand, intermediate assets are
readily available which serve as acceptable substitutes for each, the effect of the policy on the targeted asset's
return is likely to be diluted. 5
The introduction of a new payment asset increases the options available for making payments, and thereby in
general increases economic efficiency. However, to the extent that the new payment asset substitutes for
existing payments assets, it reduces the effectiveness of attempts to change the supplies of those existing
assets. For example, it is more difficult for the central bank to attempt to reduce the liquidity of an economy if
other agents can provide assets which are ready sources of liquidity.
Introducing a CBDC does not lead to this difficulty, since the CBDC is simply another asset issued by the
central bank useable for payments. Since the CBDC is denominated one-for-one in units of existing currency

We focus on this channel as most relevant for the introduction of new moneys; but other channels are also important.
The argument is really about the difference between the power of a monetary authority to engage in monetary policy by causing an
economy wide change in interest rates, or by a quantitative easing or tightening, targeting one sector of interest rates relative to
another. The question is really how tight the link remains between HQLA and reserves, once stablecoins become a major
component of the demand for HQLA.
4
5
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and acquired in exchange for other currency or assets it makes no fundamental change in the conduct of
monetary policy; with a CBDC the outside money supply is simply the total of CBDC and cash in circulation.
Indeed, to the extent that the CBDC increases the usefulness of central bank money, drawing demand away
from the monetary assets of other agents, the CBDC has the potential to increase the central bank's control
over monetary policy and the ability to reap seigniorage.
More subtly, however, the use of CBDCs might increases the velocity of money; some transactions are not only
more convenient electronically, they are also quicker to achieve. The amount of time that money needs to stay
in a person's possession between one transaction and the next falls. In other words, less money is needed in
aggregate to achieve the same value of transactions.
When a nonbank private institution (e.g., fintech) issues electronic money, it acts as a substitute for the central
bank's money, increasing the elasticity of demand for central bank money. However, to the extent that the
issuing institution uses central bank reserves as backing for electronic money, it restores some of the power of
the central bank to affect the liquidity premium—see Section V for liquidity outside the money base. An
important factor that affects substitution between CBDC and privately issued electronic money is perceived
safety. Increases in perceived risk of private money would be expected to cause significant swings in the
mixture of payments assets held by the public. 6
In the case of electronic (or digital) money issued by banks the considerations noted in the previous paragraph
continue to apply; however, there are two additional distinctions. First the regulatory structure makes the
money a closer substitute for central bank digital currency. Second, because these institutions are also lenders,
changes in the costs they face can have a direct impact on their willingness to lend, and thus conceivably a
stronger and more immediate effect than similar changes in costs of institutions which are solely in the
business of providing payments.
Macroeconomic policy is intended to set an interest rate on investment that is consistent with the optimal level
of aggregate economic activity in the economy. If a monetary aggregate is targeted, it should serve as a useful
proxy of the size of the economy’s liquidity premium or the tightness of the supply of payments assets. It
therefore becomes important to understand how monetary aggregates should be adjusted to take into account
the introduction of new payments assets. The ideal aggregate would measure the total of all forms of payments
assets, public and private which act as close substitutes. However, it may not be possible to observe all of
these magnitudes. A central bank will have readily available information on CiC, as well as information on the
size of transactions accounts. To the extent that it cannot measure the magnitude of transactions assets in
unregulated institutions, the measure is imperfect. A partial remedy would arise from measuring the assets
used as reserves by these institutions and adjusting by a money multiplier to move from base to aggregate.

III. New Instruments for Other Goals
Central Banks have multiple objectives; it is important to consider whether the introduction of new forms of
payment arrangement require new instruments to achieve these multiple goals. Consider some objectives
generally attributed to central banks: price stability; financial stability, and generation of government revenue
6
In LICs or EMs, the issue of people wanting to transact outside the domestic banking system is more urgent and more legitimate
and thus not restrict wallet holdings of CBDC; else, people will just hold other coins (not bank accounts). Thus, those licensed will
issue CBDC freely/widely and collect seigniorage.
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through seigniorage. Different forms of new money will yield different seigniorage revenues. Lender of last
resort functions and associated interest rates and liquidity policies are instruments designed to improve
financial sector stability. To the extent that the new payment facilities are separate sources of instability, it may
be appropriate to have separate instruments targeted toward them. In either case, however, new instruments,
only make sense to the extent that there is limited substitutability between the various payment sectors, both on
the demand side of customers for the instruments, and on the provision side. If arguments for interest bearing
(e.g., wholesale) CBDC are compelling, this new instrument will need to justify (and align with) the new
objective. 7
Highly liquid assets with associated risk are a source of financial instability. Historically, monetary policy
handled the dual goals of financial stability and macroeconomic control by separate instruments: in the US for
many years, macroeconomic stability was the province of open market operations, while financial stability was
encouraged with discount window lending and deposit insurance, as well as safety and soundness regulation.
As long as the institutions providing new forms of payment instruments are regulated and insured, this same
division of work can continue without significant alteration. Different types of payments institutions might require
different risk premia for deposit insurance, depending for example on the degree to which payments liabilities
are backed by central bank reserves or liquid assets. The use of electronic payments might increase the speed
of any bank run, necessitating more generous deposit insurance.
The main financial stability concern will arise from payments institutions which are unregulated or
underregulated. As in the shadow banking crisis, the problem arises because the costs of regulation (whether
small or large) lead institutions to engage in regulatory arbitrage, taking on systemic risks not fully borne by the
institutions or the users of the institutions’ services. Such problems could easily arise again if fintech payments
institutions become widely popular. The most important protection against this, is to ensure that the benefits of
joining the regulated sector are sufficiently great to offset the costs of the regulation. In the case of payments
systems, for example, access to the payments backbone is an extremely large carrot, provided that the costs of
regulations are reasonably adjusted to the risks imposed by the payments arrangement (for example, by
allowing payments institutions which do not act as lenders to have regulation that is tailored to the payments
function only).
When different payments arrangements arise, it becomes worthwhile to consider whether there is value in
using central bank regulation to encourage a particular mix among the arrangements. For instance, seigniorage
revenues will be greater from a CBDC than from the same amount of payment activity in a private payment
institution, and the elasticity of demand for central bank reserves are likely to vary with the type of institution—
see Box 2. However, the power of such fine-tuning will be limited both by the ease of substitution by customers
between the different payment methods based on expense, by any swings in preferences among the monetary
assets, based on perceived risk.

IV. Central Bank Operational Issues
The introduction of new payments platform by has great potential but may lead to new risks and in the long run,
including possible changes in monetary policy transmission. The new services have the potential to change the

7

New objectives include liquidity management via CBDC, nonbank access to wholesale CBDC, etc.
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relationship between base money in the economy and capacity to carry out transactions, with consequences
for central bank seigniorage and monetary policy transmission.
The benefits include extending services to the large unbanked cash-based segment of the population and the
potential for rapid growth of these services is dramatic. There is anecdotal evidence that in the short time the
payment service providers (PSP) have been available, mobile phones provide the foundation technology to
exchange mobile money. While the systems are of convenience to individuals who already are sophisticated in
the use of electronic arrangements, the truly transformational effect on the economy could come from the
spread of these services throughout the countryside and to the unbanked segments of the population. This is
especially true where fraction of individuals with bank accounts is very small, and the economy is cash-based.
An elaborate system of payments organizations has arisen as a way for individuals to make remote payments
to, for example, utility companies. On the other hand, the vast majority of unbanked population has mobile
phones and the mobile business is concentrated in large operators. Thus the phone-based system could
rapidly expand beyond the initial use case for such phone-based systems as Kenya’s M-pesa, which initially
were used primarily for transmission of cash from workers in the cities to relatives in the countryside. 8

A. Decline in Monetary Base and Seigniorage
A higher money base allows for higher income from seigniorage; cross-country data shows that in countries
with low levels of bank penetration, the ratio of money base to GDP is higher. Countries with high money
demand (i.e., money base to GDP is above average) can sterilize relatively more than average.
However, the monetary base could potentially be reduced by a more widespread use of mobile operator
payments systems. Mobile payments accounts are beneficial as they extend services to the large unbanked
segment of the population. The introduction of mobile operator payments system reduces the size of the
monetary base; it swaps part of cash under circulation to demand deposits, through the payment to the mobile
operator. This first effect reduces monetary base as only the fraction of reserve requirement on the demand
deposit is now part of the monetary base. Second, as a larger number of customers use the mobile operator to
make payments, there is less incentive for the mobile operator to keep the whole amount as demand deposits,
so there is a further reduction in monetary base as demand deposits and consequently bank reserves also
decrease. This translates into an increase in the velocity of money, where more transactions in the economy
can be paid by using a smaller amount of base money. This will entail adjustment of operational calculations for
those CBs using monetary aggregates for regulation.
We present a illustrative scenario to show the potential costs of a reduction in the monetary base ratio if mobile
payment systems substitute the use of cash—Figure 1. We present three scenarios where base money shrinks
from 16 to 10 percent of GDP: (i) a severe scenario, where the reduction takes place in the next six years
where MB/GDP falls by 1 percent per year; (ii) a baseline scenario in the next 12 years, where MB/GDP falls by
½ percent per year; and (iii) a mild scenario in the next 24 years where MB/GDP falls by ¼ percent per year.

8
MNOs are generally required to maintain liquid assets equal to the amount of money issued electronically. The funds are usually
pooled and held by a bank in the name of the MNO. This arrangement ensures a customer’s money will be available on demand.
Often, the only regulation of the mobile phone operators is by the communications authorities; and they regulate for technical
standards of the communications, not for any financial or liquidity standards.
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Figure 1. Seigniorage and Base Money Changes

Source: IMF staff estimates; simulation.

Some central banks have adequate data to have a preliminary understanding of the use of e-wallets and
associated velocity. They know the average holdings in e-wallets on particular dates (e.g., quarter-end or
month-end). A recent study (technical assistance mission) finds volume using e-wallets for payment of goods
and services (end-2018) have been 4.3 billion pesos; the average holdings or balance in e-wallets was about
265 million pesos (end-2018). This results in a “transactions velocity” of about 16. This provides a useful angle
to understand how the interest rate sensitivity of these holdings compares with that for other money
aggregates. The comparison, GDP/ M0, a standard metric and is roughly 3.0 as per monetary data files of this
country.
A reduction of the monetary base in the future may somewhat constrain the ability of a CB to mop up excess
liquidity and conduct monetary policy. A lower demand for cash reduces the rate of growth of the monetary
base; this in turn reduces seigniorage revenues from money creation; reverse would be the case in a CBDC
world (see Section II), if CiC increases base money (see Box 3). 9

See Reserve Bank of India speech by deputy-governor Rabi Sankar, “Central Bank Digital Currency – Is This the Future of Money”
(July 2021), paragraph 31 on CBDC and seigniorage. https://www.rbi.org.in/Scripts/BS_SpeechesView.aspx?Id=1111

9
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Box 3. Demand for Money and Seigniorage
Developed economies have a currency demand between 2 and 4 percent of GDP, while for most other countries it
ranges between 2 and 11 percent of GDP. Many central banks remunerate 70-80 percent of central bank profits
must be transferred to the Treasury. If the digital/fintech growth is sizable, base money/GDP will decline; so will
seigniorage. If a country adopts CBDC, and there is disintermediation of the banking system deposits, base money
may go up; so will seigniorage.
The traditional definition of seigniorage depends on both inflation (“tax inflation”) and the level of demand for
reserve money. In the short run, seigniorage also depends on changes in reserve money. An illustrative example
where inflation is 6 percent, and Reserve Money as percentage of GDP is 16 percent would result in seigniorage
revenue of 0.9 percent of GDP. The illustration presented below does not include the short-term effect where base
money/GDP is constant between the two periods (i.e., it is zero in the equation). If base money declines, zero in
the equation will become negative and seigniorage will be lower. If base money increases, seigniorage will
increase.

st ≡

( H t − H t −1 )
PY
t t

 π
=(ht − ht −1 ) +  t
 1+ πt

Where:


6𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝
 ht −1 = 0 + �1+6𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝� ∗ 16 percent = 0.9 percent


H t − H t −1 : Flow of Reserve Money
PY
t t : Nominal GDP
ℎ𝑝𝑝𝑝𝑝 =

𝐻𝐻𝐻𝐻𝑡𝑡𝑡𝑡

𝑌𝑌𝑌𝑌𝑡𝑡𝑡𝑡 𝑃𝑃𝑃𝑃𝑡𝑡𝑡𝑡

Reserve Money as percentage of GDP

B. Currency in Circulation and Demand for Money
The new payments systems may represent a leakage in the transmission channels for monetary policy.
Demand for cash depends on the alternatives available to cash. For instance, in economies where individuals
are rapidly moving away from the cash economy into banking services, we expect to see the demand for cash
falling relative to the demand for bank accounts. In economies where nonbank alternatives to cash are
increasing, we expect a decrease in the ratio of cash outstanding to GDP, while the effect on broader monetary
aggregates will depend on the degree to which reserves are held against the new money substitutes. For
instance, in jurisdictions where regulations require holding reserves one for one against e-moneys, movement
from cash to e-money will have no effect on broader aggregates (e.g., M2 in Kenya), while movement from
bank deposits to e-money will reduce broader aggregates (e.g., Kyrgyz Republic) if there are no requirements
to reserves against e-moneys.
The graphs in Figure 2 show the reduction trend in the ratio of CiC to GDP in a group of countries, where the
fall in demand for cash is potentially related to moving away from the cash economy to nonbank alternatives to
cash. 10 More importantly, the country teams acknowledge digital forays that may/maynot map fully into the
trend lines (e.g., Finland). These countries are very heterogeneous, including developed economies such as

10
We removed all dollarization cases (Nigeria, Angola, Argentina, etc.) that would reduce CiC. Regressions were not a way out as
dollarization, CiC, M0, etc. are not easy to control simultaneously. For example, “dummy” to “control for dollarization” is not a good
route, as some cases dollarization doubles; or is flat, or increases marginally.
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Sweden and Norway, major emerging economies such as China, India, and Russia, and developing economies
as Mongolia, Kenya, Armenia, Kyrgyz Republic, Kazakhstan, Tanzania, and Rwanda. 11
Generally, CiC decline usually pulls M0 with it; however the behavior of M0/GDP may not have declined due to
financial deepening, e.g., Russia, Mongolia, Armenia, and Rawanda (i.e., larger banking sector, and thus more
required reserves that contributes to M0 and thus higher seigniorage).
Figure 2. Currency in Circulation and Monetary Base—Trends (2007-2020)

Source: IMF staff estimates.
F/N (Finland): Beginning January 2002, the reporting of currency in circulation is determined by the accounting provisions of the
ECB on the issue of euro banknotes’ so "banknotes in circulation" on the NCB's balance sheets are not critical for analytical
purposes.

11
As per discussions with country teams at the IMF. There are more countries that exhibit digital money forays (e.g., Korea etc.);
however related issues, example hoarding of “yellow notes” in Korea masks the fintech progress viewed from the lens of CiC and
M0.
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Recent research using “cash usage” metric also suggests declining demand for cash (see Khiaonarong and
Humphrey, 2022). The metric is developed using BIS’s granular data on 25 countries that includes cash, credit
cards and e-money: the metric is (cash/cash+cards+e-money). Although the metric cannot be used for
seigniorage calculation, it is a useful harbinger of where CiC may be trending. Although seemingly a detour,
one of the preconditions for implementing a full-fledged inflation-targeting regime is the absence of fiscal
dominance. This means that the government should take central bank’s profit as an exogenous variable and let
the central bank to run an independent monetary policy consistent with its legal mandate to preserve price
stability and extent of sterilization (see Box 4). Under a fiscal dominance situation, the government could
induce the central bank to increase its transfers to the Treasury beyond a level consistent with its
macroeconomic goals in order to meet budgetary needs. Under such circumstances, the central bank may be
unable to secure a stable and permanent low inflation. As a result, society does not trust the inter-temporal
purchasing power of the domestic currency, and it is not possible to anchor inflation expectations.
Box 4. Demand for Money and Sterilization
If the demand for money as percentage of GDP is high and the return of the net foreign assets (NFA) is high,
sterilization can be absorbed within the central bank balance sheet more easily. In order to illustrate this simple
arithmetic, let us assume a steady state situation where the balance sheet of the central bank does not growth as
percentage of nominal GDP. We further assume that the return on net foreign assets is 𝑟𝑟𝑟𝑟𝑝𝑝𝑝𝑝∗ . For simplicity we use

the following notation for the analytical derivation:

𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁
𝑃𝑃𝑃𝑃𝑌𝑌𝑌𝑌

= 𝛾𝛾𝛾𝛾 ,

𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁
𝑃𝑃𝑃𝑃𝑌𝑌𝑌𝑌

= 𝜒𝜒𝜒𝜒 ,

𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀
𝑃𝑃𝑃𝑃𝑌𝑌𝑌𝑌

𝑁𝑁𝑁𝑁

= 𝜆𝜆𝜆𝜆 and 𝑃𝑃𝑃𝑃𝑌𝑌𝑌𝑌 = 𝜂𝜂𝜂𝜂 ; NFA: central bank net

foreign assets, NDA: central bank net domestic assets, MB: monetary base, N: Central bank net worth, and PY:
nominal GDP. In steady state, the return of central bank net worth has to be zero to ensure its balance sheet does
not keep growing or shrinking. This implies that (1 + 𝑟𝑟𝑟𝑟 ∗ )𝛾𝛾𝛾𝛾 − (1 + 𝑖𝑖𝑖𝑖)𝜒𝜒𝜒𝜒 − 𝜆𝜆𝜆𝜆 = 𝜂𝜂𝜂𝜂 and using the identity, 𝛾𝛾𝛾𝛾 − 𝜒𝜒𝜒𝜒 − 𝜆𝜆𝜆𝜆 = 𝜂𝜂𝜂𝜂 ,
we can express the central bank sterilization cost in steady-state, 𝑖𝑖𝑖𝑖𝜒𝜒𝜒𝜒, in the terms of the following simple equation:
𝑖𝑖𝑖𝑖𝜒𝜒𝜒𝜒 = (𝜆𝜆𝜆𝜆+𝜂𝜂𝜂𝜂)𝑟𝑟𝑟𝑟 ∗
This simple equation shows that the sterilization costs that the central bank balance sheet can absorb in the long
run. Using the average for emerging market economies, where 𝜆𝜆𝜆𝜆 𝑜𝑜𝑜𝑜r money base to nominal GDP = 10 percent, and
further assuming a return on NFA of 3 percent in the long run, the steady-state, in this example sterilization cost is
estimated in 0.30 percent of GDP. (Note 𝜂𝜂𝜂𝜂 is zero in the equation, as we assume central bank’s net worth does
not change; level variable].1/ Restricting sterilization due to demands for budgetary needs to be below 0.30 (in this
example) will adversely impact the conduct of monetary policy. Thus, the inroads of fintech/digital money and if
demand for money (or 𝜆𝜆𝜆𝜆) decreases, constraints to sterilization are possible.
1/

A constant monetary base in the long run converges to a value of 𝜆𝜆𝜆𝜆𝑟𝑟𝑟𝑟 ∗ .

V. Payment Service Providers and Demand for
Money
Electronic money (or e-money) may be regulated as discussed in earlier sections (e.g., CBDC, stablecoins
backed by reserves, quasi-CBDC issued by banks or nonbank within regulatory perimeter etc.) and will be part
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of the central bank balance sheet. 12 However some e-money may be unregulated which is the focus of this
section (IMF, 2021). 13
The willingness of individuals and companies in the economy to absorb the monetary base issued by the
central bank depends on the degree to which individuals wish to hold cash and the degree to which customers
wish to hold demand deposits in banks (plus the rules by which banks hold monetary reserves against
customers’ bank deposits). Since banks hold reserves which are a fraction of demand deposits, while cash
holdings are one-for-one central bank money, a change in consumer preferences for cash relative to bank
accounts will change underlying demand for central bank reserves. If new payments systems are effectively
subject to lower reserve requirements than traditional banks, then demand for central bank monetary base
(especially CiC) further deteriorates.
In theory, availability of non-bank private PSPs like mobile network operators will both reduce the level of
seigniorage and the effectiveness of transmission of monetary policy. 14 However, the empirical evidence on
this issue is tentative. In part this follows because the most dramatic innovations are relatively recent, and it is
difficult to interpret difference in money demand equations over long periods of time.
As customers make payments to other companies, the mobile operator will in effect use its bank accounts to
make the payments, so balances in customer accounts and in the mobile operator’s bank account will decrease
one for one. But over time different individuals are topping off their accounts at the same time that others are
utilizing theirs, so that these totals will remain fixed on average. For this reason, the mobile operator has no
need to hold all its balances in a low interest demand deposit. It could, instead choose to invest in long term
financial assets outside the banking system entirely. In this case, the central bank will be concerned, not only
with the loss of seigniorage but also with the possibility of financial instability as in the classic Diamond Dybvig
(1983) bank run model, since the mobile operator lacks the liquidity needed to honor the total demands of all
customers should they decide simultaneously to use their funds for payments.
The key point is the asset side of non-bank private issuers of new money. If they keep 100 percent as banking
deposits, no major change in the transmission mechanism and supply of banking loans should be expected. On
the contrary, if they keep other assets such as treasury bonds or other financial assets, then it weakens the
supply of credit from the banking system, assuming the banking current system follows a structure of both
financial intermediation and maturities transformation. The impact on transmission will be more if non-bank
payment institutions follow a more narrow-banking approach with assets different from the banking system.
Liquidity outside the monetary base is important to recognize. 15 The importance of these interactions will
determine the extent to which the new arrangements reduce the effectiveness of monetary policy, as shown in
sub-section A. Recent experience in some African countries requires phone companies to hold liquid reserves
against the funds (though possibly not bank balances) that are in customers’ accounts. In other countries, there
is no such requirement.

As the title of the paper suggests, digital money is a broader concept, and we use e-money as a sub-set of digital money.
Regulation does not necessarily imply regulation as banks, but some regulation to bring them within the regulatory perimeter
14
In some countries, where PSPs are mandated to hold central bank reserves on their “float,” liquidity outside monetary base will
not change.
15
CiC (currency in circulation) is generally close to M0 in EMs and LICs but where financial deepening has been fast and significant
(but not quantitative easing), then M0 is a more complete metric for seigniorage calculation as contribution from required reserves
may be sizable along with CiC.
12
13
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Liquidity Outside Monetary Base via Mobile Payments—An Illustrative Example

Assume a mobile operators’ customer prepay for services. Assume the customers pay 200 to receive services.
The mobile phone company uses 100 of this to invest in its infrastructure and puts the rest in bank deposits.
Over time as customers receive services from the phone company, the balance in the customer accounts
reduces and the net worth of the phone company increases correspondingly as its liabilities decrease, but
assets are unaffected.

Mobile Operator Phone Company
Assets
100 Infrastructure
100 Demand Deposits at Commercial Bank

Liabilities
200 Customer Accounts

In the country as a whole, there are a large number of unbanked individuals. They hold a total of 1,000 in
currency in circulation, and 100 in the form of accounts with mobile phone operators for services. There are
also a number of banked individuals; they hold 3,000 in bank deposits, 1,000 in currency in circulation, and 100
in mobile phone accounts. Thus, the commercial bank has deposits equal to 3,100. Assume the reserve
requirement is 50 percent. The commercial bank’s balance sheet is as follows:

Commercial Bank
Assets
1550 Commercial Loans
1550 Reserves at Central Bank

Liabilities
3000 Individuals’ Demand Deposits
100 Phone Company Demand Deposits

Thus, the central bank has an outstanding monetary base of 1,550 reserves of commercial banks plus 2000 in
currency in circulation. This 3,550 is the source of the central bank’s seigniorage.

Central Bank
Assets
3550 Interest Bearing Financial Assets

Liabilities
2000 Currency in Circulation
1550 reserves

Now suppose that the phone company introduces a facility which allows unbanked individuals to make
payments through their accounts. Because of the convenience of this arrangement, individuals increase their
holdings of balances with the phone company from 100 to 200. For the phone company, this increase does not
represent an increase in demand for phone company services, so it makes no sense to make further
investment in infrastructure. These balances could be held as additional balances in bank deposits

Mobile Operator Phone Company
Assets
100 Infrastructures
200 Deposits with Commercial Bank

Liabilities
300 Customer Accounts

The commercial bank finds its deposits increasing—it gains 100 from the mobile phone company. On net the
central bank, however, finds there is a lower demand for its monetary base, as, in aggregate, usage has
switched from CiC to reserve backed transactions. Total demand for these assets is the same, but it is more
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concentrated in the fractionally backed component. Outstanding monetary base reduces to 3,500 in total;
1,600 reserves in commercial banks, plus 1,900 of currency in circulation. As we have described it so far, the
effect of introducing the phone company payments accounts is the same as the effect in developing countries
of an increase in banking penetration. (Note: If the mobile phone company holds 100 percent of treasury
bonds, then the amount of demand deposits is reduced; the demand for collateral and/or central bank reserves
would go up. ) 16

B.

Payment Service Providers (and Mobile Payments) Interface with Banking

Careful examination is required of the potential use of the new services for bypassing existing channels for
international remittances, and whether this is desirable. International remittances are 20-35 percent of GDP for
many countries (El Salvador, Tajikistan, Serbia, Armenia, Philippines, etc.). Remittances are currently made
through the banking system and the transmission process is apparently efficient. However, many remittances
are via phone account payments systems and the cross-border flows are sizable and increasing. 17 It therefore
becomes important to understand the extent to which these services can currently (or have the potential) to be
used to make international remittances outside of the banking system; M2 metrics are incomplete if sizable
payments are outside the banking system; base money decline is also being observed If LICs target money
aggregates (and maybe on way to inflation-targeting), monetary aggregates continue remain important.
Payment services are a fundamental portion of the financial industry and are highly regulated because of their
potential risks. Nonetheless, e-money and the mobile phone accounts in the new arrangement are effectively
the equivalent of demand deposits, and as such subject to the same concerns. It is imperative that the central
bank move quickly to bring a regulatory umbrella over these services. So far, phone company accounts have
not grown to a level significant enough to have any economy-wide effect, but this could rapidly change
especially in remittances receiving countries where payment activities maybe outside the banking system (and
result in incomplete M2).
The new services put tremendous competitive pressure on the existing payment and banking systems; it will be
necessary to reconsider where unnecessary regulatory burdens can be relaxed, while encouraging them to
develop their own innovations. The mobile phone operators have enormous customer bases compared to the
banks. They have expertise in customer service and platform design. They have low regulatory burdens. The
banks will find it extremely difficult to induce unbanked customers away from a phone company account. On
the other hand, for the time being the banks have natural advantages over the phone companies in offering
banking services to customers who already have bank accounts with them: deposit insurance, links to existing
savings accounts, and the inertia of moving to a different payments’ platform. These natural advantages can
reinforce their links with their existing customer base, provided they develop improved banking services.

VI. Conclusion
The rapid development of new methods of payments has made for enormous benefits throughout the world,
and in particular has radically changed the situation for individuals who were previously disconnected from the
16
This would be the case if nonbank stablecoin issuers would be allowed to back their coins with central bank reserves; demand for
central bank reserves would go up—see Box 2.
17
For example, in Central Asia and Caucasus region. Russia in particular exercises stronger controls on access to SIM cards than
countries that receive remittances (e.g., Armenia, Tajikistan and Kyrgyz Republic) from Russia.

INTERNATIONAL MONETARY FUND

16

204

2022 Spring Lecture Series

IMF WORKING PAPERS

Digital Money and Central Bank Operations

modern financial system. Further encouragement of the development and expansion of the role of these new
systems is an imperative for all central banks. But this development will pose new challenges for those in
charge of implementing monetary policy.
The focus will be on the interest rate channel and if digital money (especially CBDC) will change monetary
policy and central bank operations. New policy instruments make sense only to the extent that there is limited
substitutability between the various payment sectors. Trends in currency-in-circulation, and their impact on
central bank’s seigniorage, monetary base, liquidity outside the monetary base, and transactional velocity will
need to be understand better. As in the case of problems that have arisen from dollarization of deposits, or
from new liquidity provision through shadow banking, effective regulation and policy making require
understanding and readjustment. If anything, the new arrangements in payments are likely to be adopted even
more rapidly than those earlier examples. Effective responses in the new environment will require careful
monitoring of the demand for these new technologies and the factors that affect that demand. 18 Data gathering
should begin now, before the changes in payments practices become overwhelming.

18
It will be interesting to see how retail CBDC will compete with digital money use at household level. The MNOs are ambitious, with
goals of extending their reach much more broadly into payments services, into microlending, and most significantly into foreign
remittances. Like unidentified e-wallets (issued by banks), mobile account payments are subject to a variety of restrictions primarily
designed for AML protection, including limits on individual payments, use for foreign transactions, and cash withdrawal.
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This paper presents a multi-period agent-based model for the study of macrofinancial effects related to the introduction of a retail Central Bank Digital Currency
(CBDC). Calibrating it with aggregate statistics of the German retail payment market, we exemplify how the model can be used to quantify the impact of a CBDC
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wealth, and iii) the banking sector disintermediation. We find that CBDC can be
configured without largely impacting the banking sector balance sheet. However, we
also find that card companies may suffer a substantial decline in their transaction
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Introduction

Central banks around the world are actively exploring central bank digital currencies
(CBDCs). A recent survey from Boar and Wehrli (2021) finds that more than 80%
of the 65 central banks surveyed are undertaking extensive work on CBDCs. The
survey also points out that, in the next three years, central banks representing about
20% of the world’s population are expected to issue a retail (general purpose) CBDC.
The implementation of a retail CBDC has the potential to fundamentally reshape our
current monetary and financial systems, with implications not yet fully understood
and currently actively researched. The Federal Reserve Bank of Boston, for example,
is undertaking work on retail CBDC research with the MIT Digital Currency Initiative
(Federal Reserve Bank of Boston, 2020). Additionally, as reported in Reuters (2021),
European Central Bank (ECB) policymaker Ignazio Visco has stated that ECB is
exploring ways to launch a digital euro. At the same time, a live CBDC has been fully
deployed. The Central Bank of The Bahamas launches its Sand Dollar to the general
public in October 2020 (Central Bank of the Bahamas, 2019).
Despite the rising interest, many central banks appear not yet convinced that the
benefits of CBDC issuance will predominate the costs (Barontini and Holden, 2019).
One of the major roadblocks is the fact that the implications of CBDC on the financial
and economic system, as well as the behavior of players within a CBDC ecosystem,
remain unknown. Accordingly, the literature on CBDC has been growing rapidly
for the past few years (see e.g., Kiff et al. (2020) for the recent survey). Some, for
example, have studied the possibility of different CBDC designs and discussed various
approaches to cope with the banking disintermediation. Bindseil (2021) and Panetta
(2018) proposes imposing holding limits, while Kumhof and Noone (2018) suggest a
more progressive proposal that would restrict on-demand convertibility of deposits into
CBDC. Gross and Schiller (2021) shows that, unless central banks decide to provide
additional funds, CBDC will crowd out bank deposits. Others focus on the CBDC
implication on systemic risk (Fernández-Villaverde et al., 2020) and its impact on
monetary policy (Keister and Monnet, 2020).
This papers offers, to the best of our knowledge, the first Agent-Based model of
an economy with a CBDC. While a number of features are still simplistic, our model
already includes several key ingredients needed to discuss the main issues related to
a CBDC. Its modular structure makes it amenable to extensions and modifications,
making it a tool for enquiry & a modelling platform for a “user” to run policy
experiments. Some of the issues that can already be looked into in this stylized framework are: CBDC adoption, disintermediation, leverage of the banking sector (and
thus, by extension, financial stability), conduct of monetary policy. At the moment,
agents and their interactions are highly simplified, while complex concepts are reduced
to simple variables or ratios. However, as we rely on simulations as opposed to numerical solutions, nothing will stop us from adding parts to it, to make it more realistic
and capable to address additional questions related to a CBDC. For now, we show
what we can obtain with this minimal structure; future expansions will be relatively
easy, exploiting a number of “plugs” that we embedded in the model in a long-term
development view.

1
Electronic copy available at: https://ssrn.com/abstract=3959759
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The remainder of the paper is organised as follows: in Section 2 we provide an
overview of prior research in payment simulation and agent-based simulation. We
present the details of the agent based model in section 3, and describe the parameter
calibration in section 4. We then present and discuss the results in section 5. Finally,
we discuss our conclusions and further works in section 6.

2

Relevant Literature

The literature on CBDC is in constant and rapid evolution. So, instead of attempting
a review that would necessarily be incomplete and soon become outdated, we give
a short overview of two families of studies this paper draws on: the literature on
payments and the one in agent-based modeling.

2.1

Payment Simulation

As discussed in Leinonen and Soramäki (2004), simulation techniques allow one to
build models that closely imitate the real world. This approach is particularly useful
when generic econometric models are limited to deal in complex economic or financial
systems. In this respect, simulation techniques have long enjoyed success in modelling payment and settlement systems. Koponen and Soramäki (1998) present the
first Payment Simulator to assess liquidity impact of Finnish banks when joining the
Pan-European interbank payment system TARGET. Simulation approaches are well
established for understanding large-value payments systems probably since the regulatory approval process of the CLS system for settling FX trades, as simulations were
extensively used to understand behaviour of the system both in normal and abnormal
circumstances. Today, the majority of systemically important FMIs employ simulators
to stress test and validate changes to their systems as well as to guide them on design
choices.
In a study published by the Bank of Finland, for example, Hellqvist and Koskinen
(2005) apply a stress testing simulation to the Finnish Bond clearing and settlement
system. Furthermore, in Soramäki et al. (2007) and Beyeler et al. (2007), the approach was joined with network theory to understand the topology of the Fedwire
system and to simulate failures in critical financial infrastructures. The Eurosystem
has also recently embraced payment system simulations as an ongoing oversight tool
by specifying how the transaction level data may be used (EU, 2010) and developing
a TARGET2 simulation platform. Another recent example is the project to develop
new features for CHAPS interbank payment system in the UK. McLafferty and Edward (2013) use real payment data to quantify the liquidity efficiency that could be
obtained in CHAPS, the UK’s large-value payment system, by the implementation of
a liquidity saving mechanism. A more recent example is Byck and Heijmans (2021)
who study liquidity in the Canadian large value payment system. The simulation of
retail payment systems or the cash cycle have not been studied to the same extent.
However, agent-based modelling (ABM) approaches have been deployed to understand
these more granular systems.

2
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2.2

Agent-Based Modelling

Agent-based modelling is a computational modelling paradigm that enables the description of how agents behave and interact in a system. The methodology of ABM
encodes the behavior of individual agents in simple rules so that we can observe the
emergent results of these agents’ interactions (Wilensky and Rand, 2015). Figure 1
shows the schematic representation of the typical elements of ABM. There are a number of agents in an environment who are interacting with each other and also with the
environment.

Fig. 1: Schematic representation of an agent-based model (ABM).
An ABM is suited to modelling complex systems such as the economy, where
complexity, heterogeneity, networks and heuristics combine to produce emergent behaviour. ABMs have already delivered strong results on different applications, such as
financial system stress-test (Farmer et al., 2020), funding risk (Halaj, 2018), housing
market (Geanakoplos et al., 2012), payment system (Galbiati and Soramäki, 2011) and
financial market simulation (Markose et al., 2005). As described in Turrell (2016), the
characteristics of ABM may make it a well-suited approach for exploring the impact
of different possible CBDC specifications.

3

An Agent-Based Model of CBDC

This section lays out a parsimonious set of building blocks to investigate recurring
issues in the CBDC debate: i) digital currency adoption, ii) credit and disintermediation, iii) bank leverage, iv) monetary policy. We aim at a minumum sufficient structure
i.e. we try to introduce only what is strictly needed, in terms of agents, assets, prices,
choices, rules, to model these issues. We take inspiration from existing models, from
which we borrow the gist of the argument rather than assumptions and formalism, and
assemble these modelling blocks into a simple, modular model, with a view to scale it
up in the future.
3
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The model is cast in discrete time, with each t (t = 1, 2...) representing a “day”.
The model features 4 classes of agents: consumers, merchants, a commercial bank,
a central bank. There is also an underlying ’economy’, represented by risky projects
undertaken by the commercial bank. Agents interact in time according to given rules,
generating dynamics for the model’s key outputs: i) composition of consumer’s wealth
(allocated between cash, CBDC, financial assets), ii) diffusion of means of payments
and thus percentage of transactions settled via cash, cards and CBDC, iii) bank deposits, iv) interest rates, iv) the size of the economy.

Fig. 2: Illustration of the model dynamics.
As summarizes in Figure 2, the consumers make daily purchases from the merchants using either cash, deposit (card) or CBDC. The decision regarding the means
of payment is based on both the consumers’ wealth allocation and the merchant’s acceptance.1 Moreover, we assume that the commercial bank adjust its balance sheet by
borrowing CBDC from the central bank to face consumers’ withdrawals and to fund
risky projects. Meanwhile, the central bank conducts monetary policy (e.g., sets the
maximum allowed CBDC balance and determines the rate of CBDC borrowing) and
issues CBDC based bank demand. The following subsections describe in more detail
the 4 classes of agents and their actions.

3.1

Consumers

There is a large, fixed number of consumers, indexed by i= 1...NC . At any given day
t, each consumer i has overall wealth Wi (t) allocated between i) cash, ii) CBDC, iii)
an interest-bearing current account, or deposit, used for payments (say via debit or
credit card), and iv) an otherwise unspecified asset. The latter is not liquid i.e. cannot
be used for payments before being liquidated into the current account, and is be used
as store of value. In sum,
Wi (t) = Ci (t) + Ki (t) + Bi (t) + Ai (t)
1

(1)

The commercial bank does not charge any usage fees for both CBDC and card transactions. When
transaction fees exist, there would be some bargaining powers between consumers and merchants (Bolt
and Soramäki, 2008).

4
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where W is wealth, C is cash, K is CBDC, B is bank deposit and A is illiquid asset.
At each t, every i does two things: she decides on the allocation of her wealth and she
makes purchases.
Purchases & payments Daily purchases are represented by a weighted bipartite
network of Nc consumers and Nm retailers. Randomly drawn at each t, this network
is denoted by:


Π(t) = {pαi,j (t)}j∈M i i=1..Nc
(2)

where pαi,j is the value of the α-th purchase that i makes from retailer j and M i is the
set of retailers from which i makes purchases. We build Π(.) in steps2 :
1. Draw a total number of purchases in the network: η(t) ∼ P oisson

2. For each purchase, draw a pair of consumer i (from the set of all consumers) and
merchant j (from the set of all merchants)
3. Randomly draw the purchases’ size as log(pαi,j ) ∼ N ormal [truncated] for all i, j
and α
Each of the η purchases is either ‘online’ or ‘offline’, according to independent random
draws with probabilities ponline and 1 − ponline . Only ‘offline’ purchases can be settled
in cash. The settlement of each purchase takes place according to the following rule
(where overlap means a set of liquid assets of which the consumer has enough for the
purchase and are accepted by the merchant):


merchant accepts CBDC &
overlap is ∅ consumer has CBDC wallet: CBDC

Online


otherwise:
no purchase



otherwise : random draw






Offline



overlap is ∅ : no purchase
otherwise : random draw

Let first consider an online purchase. If the consumer has not enough B nor
CBDC to pay for the purchase, but CBDC is accepted by the merchant, the consumer
immediately ‘tops up’ its CBDC wallet and uses that. Otherwise the purchase fails.
Topups, however, are possible only if the consumer holds a CBDC wallet. Initially, no
consumer holds one but, at each t, those who do not have a wallet will acquire one
with probability:
probi (openW allet(t)) = g(wi (t − 1), yj (t − 1)),
2

The network is exogenous. However, we could make it part of the adoption ’story’ assuming a
different network formation rule. For example, retailers may decide to offer a number of payment
options, in order to attract consumers. And vice-versa, consumers would decide purchases (also) on
the basis of the payment means accepted by retailers.

5
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where wi (t) and yj (t) (resp. yj (t)) is the percentage of consumers (merchants) who
hold (accept) CBDC.3
Let’s now look at the offline purchase case. If no payment option is available, the
purchase fails. Otherwise, any available liquid asset (C, K or B) is used according to
a random draw. Online and offline purchases thus differ because: i) offline purchases
may be settled with any liquid asset, while online ones purchases admit B or K but
not C; ii) a consumer may top up her CBDC wallet ‘on the spot’ for online purchases,
but not for offline ones.
The total amounts paid with the three liquid assets in a day
 are indicated respectively by Ǩ, B̌, Č, whose sum P̌ may turn out to be less than j pαi,j as purchases will
fail if settlement is not possible (when e.g., the consumer runs out of cash or CBDC
cannot be used).
Wealth allocation At t = 0, no consumer holds CBDC. C, B and A are attributed
to consumers according to an observed empirical distribution:
W. (0) = C. (0) + B. (0) + A. (0),

[C, B, A] ∼ f (.)

(3)

In this section, we omit the consumer’s index as this is not needed and all the equations
hold in the aggregate too.
At each t > 0, before purchases are made, consumers move part of their B into
CBDC (‘top-up’), provided that both: i) they hold a wallet (as they have encountered
merchants using CBDC)4
At each t > 0, before purchases are made, consumers move part of their B into
CBDC (‘top-up’), provided that both: i) they hold a wallet (as they have encountered
merchants using CBDC)5 , and ii) at t−1 they found themselves constrained in CBDC.
The top-up is set to τ times the daily average CBDC payments that the consumer could
have made, up to t. The CBDC top-up is also limited by design to a maximum β so
the consumer’s CBDC balance evolves as



min τ K̊, β − Ǩ(t) if there is a top-up
K(t + 1) − K(t) = ∆K(t) =
(4)
−Ǩ(t)
otherwise
where K̊ is average daily amount of CBDC payments the consumer could have made.
We have K̊  mean(Ǩ) but, if the consumer holds enough CBDC as to never be
constrained, the two number come close as time goes by.
The consumer buys and sells A using the bank account, thus shifting wealth between A and B. This latter can be used for payments, but A yields a fixed rA (paid
into the bank account) possibly higher than the rate paid on deposits rB . We do not
explicitly model consumer preferences but assume that the consumer targets a certain
3
This contributes to the CBDC adoption story. For example, the adoption rate is higher the larger
the proportion of consumers and merchants in the system using CBDC.
4
Note that the first time top up depends on a random draw.
5
Note that the first time top up depends on a random draw.

6
Electronic copy available at: https://ssrn.com/abstract=3959759

216

2022 Spring Lecture Series

A
ratio W
, which depends on the spread in the returns offered by the illiquid asset and
the bank account. We assume this target to be:
 ∗
A
1
(5)
=1−
W
rA /rB (t)

and we posit a ‘gradual & approximate’ adjustment towards it. That is, the consumer
chooses A(t + 1) so that:

 ∗ 
A(t)
1 A(t)
A
A(t + 1)
−
=−
−
.
(6)
W (t)
W (t)
ν W (t)
W
The term ‘approximate’ refers to the fact that

A(t+1)
W (t)

is an approximation to the ratio

and ν  1 makes the adjustment gradual. For example, if ν = 2,
to be targeted
the distance between the (approximate) current value and the target is halved. The
target converges to 1 (i.e., all wealth is held in A) when rA /rB (t) → ∞, and instead
it converges to 0 as rB (t) → rA , as indeed there is no reason to hold the non-liquid
asset, if this does not offer superior returns).
A(t+1)
,
W (t+1)

The bank account B goes up as: i) returns from A are received, and ii) A is
liquidated. It instead falls when: i) A is invested into, ii) CBDC is topped up, iii) cash
is withdrawn, and iv) card payments are made. We also assume that each consumer
receives an exogenous amount of salary, denoted by κ. So B changes as follows:
B(t + 1) − B(t) = ∆B(t) =

 

ˇ + κ (7)
[A(t)rA + B(t)rB ] − ∆K(t) + Ǩ(t) − ∆C(t) + Č(t) − ∆A(t) − B(t)

where the terms in square brackets are respectively interest income, CBDC top-ups
(see above Equation (4)), cash withdrawals (Equation (8) below), while ∆A(t) is the
additional investment into A, and B̌ are card payments.
The last variable to be specified is C, for which we imagine similar choices as for
CBDC: when she runs out of it, the consumer withdraw τc days worth of expected
cash payments. That is:

C(t + 1) − C(t) = ∆C(t) =





min τc C̊, βc − Č(t) if there is a cash withdrawal

−Č(t)

otherwise

(8)



where the cash withdrawal, min τc C̊, βc , equals ∆C(t) + Č(t) when a withdrawal
is made.
In summary, wealth grows due to the return on A and the interest paid on B. This,
along with salary κ, allows a stream of purchases, modeled as a random networks.
Payments are made by using liquid assets B, C, or K. Bank account B is also the
source of cash (via withdrawals) and CBDC (via top-ups). It is also used to buy A,
which can then be liquidated back into B. The demand for C and K (withdrawals and
7
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top-ups) is a function of previous usage. The demand for A depends on the spread
A
rA − rB (t) and on W
.

3.2

Merchants

All merchants accept cash and at t = 0 a percentage of them accepts card (PB ) and
CBDC payments (PK ) too. As time goes by, each merchant start accepting CBDC
at a random time, which depends on their customers’ previous demands:
All merchants accept cash and at t = 0 a fraction PB of them accepts card. A
subset of these merchants, amounting to a fraction PK <PB of the total, accepts
CBDC payments too. As time goes by, each merchant start accepting CBDC at a
random time, which depends on their customers’ previous demands:
probj (accepts(t)) = h(zj (t − 1))

(9)

where zj (t) is the percentage of consumers that visited merchant j and were able to
pay via CBDC up to t, and h is some function such that h(0) = 0 and h(1) ≤ 1.
There is no feedback from the merchants’ sales into the economy: from a modelling
perspective, their purpose is only to contribute to a CBDC adoption story.

3.3

Commercial Bank

The bank does the following:
• Issues B to consumers. In particular, the bank sets rate rB and the amount of
deposits is determined by the consumers’ demand (Equation (7))
• Borrows CBDC from the central bank (Kbank ), paying rate r
• Uses the above funds to:
– face consumers’ withdrawals
– fund risky projects X, which yield a daily random return rX (t) distributed
according to a distribution Λ

We imagine the following timing: given X(t), i Bi (t) = B(t) and Kbank (t), the
return rX (t) is drawn, the bank pays the due interest and time-t profit is computed.
Then, the bank sets rB (t + 1) to which consumers react choosing B(t + 1), causing the
deposits inflow ∆B(t). To this, the bank responds setting X(t + 1) and Kbank (t + 1).
And so on.
The bank’s time-t profit is:
X(t)rX (t) − B(t)rB (t) − Kbank (t)r(t),

8
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which we assume to be distributed to (un-modelled) shareholders. The bank faces two
constraints. First, it cannot exceed a leverage ratio of Γ̄ i.e., at all t, it must be:
B(t) + Kbank (t)
debt
=
= Γ(t)  Γ̄
assets − debt
X(t) − [B(t) + Kbank (t)]

(11)

where Γ denotes the bank’s actual leverage, defined here as debt to equity. We assume
that breaching the constraint entails a ‘default’, so the bank stops operating. We do
not model what happens in this event, as this model is supposed to describe a normal
functioning of the economy. We can, however, imagine that a breach of the constraint
brings about a bank run, or special intervention from the central bank, and leave this
for future investigation.
Second, the bank must continuously meet its obligations i.e., pay interest and
satisfy bank withdrawals.6 That is, at each time it needs at each time liquidity for an
amount equal to [B(t)rB (t) + Kbank (t)r(t)] − ∆B(t). To do so, the bank borrows new
funds from the central bank (∆Kbank ) and/or liquidates X (∆X) which, we assume, is
illiquid in the sense that part of it is lost when liquidating it.7 The liquidity constraint
of the bank then is as follows:

∆X(t)ξ if ∆X(t) < 0
[B(t)rB (t) + Kbank (t)r(t)] − ∆B(t) = ∆Kbank (t) +
(12)
∆X(t) otherwise
where ξ ∈ (0, 1) indicates that, in order to obtain £1 of liquidity, the bank has to sell
£1/ξ > 1 worth of X.
In the above equation, on the l.h.s is the bank’s liquidity need and on the r.h.s is
the amount of new funds. If the need is positive, funds are obtained by borrowing from
the central bank and/or by changing X. If the liquidity need is negative, the bank can
instead pay back to the central bank and/or invest into X.8 As the liquidity need is
fixed at t, the bank chooses K(t + 1) or X(t + 1), and the other quantity is determined
by difference, according to Equation (12).
When choosing between X and Kbank in response to changes in B, the bank faces
a trade off between profitability and leverage. When the bank chose to liquidate X,
the difference between assets and debt (denominator in Equation (11)) is unchanged
but debt (numerator) falls, thus the bank de-leverages. If the bank instead prefers
to borrow Kbank , the bank substitutes central bank debt for consumer debt, so debt
is unchanged. As assets are unchanged too, leverage thus remains constant. From a
leverage perspective, liquidating X is thus preferable. However, from a profitability
perspective, borrowing from the central bank is preferable: by substituting central
bank debt for consumer deposits, the bank can preserve the lucrative asset X.9
6

These include cash withdrawals and CBDC top-ups, as per Equation (7).
We assume that the commercial bank holds no cash. It can either get it instantly from the central
bank using CBDC reserves, or sell part of X against CBDC, which is then instantly converted into
cash.
8
So far, the bank can also increase X when facing a positive liquidity need, in which case it would
borrow from the central bank to both meet the liquidity need and invest in X. And vice versa: it
could decrease X even when not needed i.e when facing a negative liquidity need.
9
We assume that r is lower than the return offered by X. This is true in the current low rates
environment, and is probably also true historically, as X represents the overall portfolio of the financial
7

9
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Given a path of central bank interest rates r(t), the bank could maximize the
expected discounted future stream of profits (Equation (10)) under constraints (Equation (11) and Equation (12)), choosing optimal paths of rB and X or, alternatively,
K. However, in the spirit of the ABM method, we assume here that the bank follows
simple rules instead of precisely maximizing profits. As for the consumer, however, we
imagine that the bank slowly adjusts its leverage ratio towards a target that depends
on σ, the spread between the expected return on X and the average cost of debt:
Λ
σ(t) = B(t)rB +K
. We assume this target to be:
bank (t)r
B(t)+Kbank (t)



1
Γ (t) = Γ̄ 1 −
,
σ(t)
∗

so if σ drops below 1 (the expected return on X falls below the cost of financing
it) the bank targets 0 leverage. If instead σ goes to infinity, the bank asymptotically
targets the maximum allowed leverage Γ̄ (beyond which it would ’default’). The target
is approached again ‘slowly and approximately’ according to the following equation
(where, to reduce clutter, we write K for Kbank and we omit time (t) except for (t + 1)
variables so, e.g., B alone stands for B(t)):
B + K(t + 1)
B+K
1
−
= − (Γ − Γ∗ ) .
X(t + 1) − [B + K(t + 1)] X − [B + K]
µ

(13)

As for the consumers’ equation in Equation (6), ‘approximately’ refers to the fact
that the first ratio is an approximation of the true leverage to be targeted (which
would have t + 1 for B too): the bank myopically acts as if deposits at t + 1 will be
the same as at t. Parameter µ  1 again determines the speed of adjustment towards
target.
Given history up to t, either X(t + 1) can be freely determined, or Kbank (t +
1), but not both, because of the cash flow constraint in Equation (12). Using then
Equation (13), we write Kbank (t + 1) as a function of X(t + 1) (writing again K for
Kbank and omitting time (t) except for (t + 1) variables):
K(t + 1) =
where D =

B+K
− µ1
X−[B+K]

D
X(t + 1) − B
1+D

(14)

(Γ − Γ∗ ) . Plugging this into Equation (12), we obtain X(t+1):

X(t + 1) = [B(1 + rB ) + K(1 + r) + Xξ]

1+D
D + ξ(1 + D)

(15)

In reality, the above Equation (15) should have B(t + 1) in the place of B. However,
we assume that at t the bank does not know B(t + 1)10 , so X(t + 1) is set using B(t)
as an approximation.
Finally, regarding the choice of rB , we assume that the bank applies a mark-up on
sector.
10
After all, our single bank is a metaphor for the whole financial sector, so it is reasonable to assume
that this does not have perfect knowledge of the demand for deposits.

10
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the cost of borrowing CBDC, r, set by the central bank:
rB (t) = r(t) + 

(16)

with  > 0 (and in the region of approx 1%).

3.4

Central Bank

The central bank has two traditional tools at its disposal: i) the max leverage Γ̄ and ii)
the cost of borrowing CBDC r. It also sets iii) the maximum CBDC top-up βc and cash
withdrawal β. With the first, the central bank tweaks the commercial bank’s leverage
constraint. With the second, it determines the cost of borrowing CBDC. Together,
these two affects the commercial bank’s choices, i.e., i) the amount of financed projects
X and the commercial bank reserves Kbank (because the target leverage depends on
the average cost of debt) and ii) the interest paid on deposits rB , affecting in turn
consumers’ choices.
In theory we could explicitly model an objective function for the central bank and
solve for a (game-theoretic) equilibrium between the commercial bank and the central
bank, whereby each agent chooses mutually optimal actions. At this stage, however,
the model will primarily be used to shed light onto the effects of central bank choices,
so the central bank variables are left free, to be provided as an exogenous input. In
order to close the model and provide some first results, the following rules will be used
as baselines central bank policies:
1. Constant policy: Γ̄ , r constant in time, and set to levels which indicatively reflect
current conditions. Limit β is also constant and set to typical maximum cash
withdrawal level.
2. Growth-targeting rate policy: Γ̄ and β as above; r(t) set as an increasing function
of X(t) − X(t − 1).
3. Macroprudential policy: β and r as per “constant policy”; Γ̄ set, at long intervals,
as a decreasing function of the mean X(t) − X(t − 1) over the period.

4

Model Calibration & Simulation Engine

In order to run our model we need to pin down its many parameters and the system’s
initial conditions. We do not attempt any rigorous calibration here because our objective is to exemplify how the model can be used, rather than provide definitive answers.
However, we adopt the following strategy to minimize the impact from a necessarily
approximate calibration of the initial conditions.
First, we calibrate a stripped down version of the model that does not include
the CBDC - we do so looking at data from the German retail market and other
stylized facts (e.g. long-term returns on equity). Having set these parameters and
some realistic initial values for the state variables, we then perform a “model burn-in”
11
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i.e. we simulate the model until a steady state is reached, while keeping switched off
all the CBDC-related variables11 . Finally, we introduce the CBDC. By so doing, we
ensure that any subsequent change is attributable to the introdiction of the CBDC.

4.1

Consumers

The model calibration for the consumers is illustrated in Table 1. In what follows, we
describe the parameterization of variables related to i) purchases & payments, and ii)
wealth allocation.
Parameter

Description

Value

Data Source

Number of consumers

1500

Model
assumption

Average number of daily
purchases

1500

Cabinakova
et al. (2019)

Mean, median and max
purchase value

EUR 21.11,
14.21, 1000

Cabinakova
et al. (2019)

ponline

The proportion of online
purchases

20%

E-commerce
data

g(w, y)

Adoption function, where
w (y) is the proportion of
consumers (merchants)
who have adopted CBDC

0.25(w + y)

Model
assumption

[C, B, A] ∼
f (.)

Initial wealth distribution

See text.

Deutsche
Bundesbank
(2019)

κ

Exogenous salary

EUR 18

Comparable to
median
purchase value

rA

Return on asset

3%
365

Moody’s

τ

CBDC top-up horizon

10

Bagnall et al.
(2016)

τc

Cash withdrawal horizon

10

Bagnall et al.
(2016)

ν

Adjustment on target
wealth

1

Model
assumption

Nc
η
α , Pˆα , P˜α
P¯i,j
i,j
i,j

Table 1: Model calibration for the consumers.

4.1.1

Purchases & payments

• Distribution of the total number of purchases. For a total number of consumer
NC = 1500 in the model, we assume that the total number of purchases is
11
In practice, it is sufficient to assume that no merchant accepts CBDC, and that no CBDC is
borrowed from the central bank.

12
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distributed according to the Poisson distribution with mean η = 1500. The
parameterization is based on Cabinakova et al. (2019) who find that there are
roughly 20 billion transactions in German retail market per year (54.8 million
per day). Taking into account that the German’s working population is about
53 million, this imply that each consumer makes approximately 1 payment per
day.
α
α
• Distribution of purchase value. The value of P¯i,j
and Pˆi,j
are calibrated from
Cabinakova et al. (2019).

• Probabilities involved in the “settlement rule” (to determine which payment instrument is used). In the case where consumers needs to perform a random draw,
we assume that each asset has the same probability to be chosen.
• Probability of online purchases. By comparing the value of retail12 versus ecommerce spending13 , we assume that ponline = 20%.
4.1.2

Wealth allocation

• Initial wealth allocation ([C, B, A] ∼ f (.)). Deutsche Bundesbank (2019). We
generate the consumers initial deposits from a (truncated) log-normal distribution with parameters mean EUR 7,100 and median EUR 1,800; and maximum
EUR 10,000. These numbers are based on the distribution of German households’ portfolio structure in 2017 published in Deutsche Bundesbank (2019). We
also assume each consumer initially holds EUR 200 cash and EUR 0 CBDC.14
The consumers assets are then obtained by scaling the wealth based on a target,
A
= 1 − r1A , defined previously in Equation (5).
B
rB

, which is comparable to the Moody’s
• Interest rate of asset We assume rA to be 3%
12
seasoned AAA corporate bond yield in 2016.15
• CBDC top-up and cash withdrawal horizon. The value of τ and τc are set to
be 10. Based on 2017 payment behavior survey (Deutsche Bundesbank, 2019),
respondent reported to 42 times in a year withdraw ATM. This would approximately mean to withdraw money every 10 days.

4.2

Merchants

We summarize the parameterization for the merchants in Table 2.
• The number of merchants in the model, Nm , is calibrated as follow. According to Cabinakova et al. (2019), the German retail sector in 2016 encompasses
12

https://tradingeconomics.com/germany/retail-sales-annual
https://ecommercenews.eu/ecommerce-in-germany-was-worth-e83-3-billion-in-2020/
14
We also assume that, when the consumers sign up for CBDC, they will initially add EUR 100
balance to their wallets.
15
https://fred.stlouisfed.org/series/AAA
13

13
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Parameter

Description

Data Source

15

Cabinakova
et al. (2019)

The proportion of
merchants who accepts
card payments

20%

Bagnall et al.
(2016)

The proportion of
merchants who initially
accepts CBDC

10%

Model
assumption

h(z) = 0.25z

Model
assumption

Nm

Number of merchants

PB

PK

h(zj (t))

Value

Adoption function, where
zj (t) is the percentage of
consumers that visited
merchant j and asked to
pay via CBDC up to tC

Table 2: Model calibration for the merchants.
around 355 thousand stores. Taking into account that the German working-age
population in 2016 is about 53 million, this then implies that there is a retailer
for approximately each 100 people in the country. We therefore assume a total
number of merchant NM = 15 for a total consumer NC = 1500 in the model.
An agent in our model, therefore, represents approximately 35,000 consumers or
350 retailers in the German retail market.
• The proportion of merchants who, at time t = 0, accept card and CBDC payments
(PB and PK ). We set the value of PB to be 20%, which corresponds to
PB × NC = 20% × 15 = 3 merchants in our parameterization. This is stemming
from the study of Bagnall et al. (2016) who find that the use of cash is strongly
correlated with merchant card acceptance, and that share of cash payment (by
volume) reaches more than 80% in the Germany retail market. Meanwhile, we
assume that PK equals to 10%, which corresponds to PK × NC = 10% × 15 = 1
merchant.
• CBDC adoption rule. We assume the function h(.) in Equation (9) to be h(z) =
0.25z.

4.3

Commercial Bank

Table 3 summarizes the model calibration for the commercial bank. The value of initial
deposits, B(0), is computed from the total deposits held by consumers. The initial
CBDC borrowing, Kbank (0), is set to be EUR 1M. Moreover, by considering a leverage
ratio of 20%16 , and taking into account the value of B(0) and Kbank (0), we then obtain
X(0) = EUR 4.2M as the bank’s initial investment in risky assets. Meanwhile, we set
16
Note that, in this paper, we define the leverage ratio as the ratio between the total debts and the
equity, while the Basel leverage ratio is defined as the equity divided by the total assets. The value
of leverage ratio = 20 in this paper is therefore corresponds to the value of leverage ratio = 4.76% in
the Basel definition.

14
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17
the value of average return on risky assets, Λ, to be 1.2%
, which is comparable to the
365
real capital gain in housing (Jorda et al., 2019). Finally, the deposit rate is initially
set to be 0.5%
.18 The value is comparable to the deposit rate in Germany in 2016.19
365

Parameter
B(0)

Description
Initial deposit

Kbank (0)

Initial CBDC borrowing

Value

Data Source

≈ EUR 3M

Computed from
the model

EUR 1M
≈ EUR
4.2M

Model
assumption

X(0)

Initial investment in risky
assets

rB (0)

Deposit interest rate

0.5%
365

World bank’s
development
indicator

Λ

Return on risky assets

1.2%
365

Jorda et al.
(2019)

ξ

Friction in liquidating

0.95

Model
assumption



Mark-up on the cost of
borrowing CBD

0.3%
365

Computed from
the model

µ

Adjustment on target
balance sheet

1

Computed from
the model

Model
assumption

Table 3: Model calibration for the commercial bank.

4.4

Central Bank

All the parameters for the central bank are primarily used to shed light onto the effects
of central bank choices, so the central bank variables are left free, to be provided as an
exogenous input. We assume a constant policy approach for the central bank where
banking maximum leverage Γ̄ , CBDC lending rate r and limit β is constant in time,
and set to levels which indicatively reflect current conditions. Table 4 summarizes
the parameterization for the central bank. The maximum amount of CBDC that a
consumer can hold in their wallet is β = EUR 1,000.20 Meanwhile, the maximum daily
cash withdrawal is set to be fixed at βc = EUR 300.21 With regard to the maximum
leverage ratio that the commercial bank can take, we set Γ̄ to be 32.3, which equals
to 3% in the Basel terms. Finally, we set the interest rate of CBDC to be r = 0.2%
.
365
17

Note that we divide the value by 365, as the model runs daily.
Here we avoid using negative interest rate, however it should be clear that the model can be also
used to investigate the negative value.
19
https://tradingeconomics.com/germany/deposit-interest-rate-percent-wb-data.html
20
One can also run the simulation with different values of β. For example, Bindseil and Panetta
(2020) illustrate a case where the CBDC maximum allowed balance equals to EUR 3,000.
21
Note that the definition of β for CBDC and βc for cash is slightly different. The former sets the
maximum allowed CBDC balance, while the latter corresponds to maximum daily ATM withdrawal.
18
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Parameter

Description

Value

Data Source

β

Maximum allowed CBDC
balance

EUR 1,000

Model
assumption

βc

Maximum cash
withdrawal

EUR 300

Model
assumption

Γ̄

Maximum leverage ratio

32.3

Model
assumption

r

CBDC borrowing rate

0.2%
365

Model
assumption

Table 4: Model calibration for the central bank.

4.5

Simulation Software

We have developed a cloud-based simulator with FNA (www.fna.fi) to operationalize
the dynamics described above. The simulator is a web application allowing users to
define the model parameters, run the model and view the results of the simulation as
it progresses, as well as download the simulation results for further analysis.

Fig. 3: A cloud-based agent-based simulator of CBDC created with FNA (www.fna.fi).

5

Results

This section illustrates model’s behaviour, focusing on how a newly introduced CBDC
affects the usage of alternative means of payment (and thus brings about “disintermediation”), modifies the composition of households’ wealth, and alters the balance
sheets of the banking sector. As mentioned, we parametrize all non-CBDC variables
16
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as described in the above section and run the model for a “burn-in” phase till convergence. Only then, we introduce the CBDC, by letting 10% of merchants accept it.22 In
what follows, t = 0 therefore corresponds to the time when the CBDC is introduced.
Simulations run from t = 0 to t = 3500 because by then a new equilibrium has been
reached.

5.1

Adoption and Diffusion of Means of Payments

Figure 4 shows the evolution in time of the percentage of consumers (merchants) who
have signed up for (accepted) CBDC. The left panel shows the whole simulation run,
while the right one zooms into the transition phase, where adoption grows in a nonlinear fashion.
Adoption Rate
100

75

75

Agents

Rate (%)

Rate (%)

Adoption Rate
100

Consumers

50

Merchants

25

Agents
Consumers

50

Merchants

25

0

0
0

1000

2000

3000

0

Day

25

50

75

100

Day

(a) Longer period

(b) Shorter period

Fig. 4: The rate of adoption over time. At t = 0, 10% of merchants start to accept CBDC,
but the number of consumers who have signed-up for CBDC is still 0.
Figure 5 illustrates the process of crowding out of traditional means of payments
by the CBDC, showing the total value and the total number of transactions settled in
cash, cards and CBDC. Panels (a) and (b) show that, while the relative shares of cash,
card and CBDC become stable around t = 1500, the CBDC had already been fully
adopted some time before (at t = 75, as shown in Figure 4). Following our particular
calibration, panel (c) shows that, by the time the shares of payments stabilize, both
cash and cards have declined by approximately 30%, while CBDC establishes itself as
the main means of payment. The decline of card payments by 30% means that card
companies would loss 30% × EUR 5 billion = EUR 1.5 billion transaction revenues in
the German domestic payments market.23
22
Recall that, as we consider a total number of 15 merchants, 10% therefore corresponds to 1
merchant in the model calibration.
23
According to Germann et al. (2019), the card transactions expected revenues in the German
domestic payments market for 2022 is EUR 1.5 billion.
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Value of Purchases

Number of Purchases
1000

15000
750

10000

Purchases
Number

Value

Purchases
Card
Cash

Card
500

Cash

CBDC

CBDC

5000

250

0

0
0

1000

2000

3000

0

1000

Day

2000

3000

Day

(a) The transaction values

(b) The transaction numbers

Card and Cash Purchases

Relative Change (%)

20

0

Purchases
−20

Card
Cash

−40

−60
0

1000

2000

3000

Day

(c) The relative changes

Fig. 5: The diffusion of means of payments over time. Panel (a) shows the comparison
between the total transaction values that are settled via cash, card and CBDC, while panel
(b) shows the corresponding transaction numbers. Panel (c) describe the relative change in
the total cash and card transaction values.
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5.2

Consumer Wealth Allocation

In the previous section we saw CBDC crowding out deposits and cash as form of
payments. Figure 6 below shows that a similar dynamics takes place for consumer’s
holdings of cash, deposits and CBDC. Panel (a) in particular illustrates how part of the
rise in CBDC happens at the expenses of cash. However, as shown by panel (d), bank
deposits and financial assets keep increasing. This happens because we assume that
consumers receive an exogenous income that is (slightly) higher than daily purchases24 ,
so that the overall consumer wealth grows. However (this is not shown in the charts but
it is suggested later on by Figure 6), the growth in deposits is less than what it would
be in the absence of CBDC: cash holdings are impacted to the point of decreasing,
deposits are impacted in the sense of increasing at a lower rate.
Panel (b) of Figure 6 shows the same variables as panel (a), but zooms into the
initial transition period and reveals a somehow peculiar behavior in CBDC holdings:
these first increase rapidly, then fall, then increase again. This happens because many
consumers, on opening a CBDC wallet, top it up by more than they actually need,
generating a sudden swell in CBDC accounts25 . Later, though, they go over the initial
CBDC ’overhang’, so their aggregate holdings, although subject to small random fluctuations, follow an essentially monotonic path. All this is a not-so-subtle consequence
of our exogenous calibration but the point here is that, with appropriate calibration
and extensions, this model can generate patterns resembling e.g. the ’initial / irrational
exuberance’ that often accompanies financial innovation.
Another type of analysis that can be carried out within this framework is crosssectional analysis, to look at how wealth (and its composition) varies in the population
of agents. For example, Figure 7 shows the histograms of CBDC balance at different
periods: t = 44, 125, 1000, 3000. Note that, as shown previously in Figure 4, the
adoption rate grows substantially after t = 44 and reaches 100% rate at t = 75. We
see from the figure that, on t = 44, most of the consumers have zero in their balance
as they still have not signed up for CBDC. Meanwhile, on t = 125, we find that the
number of consumers with zero CBDC balance has declined, and that with EUR 2240 has substantially increased. We then observe that the shape of the distribution
becomes more similar at t = 1000 and t = 3000. In particular, we see that the
majority of consumers hold ≈ EUR 50-100 at both periods. Note that, in all figures,
there are still consumers with zero CBDC balance, even though the adoption rate is
already 100%. This is because some consumers may not enough deposits to top up
their CBDC wallets.26
In a similar vein, Table 5 reports the mean and median of assets holdings, across
agents and at four points in time (again t = 44, 125, 1000, 3000). For example, we
see from the table that a consumer holds, initially at t, EUR 88 cash in average. We
then see how the cash holding decreases over time and fall to EUR 70 at t = 3000.
Moreover, we also see that the CBDC holding grows from EUR 9 at t = 44 to EUR
24
As per Section section 4, the daily exogenous income is 18 EUR and the median (mean) of the
daily purchases is 14.21 (21.11).
25
The initial top-up is exogenously set at 100 euros. Subsequent top-ups are determined by individual consumers’ average CBDC spending.
26
We assume that the consumers can still sign up and leave the balance to zero.
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Cash and CBDC

Cash and CBDC

1e+05
1e+05

Wealth
Value

Value

Wealth
Cash
CBDC

Cash
CBDC
5e+04

5e+04

0e+00
0e+00

0
0

1000

2000

100

200

3000

300

400

500

Day

Day

(b) (a) Total cash and CBDC but
over a shorter period of time

(a) Total cash and CBDC
Deposit

Asset

3800000

2.0e+07

Wealth

3600000

Value

Value

3700000

Deposit

1.9e+07

Wealth
Asset

3500000
1.8e+07
3400000

0

1000

2000

3000

0

1000

Day

2000

3000

Day

(c) Total deposits

(d) Total other assets

Asset, Cash, and Deposit

Relative Change (%)

10

Wealth
0

Asset
Cash
Deposit

−10

−20
0

1000

2000

3000

Day

(e) Relative change of assets, cash,
deposits

Fig. 6: The composition of consumer wealth over time (sum over all consumers) allocated
between cash, CBDC, deposits and other assets.
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CBDC Balance Distribution (t = 125)
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Fig. 7: Distribution of CBDC balances across agents (note different scale of y-axes).
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71 at t = 3000.
Wealth
Cash
CBDC
Deposit
Asset

t = 44

t = 125

t = 1000

t = 3000

Mean

Med

Mean

Med

Mean

Med

Mean

Med

88

88

89

90

76

77

70

73

9

0

23

22

65

65

71

71

2265

1281

2292

1316

2373

1315

2543

1301

11790

6906

12014

7123

12563

7261

13413

7134

Table 5: Wealth allocation over time (mean and median across agents.

5.3

Banking Disintermediation and Balance Sheet

In the following, we study the impact of the introduction of a CBDC on the banking disintermediation. The disintermediation process, in general, involves removing
the middleman (commercial bank) that sits between two parties (consumers and merchants) in a transaction. Disintermediation can be investigated, first, by looking at
the total value of CBDC in circulation compared to that of bank deposits. This is
illustrated by Figure 8 - panel (a) that shows the ratio of the former to the latter
is 2.8%. To put this number into perspective, the impact of 2.8% to the total bank
deposits in Germany would corresponds to EUR 75.04 billion.27
Another aspect of disintermediation will be a negative impact on bank deposits. In
this regard, Figure 8 - panel (b) shows that deposits keep growing after introduction
of the CBDC28 , but at a slower pace than before.29 In more detail, the growth rate
in deposits falls by approximately three quarters (from 0.75 − 1% to 0 − 0.25%). To
put this into perspective, for the German banking market the fall would correspond
to approx EUR 20 billion in 20 days. In the short run, we also see a fall in deposits by
approximately 0.75% in the period through t = 75 (by which time the CBDC is fully
adopted by all consumers and merchants), related to the synchronous initial CBDC
top-ups that discussed when commenting Figure 6.

27
As described in https://fred.stlouisfed.org/series/DDOI02DEA156NWDB, the total bank deposits in Germany for 2017 is EUR 2,68 trillion. The impact of 2.8% will therefore correspond
to 2.8% × EUR 2, 68 trillion. = EUR 75.04 billion.
28
This is mainly due to our assumption that consumers’ (exogenous) income is above their spending
29
, i.e. is the average growth over 20 days.
The growth rate depicted in the figure is B(t)−B(t−20)
B(t−20)
Daily rates are much more volatile.
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Ratio of CBDC to Deposits
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Fig. 8: Banking sector disintermediation. Panel (a) describes the ratio of the total value of
CBDC to deposits. Panel (b) shows the growth rate of bank deposits over the previous 20
days. The CBDC is introduced to the system at t = 0 and is fully adopted by all consumers
and merchants at t = 75.

6

Discussion

We proposed an agent-based simulation model to study the economic impact of introducing a retail central bank digital currency (CBDC): a general purpose and noninterest-bearing central bank liability, which competes with cash and card as a means
of payments. Our model features 4 classes of agents, namely consumers, merchants, a
commercial bank and a central bank, who interact in time according to defined rules.
We used data on the German economy to calibrate the model.
Firstly, we looked at the adoption rate of CBDC and the change in the diffusion
of means of payments. We showed a non-linearity in the adoption function such
that the rate would grow substantially following the adoption by a small proportion
of consumers and merchants in the system. As CBDC is being adopted, we found
that both cash and card payments would decline by approximately 30%. The latter
indicates that card companies would loss EUR 1.5 billion transaction revenues in the
German domestic payments market. Secondly, we studied the composition of consumer
wealth that is allocated between cash, CBDC, deposits and other assets. Over time,
we found that consumers would allocate their wealth for a higher value of CBDC and
a lower value of cash. We also saw a slower growth rate of deposits and other asset
following the CBDC adoption. Thirdly, we discussed the banking disintermediation
and balance sheet. We found that the total value of CBDC in circulation is 2.8% of
the total deposits, which corresponds to EUR 75.04 billion of the total deposits in the
German banking system. We also found that the growth rate of the bank deposits
would decline by 0.75% in 20 days, which corresponds to the fall of approximately
EUR 20 billion for the German banking market.
The model presented in this paper is still a prototype, ready for refinements and
23
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extensions. First the parameters shown here, meant to approximately represent the
German retail market, could be pinned down more precisely, and/or be tailored to
gauge the effects of a CBDC on other economies. Second, a variety of policy experiments could be carried out, to assess the impact of different CBDC ’configurations’ or
design. Third, in the current version of the model, the CBDC does not bear interests,
so consumers’ demand is determined only by retail payment needs. Small changes
to the model could allow for an interest-bearing CBDC competing with deposits and
other assets as a store of value; and similarly, for other payment instruments such as
electronic money and stable coins. Finally, by adding a richer variety of consumers
and more articulated bank behaviour, the model could be extended to explore issues
related to financial inclusion and financial stability.
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4. Resources
CBDC Think Tank

https://cbdctt.com

CBDC Insider

https://cbdcinsider.com

OpenCBDC Sandbox

https://opencbdcs.com

